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BBEJJEHUE

Benopycckas xene3Has gopora npu3BaHa o0ecrieynBaTh NOTPEOHOCTH TOCY-
JIApPCTBA, FOPUANYECKUX U (PU3MUESCKUX JIHI] B JKEJIC3HOIOPOKHBIX MEPEBO3KAX, a
TaKKe paboTax M yCIyrax, OKa3plBaeMbIX JKEIE3HOMOPOKHBIM TpaHCIOPTOM. B
CBSI3M C 3THUM JKEJIE3HOMOPOXKHBIH KoMmILieke Pecybnuku benapych umeer oco-
00e cTpaTernveckoe 3HaueHHe, SBISSICh CBA3YIOIIUM 3BEHOM €IMHOW KOHOMH-
YeCKOH CHCTeMbI M obecrieynBasi CTAOMIBHYIO JCSITENbHOCTh MPOMBIILIICHHBIX
npennpusaTuii. Kpome Toro, 3To erie u caMmblii JOCTYIHBIN BHUA TPaHCIOPTA IS
rpaxaan Peciyonuku Berapyce.

B nocnenee BpeMs, B paMKaxX CTPEMHTEIBHOH HH)OPMATH3AIMH 1 KOMITbIO-
Tepu3aluu Ha bemopycckoi jKene3HO Jopore BBOASTCS B SKCIUTyaTallUIO CO-
BpPEMCEHHBIC KOMITBIOTEPHBIC CHCTEMBbI M CETH, KOTOpbIe obecreduBaroT cOop,
XpaHeHue, 00paboTKy, pacrpe/eneHue, nepeaady u npueM HHGOpMalu B XOze
BBITIOJTHCHUA Pa3JINYHBIX TEXHOJOI'MYCCKHUX ITPOIECCOB. HOBOHBHO JyaCcTO TaKue
CHUCTEMBI MOT'YT HCIIOJIb30BAaThCSA HE TONBKO IS Mepeaud u 00paboTKH nHGpop-
Maluv, HO U JJIsl OpraHu3allMi aBTOMATU3UPOBAHHBIX CUCTEM YIIPAaBJICHUS TEX-
Hosornueckumu npoueccamu (ACY TII).

Konnenmus undopmarnmonHoit 6e3onacHocru Pecnyonuku benapyck, yrep-
xkaeHHass mocraHoBieHneM CoBera besomacnoctu PecnyOmmku bemapycs 18
Mmapra 2019 roga Ne 1 «O Konuenuu nndopmannonHoit 6ezonacuoctu Pecry6-
niku benapycky, ykasplBaeT Ha TO, YTO IIOBCEMECTHOE (PYHKIIMOHUPOBaHUE 00b-
€KTOB TPAHCIOPTa C aBTOMAaTHU3MPOBAHHBIMH CHCTEMaMH YNPABJIEHHS CTABUT B
NPSAMYIO 3aBHCHMOCTB JKM3Hb M 3JI0POBbE HACETECHHS, PKOJIOIMYECKYI0 M COLH-
aJIbHYI0 O€30IIaCHOCTD OT UX HAASKHOCTH U 3alIUILEHHOCTH.

Bmecte ¢ Tem mporecckl MHGOPMATH3ALMU U KOMITBIOTEPH3ALMH, a TaKxkKe
UCIIONB30BAaHHUE COBPEMEHHBIX CETEBBIX TEXHOJOTUH MPH OpTaHW3alUH YIpaBie-
HUs Ha benopycckoii xene3Hoi qopore TasT B cebe MHOXKECTBO MOTEHIIHATBHBIX
OIIACHOCTEH, 00JIaCTh peajM3allii KOTOPBIX KacaeTcsl MCKIIOYUTENBHO c(ephl
BBICOKHX TEXHOJIOTHH.

Bbe3onacHOCT KOMIBIOTEPHBIX CHCTEM M CETEH KEIe3HOIOPOKHOTO TPaHC-
MOpPTa — 3TO MX 3alIMIIEHHOCTh OT CIYYaiHOrO WM NPEeTHAMEPEHHOI'O BMeIla-
TENbCTBA B INTATHBIN mpouecc uX (yHKIHMOHUpPOBaHUS. [IpH OTCYTCTBHHM alek-
BaTHBIX METOIOB U HAJIEKHBIX CPEICTB 3AIIHUTHl YIPO3BI TAKOI'O POJAa MOTYT HPH-
BECTH K HApYIICHHIO INTATHOW pabOTBI CHCTEM YNpaBICHHS W, KaK CIEICTBHE,
YXYALICHHIO YPOBHS 0€30IIaCHOCTH ABWXEHUS 1moe310B. [loaToMy 00s3aTenbHBIM
SIBJISICTCS IPOBEJICHUE aHAIN3a Yrpo3, XapaKTePHBIX KaK IS CAMHX KOMITBIOTEp-
HBIX CHCTEM U CeTel, TaK U VISl Cpelbl HX (DYHKIHOHUPOBAHHS.



1 OCHOBHBIE NOHATHSA 1 TPUHLUUAIIBI 3AIIIUTBI UTHOOPMAIIUUN

CHekTp BOIPOCOB, KOTOPBIE PACCMATPHBAIOTCS B KOHTEKCTE 3alUThl HHPOP-
MalliH, HACTOIIBKO IIMPOK, YTO 3aTPArMBACT MHOTHE OTPACIH U UMEET OT/IeNbHBIC
HAIPAaBJICHHUS TS Psiia U3 HUX, HAIIPUMED, 3aluTa OaHKOBCKUX Omeparuii, obec-
nedyeHne 0e30MacHOTO AIEKTPOHHOTO JOKYMEHT0000poTa, obecneueHne HHGOp-
MAIIMOHHON 6e30MacHOCTH KPUTHYECKH BaXKHBIX OOBEKTOB HH(OpMATH3AIINH,
3ammuTa HHHOPMAIUK B KOMITBEOTEPHBIX CETAX W IMp. B CBsI3H ¢ 3TUM HEeM30eKHO
MOSIBISIETCS. MHOXKECTBO TEPMHUHOB U MX OMpPECICHUH, 3HAHHE KOTOPBIX ITOMOTa-
eT JIydilie TIOHATh HAYYHYIO M TEXHHUYECKYIO JOKYMEHTAIIUIO 10 COOTBETCTBYIO-
MM HAMpPaBICHUSIM.

Ba3oBbie TepMUHBI U HX OMPEAEICHUs B chepe 3anuThl HHHOPMAILUU, KOTO-
pbIe KacaroTCsl BCEX HAMPABJICHHUI TPEICTABIICHBI B CISAYIOMMX ODHITHATbHBIX
JIOKYMEHTaX:

—TocynapcrBennsiii crannapt Peciyonuku benapycs 50922-2006 «3amuTa
uHpopmanun. OCHOBHBIE TEPMHHBI U orpeeceHus» (1mo coctosiHuto Ha 1 despa-
ns 2021 r.);

—3akoH Pecniyonuku benapycs Ne 455-3 «O0 undopmarmm, nadopmarusa-
MK ¥ 3ammre nHpopmanmm» (o cocrosHuto Ha 1 urons 2017 r.);

— Konuenus nundopmanmonnoii 6ezonacuoctu Pecnyonuku benapycs (1o
cocroaHuio Ha 18 mapra 2019 1.).

1.1 OcHoBHbIE TEPMUHBI U UX ONpeeTeHUsI

CornacHo rocynapcTBeHHOMY cTanaapty Pecnyonuku benapycs 50922-2006
«3ammrta uHpopMarmu. OCHOBHBIE TEPMHUHBI M OmpeneneHus» B PecmyOunuke
benapych ycTaHOBJIEHBI CIEAYIOIINE OCHOBHBIE TEPMUHBI M HX ONpPENCICHUS B
obnacTy 3amuThl HHGpOpMaIMH (IPUBEIEHBI HEKOTOPHIE U3 HUX):

3anmra ungopmanuu (3U) — nesTenbHOCT, HAIIpaBIIEHHAS HAa MPENOTBpa-
[ICHHWE YTEUKH 3aluIIaeMoil MH(OpMaIny, HECAHKIMOHHPOBAHHBIX M TNpenHa-
MEPEHHBIX BO3/ICHCTBUIA Ha 3alIUIAeMYI0 HH()OPMAILIHIO.

3amuTa HHGOPMALMHU OT YyTeYKH — 3aIIKUTa HH(OpMALUK, HAlIPpaBJICHHAS HA
MIPEAOTBPAICHIE HEKOHTPOIMPYEMOTO PAacIPOCTPAHEHHUs 3aIIUINAeMOi HH(OP-
MAaIMy B pe3yNbTaTe €€ pa3riameHus] 1 HeCAaHKIMOHMPOBAHHOTO JIOCTYyNa K HEH,
a TaKke Ha MCKIIOYEHHE (3aTpyIHEHHE) IMOMYyUSHHS 3aIlUIaeMoi HH()OpMAIIH
[mHOCTpaHHBIMU]| pa3BeNKaMW W JOPYTUMH 3aHMHTEPECOBAHHBIMHU CyOBEKTaMHU
(TocymapcTBO, FOPUANIECKOE U0, TPYIa (HU3NIECKUX UL, OTAEIbHOE (PH3HU-
YecKOe JIUIIO0).

3amuTa nHpoOpMaNMN 0T HeCAHKIMOHMPOBaHHOro Bo3aeiictBus (3U ot
HCB) — 3amuTa nHpopManny, HanpaBieHHas HA MPEIOTBPAIIEHHE HECAHKIHO-
HUPOBAHHOTO JIOCTYIa M BO3JCHCTBHS Ha 3allUIIAEMyI0 WH)OPMAIHIO C Hapy-
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IIIEHNEM YCTaHOBJICHHBIX NpaB M (WIM) NMpaBWI Ha M3MEHEHHE HH(OpMAaIWH,
MIPUBOAAIINX K Pa3pyIICHNIO, YHHITOKEHHUIO, MICKaXKEeHHI0, OO0 B paboTe, He3a-
KOHHOMY TNepeXBaTy U KOIMPOBAHUIO, OJIOKMPOBAHHUIO JIOCTYIIAa K HHPOPMAIHH, a
TaKke K yTpaTe, YHHYTOXKEHHIO WM cO0I0 (PYHKIMOHWUPOBAHUS HOCUTENS WH-
(dbopmarmu.

3amura uHGOpMaNUH OT HeNpeIHAMEPEHHOr0 BO3JEWCTBUS — 3allUTa
nH}opManuy, HanpaBIeHHAs Ha NPENOTBpAlleHHE BO3ICHCTBHS Ha 3allvInac-
Myl0 HH(popManuio omubOK ee Mojab30BaTeNs, c00s TEXHHYECKUX W IporpamMmm-
HBIX CPEJICTB MH(OPMAIMOHHBIX CUCTEM, NMPUPOIHBIX SIBICHUH WM MHBIX Helle-
JICHATIpaBJICHHBIX Ha W3MEHEHHe MH(pOpPMalMy COOBITHH, MPHUBOISIINX K HCKa-
YKEHHUIO, YHUUTOXXEHHIO, KOIIMPOBAaHUIO, OJIOKMPOBAHMIO JOCTYyIA K MH(OpMaIny,
a TaKXkKe yTpaTe, YHHYTOXKEHHIO WM cOOK0 (YHKIIMOHUPOBAHMS HOCUTENSI WH-
¢dbopmarmu.

3ammurTa uHOpMANUU OT pasrjalleHHusi — 3anMTa uHopManuK, Harpas-
JICHHasl Ha NPeJOTBpalleHe HECAHKIIMOHUPOBAHHOTO JOBEACHUS 3alllMIIAeMOM
UH(pOPMALIUK JI0 3aHHTEPECOBAHHBIX CYOBEKTOB (MOTpeOUTENeit), He MMEIOIIHX
npaBa JOCTyIa K 3Toi nH}popmarmu.

3ammuTa MHGpOpPMANMH OT HeCAaHKIHMOHMpoOBaHHOro aoctyma (3U ot
HCJI) — 3amura nHbOpManyy, HalpaBlIeHHAs HAa NPEJOTBPALLIEHUE ITONYdEHUST
3amuIaeMol MHQopMalu 3aMHTEPECOBAHHBIMU CyOBbEeKTaMu (TocynapcTBo,
IOPUAMYECKOE JINLO, IPpYyNa GU3HIECKHX JIHL], B TOM YHCIIe O0IIeCTBEHHAs Opra-
HHU3ALWs, OTACNbHOE (PU3HUECKOE JIMI0) C HAPYIICHHEM YCTAHOBJICHHBIX HOpMa-
THUBHBIMH IPaBOBBIMU JOKYMEHTAaMH (aKTaMH) WM 0ONafaTensiMu MHGOpMAaLuu
IpaB WIX NpaBHI Pa3rpaHUYEHHUs] JOCTYMa K 3alluiaeMol HHopMaImu.

3amuTa uHGoOpManuH OT [HHOCTpaHHOIi] pa3BeakH — 3ammra HHPOPMA-
LMY, HalIpaBJIeHHAas Ha MPEAOTBpAlleHIe NOIydeH s 3aIllUIIaeMoi HHPOpMauy
[uHOCTpaHHOI] pa3BenKoil.

3aMbices1 3aI0MThI HH(OPMALNHN — OCHOBHAsI UJIEsl, PACKPBIBAIOIIAs COCTaB,
coJiepyKaHKe, B3aMOCBS3b U TOCIIEJ0BATEIHHOCTh OCYIIECTBICHNS TEXHUIECKHX
1 OPTaHU3AILMOHHBIX MEPONPHUATHH, HEOOXOMUMBIX IJIsI JOCTIKEHUS 1IEH 3alli-
ThI UHOOPMALIUH.

Heab 3amuThl MHGOPMALMHU — 3apaHee HAMEUEHHBIA PE3yJIbTaT 3allUThl
nHpopManuu. PesympraToM 3ammTe MH(POpPMAIUH MOXKET OBITH MPENOTBpAIIle-
HUe yimepba obmagaTento nHPOPMAIIUH F3-3a BO3MOXKHONW YTEUKH HHPOPMAIHN 1
(WTM) HEeCaHKIIMOHUPOBAHHOTO M HENpEIHAMEPEHHOT'0 BO3JACHCTBHA Ha WHQOP-
MAIHIO.

Cucrema 3amuThl HHGOPMAIUM — COBOKYITHOCTh OPTAHOB W (WJIM) HCIIOJN-
HUTEIEH, NCTIONb3yeMON UMM TEXHHUKHU 3aIIUTH HH(pOpMAInH, a Takke 00bEKTOB
3aMThl HHpOpMANNH, OpraHN30BaHHAs M (YHKIHMOHUPYIOIIAS MO MpaBWIIaM U
HOPMaM, YCTaHOBJICHHBIM COOTBETCTBYIOIINMH JOKyMEHTaMH B O0IAaCTH 3aIHUTHI
nHpopmanum.



IHoauTnka 6e3onacHocTH (MHpOpPMaNMH B OPraHN3alUM) — COBOKYITHOCTb
JOKyMEHTHUPOBAHHBIX MPaBWI, MPOLEAYp, TPAKTHYECKUX ITPHEMOB WM PYKOBO-
JSIIUX TIPUHIMIIOB B 00acTH Oe30macHOCTH WHPOPMAIH, KOTOPBIM PYKOBOJ-
CTBYETCS OpraHU3alUs B CBOEH NEeSTENbHOCTH.

Be3onacHocTs MHpoOpManuu [JaHHBIX] — COCTOSHHE 3alUIEHHOCTH HWH-
(opMaruu [AaHHBIX |, IPH KOTOPOM 00eCIedeHbl ee [MX]| KOH(HISHINATBLHOCTS,
JOCTYITHOCTb U LIEIOCTHOCTb.

O0beKT 3amuUThl HHGOPMAIUU — HHPOPMAIHS WM HOCUTENb HH(POPMAIIHH,
WM MHQOPMAIMOHHBIN MpOIECcC, KOTOpble HEOOXOMUMO 3allUIIaTh B COOTBET-
CTBHUH C IIENBIO 3alIUTH HHPOPMAIIHH.

3ammmaemasi nHpopmanus — UHGOPMALUSL, SBISIOMIASNCS PEIMETOM COO-
CTBEHHOCTH U IOJJIEKAIAs 3alIUTe B COOTBETCTBHH C TPEOOBAHHUSIMH TPABOBBIX
JOKYMEHTOB W TPEOOBaHUSAMHM, YCTaHABIMBAEMBIMH COOCTBEHHHKOM HH]OP-
Maiuu (TocyIapCTBO, OPHIMYECKOE JIUIO, TpYINa (GPU3UUECKHUX JIUIL WIIK OTIIENb-
Hoe (hu3nyeckoe o).

Texnuka 3ammThl MHYOPMALMH — CPE/ICTBA 3aIUTHl HHPOPMAIIUHU, B TOM
yucie Gpuandeckoi 3ammThl MHPOPMaIMK, KPUNTOrpaduiecKie cpecTa 3allu-
Thl MH(pOPMAIMH, CPeACTBa KOHTPOJIs 3(P(EeKTHBHOCTH 3alUThl MH(OPMALUH,
CpPE/ICTBA U CHUCTEMBbI YIIPaBJICHUS, NPEeHa3HAUECHHbIE Ul 00ECICUCHNUS! 3alUThI
uHpopmanum.

CpeacTBo 3amuThl HHPOPMANMH — TEXHUUECKOE, IPOrPaMMHOE, IIPOTrpaMm-
MHO-TEXHHYECKOE CpPEACTBO, BEIIECTBO U (WIM) MaTepuall, NpeaHa3HauCHHbIC
WIIY UCTIONB3YeMbIe JUIsl 3alUThl HH)OPMaIHH.

¢ PpexTUBHOCTH 3aLUTHI MHPOPMALMH — CTEIICHb COOTBETCTBHS PE3YIIb-
TaTOB 3AIIUTHI MHPOPMALMHU LeNH 3aIIUThHl HH)OpPMaIHH.

IMoka3zareib 3¢ (PeKTUBHOCTH 3aAIUMTHI MH(POPMAaLMM — MEPA WIN XapaKTe-
PHUCTHKA ISl OLIEHKH 3(PPEKTUBHOCTH 3aIUThI HHOOPMALIUH.

IIpoune noHsATHA, IPUBEIEHHbBIE B TOCYIapCTBEHHOM cTaHAapTe PecryOnuku
Benapyce 50922-2006 «3ammra uapopmaini. OCHOBHBIE TEPMHHBI U OIIpezerne-
HUSL,» OyAyT IPUBOAUTCS MO MEpPE HEOOXOANMOCTH B COOTBETCTBYIOIIUX pasfe-
nax.

B 3akone «O06 wmH(popManmu, MHGOPMATH3ALUH W 3alIUTe HH()OpMALIUID)
MIPUMEHSIOTCS CIEAYIOINE OCHOBHBIE TEPMHHBI M WX OIPEAENEHHS, KOTOpHIC
HETIOCPEJCTBEHHO KacaroTcs MH(OPMAIMOHHBIX TEXHOJIOTHHA 1 ceTel (mpuBese-
HBI HEKOTOPBIC U3 HUX):

ba3a JaHHBIX — COBOKYIIHOCTb CTPYKTYPUPOBAaHHOW M B3aMMOCBSI3aHHOM
nH(popManuy, OpraHU30BAHHON 110 ONPEENCHHBIM MTPAaBHIaM Ha MaTEPHAIbHBIX
HOCHTEJISIX.

Buianenen nmporpaMMHO-TeXHHYECKHX CpPeACTB, HH(OPMAIMOHHBIX pe-
CypcoB, HHPOPMAIMOHHBIX CHCTEM H HH()OPMALNHMOHHBIX ceTeil — CYOBEKT
MH(pOPMAIMOHHBIX OTHOLICHUH, peaTn3yIONINI paBa BIAACHNS, TOJIB30BAHUS U
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pacIopsHKeHUsl  TTPOrPaMMHO-TEXHHUYECKUMH  CPEACTBAMH, HWH(OPMAIIMOHHBIMH
pecypcamu, WH()OPMAIMOHHBIMU CHUCTEMaMH M WH()OPMALMOHHBEIMH CETSIMHU B
TIpezieNiaXx W MOpSIKE, ONpPEENICHHBIX X COOCTBEHHHKOM B COOTBETCTBHH C 3a-
KOHOAaTenbcTBOM Pecryonmuku Benmapych.

JoxymenTupoBannas ungopmamus — nadpopmanus, 3adpUKCUpOBaHHAS Ha
MaTepHAIbHOM HOCUTEJIE C PEKBU3UTAMH, MO3BOJISIONIMMH €€ HIICHTU(PUIUPO-
BaTh.

Joctyn k ungopManuu — BO3MOXXHOCTb MOTY4€HUsT MH(POpMAIMH U TTOJIB30-
BaHUs €1o0.

Joctyn k uHopMaunoHHOoil cucteme u (MJaM) MHPOPMAIMOHHOW ceTH —
BO3MOXKHOCTb HCIIOJIb30BaHUsI HMHPOPMAIMOHHOM CUCTEMBI U (WITH) HH(POpMAIH-
OHHOM ceTu.

HNudopmanuonHasi ceTb — COBOKYITHOCTb WH(OPMAIIMOHHBIX CHUCTEM JHOO
KOMIUIEKCOB IPOTPaMMHO-TEXHHYECKUX CPEJACTB HH(OPMALMOHHOW CHUCTEMBI,
B3aUMOZCHCTBYIOUIUX ITOCPEACTBOM CETEHN 3JIEKTPOCBA3H.

HUndopmanmonHasi cucreMa — COBOKYITHOCTh OaHKOB JIaHHbBIX, HH(popMmanu-
OHHBIX TEXHOJOTMH M KOMIUIEKCa (KOMIUIEKCOB) MPOrpaMMHO-TEXHUYECKUX
CpEACTB.

HNudopMannoHHas TEXHOJIOTUs — COBOKYITHOCTb MPOLIECCOB, METOJOB OCY-
ILIECTBJICHUS TIOMCKa, IOMy4eHHs, Iepenaqu, cOopa, oOpabOTKH, HAKOIUIEHHS,
XpaHEeHUs, PacIpOCTpaHEHUs W (WIM) NPEIOCTaBICHUS HH(OPMAaIMH, a TakkKe
TIOJIb30BaHUs MHPOpMAIMel U 3a1uThl HHpOpMAaLIUH.

HNHdopmannoHHbIii pecypc — OpraHU30BaHHAs COBOKYIHOCTb JOKYMEHTH-
poBaHHOH HH(pOpPMAIMY, BKIIOYAIOmas 0a3bl JAHHBIX, APYrHe COBOKYITHOCTH
B3aUMOCBSI3aHHOW HH(OpPMALNK B HHOOPMAIIHOHHBIX CHCTEMaXx.

KoMmiiekc nporpaMMHO-TEXHHYECKHX CPeICTB — COBOKYIIHOCTh IIPO-
TPaMMHBIX M TEXHHYECKHX CPEACTB, 0OECIeUMBAIOIINX OCYLIECTBICHHE HH(OP-
MAaIMOHHBIX OTHOIIEHUH ¢ MOMOIIBI0 HHYOPMAIIMOHHBIX TEXHOIOTHH.

KondunennnanbHocTs MHGOpManum — TpeOOBaHUE HE JOMYCKATh PacHpo-
cTpaHeHus U (WIK) MpepocTaBieHus nH(opManuu 6e3 cornacus ee o0magaTens
WJIN UHOTO OCHOBAHMS, MPEAYCMOTPEHHOTO 3aKOHOAATEILHBIMH akTaMu Pecry6-
nuku benapyce.

O6aagarenp uHpoOpMaUu — CYOBEKT WHPOPMAIMOHHBIX OTHOIICHHUH, IMO-
Jy9MBIINI TpaBa obnamaTtens WHGOPMALUH 1O OCHOBAHMAM, YCTAHOBJICHHBIM
aKTaMu 3aKoHozaTenbeTBa Pecrrybnuku benapych, wiu 1o 10roBopy.

IlepconanbHble JaHHBbIE — OCHOBHBIC M JONOJHHUTENbHBIE IEPCOHATBHBIC
JaHHBIE (PM3UUIECKOTO JIMIIA, TTO/UIeKAIINE B COOTBETCTBIH C 3aKOHOATEIbHBIMHU
akTamn PecnyOnmkn benapych BHECEHHIO B PETHMCTP HACEIEHUs, a TaKKe MHBIC
JIaHHBIE, TTO3BOJISIONINE UICHTU(PHUIINPOBATH TAKOE JIUIIO.



Monb3oBaTens uHopManuu — cyObeKT HWH(POPMAIMOHHBIX OTHOIIEHHH,
TIOTYYAIOIIUHA, PACIIPOCTPAHSIOMNNA U (WJIN) MPEAOCTABISIIONINN HH(OPMAIHIO,
peau3yronIuii paBo Ha TOJIL30BAHKE €IO.

Moab3oBaTeab MHGOPMANMOHHON cHcTeMbl U (MIH) MH(OPMALHOHHON
ceTH — CyObeKT MH(POPMAIMOHHBIX OTHOIIEHUH, OIYYUBIINHA 10CTYN K UHDOp-
MAaIMOHHOH cucteme U (WiIi) HHYOPMALMOHHONW CETH U TIOJIb3YIOIIUHCS UMH.

B Konnermmu nnpopmanrionHoi 6e3onacHoctu Pecriyonuku benapycs npu-
BE€/ICHHI CJIEIYIOIINE OCHOBHBIE TEPMHUHBI U MX ONpeselieHus (IpUBEIECHBI HEKO-
TOpBIE U3 HUX):

Bo3znelicTBue Ha WHGOPMAIMIO — JICHCTBHC IO MU3MEHCHUIO (POPMBI TIPEIO-
CTaBJIeHHs U (WIIK) COfiepyKaHusl HHPOPMAaIHH.

IocynapcTBenHasi uH(pOpPMANMOHHASI CHCTEMA — COBOKYITHOCTh OaHKOB
JAHHBIX, HTH(OOPMALMOHHBIX TEXHOJIOTMH U KOMIUIEKCca (KOMILIEKCOB) pOrpamMM-
HO-TEXHHYECKHUX CPENCTB, (hopMUpyeMasi WM NpuodperaeMas 3a CYET CPE/ICTB
pecnyOIMKaHCKOrO WM MECTHBIX OIO/PKETOB, TOCYIApPCTBEHHBIX BHEOHKETHBIX
(OHIIOB, a TAaKKe CPEJICTB TOCYNAPCTBEHHBIX FOPUINYECKHX JIHII.

I'ocymapcTBennblii MHGOPMAIMOHHBII pecypc — OpraHH30BaHHAs COBO-
KYITHOCTh JOKYMEHTHPOBaHHOW MH(OpMAaIMK, BKIIOYAOIIas 0a3bl TaHHBIX, IPY-
T'He COBOKYIHOCTH B3aMMOCBA3aHHOH MH(OpManuy B MHGOPMAIMOHHBIX CHCTE-
Max, hopmupyemas WiH IprodpeTacMast 3a C4eT CPeICTB PECIyOIMKaHCKOTO W
MECTHBIX OOJDKETOB, TOCYIAapCTBEHHBIX BHEOIO/DKETHBIX (DOHIOB, a TaKxke
CPE/CTB rOCYAAPCTBEHHBIX IOPUIUYECKUX JIUL.

JlecTpykTUBHOe HMH(QOPMALMOHHOE BO3/IeHCTBHE — OCYILECTBICHHE HH-
(OpMaMOHHOTO BIWSHUS Ha IOJUTHYESCKUE U COLMAIBHO-9KOHOMUYECKUE TPOo-
LIECChI, NEATEeIbHOCTh T'OCYJapCTBEHHBIX OPraHOB, a TaKkke Ha (PU3MUECKUX U
IOPUIMYECKUX JIMI[ B IIENAX OCIa0JIeHUs O00OpOHOCHOCOOHOCTH TOCYIapCTBa,
HapyLIeHUs OOIIECTBEHHON 0€30MacHOCTH, NMPHUHATHA M 3aK/IIOYEHHS 3aBEIOMO
HEBBITOJIHBIX PEIICHUI U MEXIyHAPOJHBIX IOTOBOPOB, YXYIIICHUS] OTHOLIEHUH C
JPYTMMH TOCYIapCTBAMH, CO3JaHUS COLUATIBHO-ITOTUTHYCCKON HANPsKCHHOCTH,
(opMHUpOBaHUS YrpO3bl BOZHHUKHOBECHUS UPE3BbIYAMHBIX CHUTYALMH, pa3pylICHU
TPaJULMOHHBIX TyXOBHBIX M HPAaBCTBEHHBIX IIEHHOCTEH, CO3/aHMS MPEISITCTBUM
JUISL HOPMAJIBHOM JIESITENIbHOCTH TOCYJAPCTBEHHBIX OPTaHOB, MPUIMHEHUSI HHOTO
yiep6a HallMOHAIBHOM OE30MaCHOCTH.

3amuTa MHPOPMANMM — KOMIUIEKC MPABOBbIX, OPraHM3aINOHHBIX W TEXHH-
YECKUX MEp, HAIPaBJICHHBIX Ha oOecreyeHne KOHQHUICHIMAIbHOCTH, IEITOCTHO-
CTH, TIOJUTMHHOCTH, JOCTYITHOCTH ¥ COXPAHHOCTH MH(OPMAIINH.

HNudopmanuonHas 0e30MaCHOCTh — COCTOSHHE 3AINMIICHHOCTH cOalaHCH-
POBaHHBIX WHTEPECOB JIMYHOCTH, OOIIECTBA U TOCYJapCTBA OT BHEIIHMX M BHYT-
PEHHHX Yrpo3 B HH(OPMAIOHHOH cdepe.

HNndopmanuonnas uHGPACTPYKTYpa — COBOKYMHOCTh  TEXHMYECKUX
CpPE/ICTB, CHCTEM M TEXHOJIOTHH CO3[aHus, MpeoOpa3oBaHus, Mepeaadn, UCHONb-
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30BaHUS M XPaHEHUS] HHPOPMAIHH.

HNndopmanuonnsiii cysepennter Pecny0nnku Benapycs — HeoTheMieMoe
1 WCKITIOYHTENIFHOE BEPXOBEHCTBO NPaBa TOCYApCTBa CAaMOCTOSITEIIFHO Ompesie-
JISTH TIPaBWJIa BIAJIEHHS, TOJB30BAaHHUS W PACIOPSDKEHMsS HAIMOHAJIBHBIMU WH-
(hOpMaIIOHHBIMHU PECYpCaMH, OCYIIECTBIISITh HE3aBHCHUMYIO BHEUIHIOI W BHYT-
PEHHIOIO TOCYIapCTBEHHYIO HH()OPMAIMOHHYIO TTOJIUTHKY, (OPpMHUPOBATH HAIHO-
HaJIbHYI0 MH(OPMAaIMOHHYI0O HHQPACTPYKTYpy, oOecrieunBaTh HHGOPMAIHOH-
HyIO 0€30MacHOCTb.

HNudopmanuonnas chepa — coBOKYITHOCTb HHPOPMAIMH, HHPOPMAIIMOHHON
UH}PaCTPYKTYphl, CyOBEKTOB, OCYLIECTBISIONINX cOOp, (POPMUPOBAHUE, PACIPO-
CTpaHEHHE WM HUCIIOJb30BaHHE MH(OPMAIMH, & TAKIKE CHCTEMbI PETYIIUPOBAHUS
BO3HHKAIOIIMX TPH STOM OOIECTBEHHBIX OTHOIICHUH.

HNudopmannonHoe NMpPoCTPAHCTBO — 00JAaCTh ACATENBHOCTH, CBSI3aHHAS C
co3aaHueM, NpeoOpa3oBaHUEM, ITiepelayeld, HCIONb30BaHUEM, XpaHEHWEM HH-
(dbopManyu, oka3bIBaroNias BO3CHCTBUE B TOM YUCIIE HA WHIMBHIyaJbHOE U 00-
IIECTBEHHOE CO3HAHUE U COOCTBEHHO MH(POPMAIIHUIO.

KunbepaTaka — 1iesicHarmpaBiieHHOS BO3ICHCTBHE MPOrPaMMHBIX U (HJIH) MPO-
rpaMMHO-aINapaTHbIX CPENCTB Ha OOBEKTHI WH(OPMAIMOHHON HH(PACTPYKTY-
PBI, CETH BJIEKTPOCBSI3H, MCIOJIb3YEMBbIE ISl OPraHU3alMK B3aUMOJCHCTBUS Ta-
KuX OOBEKTOB, B LIETISIX HapyIIeHUs W (WIM) IpeKpameHus ux GyHKIHOHHPOBa-
HUs ¥ (WIH) CO3/IaHMsl Yrpo3bl 0E30MacHOCTH 00padaThIBAGMON TaKMMH OOBEK-
TamMu nHpopmanuu.

Ku6ep6e3onacHocTh — COCTOSIHME 3alIUIICHHOCTH WH(OPMAIMOHHOW WH-
(bpacTpyKTypHI U COAepIKaIleics B Hell HHOpPMalUK OT BHEIIHUX ¥ BHYTPEHHHX
yIpo3.

Ku6epunuuaent — coObiTHe, KoTOpoe (aKTHUECKU WIH IOTEHIUAIBLHO
yrpoxkaeT KOH(HUASHINATBHOCTH, LEITOCTHOCTH, MOJIHHHOCTH, AOCTYIIHOCTH H
COXPaHHOCTH HMH(OpMaIMy, a TakXkKe MpPEeICTaBlIsieT coO0H HapymeHue (yrposy
HapYIIEHNS) TOMUTHK O€30MacHOCTH.

Ku6epreppopusM — ataku Ha HH(GOPMAIMOHHBIE CHCTEMBI, HECYIIUE YIPO3Y
3/I0POBBIO U JKH3HM JIIOJIEH, a TaKKe CIIOCOOHBIE CIPOBOLMPOBATH CEPbE3HBIC
HapyleHUs (YHKIMOHUPOBAHUS KPUTHYECKH BaXKHBIX OOBEKTOB B LIEJSX OKa3a-
HUSI BO3JEHCTBHS Ha NMPHHSITHE PEIICHWH OpraHaMH BIACTH, JIMOO BOCIIPEIST-
CTBOBaHUS MOJUTHYCCKON WIIM MHOM OOIIECTBEHHOW AESTEIFHOCTH, JIHOO yCTpa-
IICHUS HaCeNeHUs, TH0O0 JecTabmn3anuy OOIIeCTBEHHOTO MTOPSI/IKA.

KubepycToituuBocTh — cr1ocoOHOCTE WH(G)OPMAIIMOHHON CHCTEMBI TPEABU-
JIETh M3MEHEHNSI 0OCTAaHOBKM M CBOEBPEMEHHO aJalTHPOBAThCA K HUM B IIEIIAX
YCIIITHOTO TIPEJOTBPAICHNSI HETATUBHBIX ITOCIEICTBUI WM OBICTPOTO BOCCTA-
HOBJIEHUS MOCIIE KNOEPHHINICHTA.

Me:xaynapognas MHGOPMANUOHHAS 0€30MACHOCTbL — COCTOSHHUE MEXIY-
HApOJHBIX OTHOIIEHMH, WCKIIOYAoNiee HapylIeHHe MHUpPOBOH CTaOMIBHOCTH M
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co37aHKe Yrpo3bl OE30MACHOCTH FOCYAAPCTB U MHPOBOTO COOOIIECTBA B HH(OP-
MAIMOHHOM MPOCTPAHCTBE.

Obecneyenue HHGOPMANOHHOM 0€30IIaCHOCTH — CHCTEMa Mep MIPaBOBOroO,
OpraHU3alHOHHO-TEXHHYECKOr0  OPTraHU3alMOHHO-9KOHOMHUYECKOr0 XapakTepa
MO BBUIBJICHHIO yrpo3 HHGOPMAIMOHHOW 0E30MacHOCTH, MPENOTBPAIICHHIO HX
peanu3anny, NPEeCeUCHUIO U TMKBUIAINH TIOCTESICTBUN pealn3alii TAKUX YTPo3.

IIpectymienusi B uHGOpManuoHHOIl cdepe — MPeTyCMOTPEHHBIE YTOIOB-
HBIM KoziekcoM PecnyOmuku Benapych mpecTyIieHus MPOTHB HHPOPMAIOHHOM
Oe3onacHocTH (KHOEPIPECTYIJICHHS) U WHBIC MPECTYIUICHHS], MPEAMETOM HITH
CPEICTBOM COBEPIICHHUSI KOTOPBIX SBISIOTCS HH(bOpMAaIms, WHOOPMAIMOHHBIE
CHCTEMBI H CETH.

CyBepeHUTET JAHHBIX — MOTYNHEHHOCTh OTHOLICHHH MO MOBOIY WH(OpMa-
MK B 1uppoBoii GopMe, BOSHUKAIOIINX HA TEPPUTOpUH Bemapycu, HAMOHATb-
HOI1 topucaukiyu Pecriyonmku benapyce.

Berpeuarores ciydan, KOTIa OJJHU M Te K€ TEPMHHBI HIMEIOT Pa3HbIe Ompejie-
JICHHS B pa3HbIX HOPMATHUBHBIX JOKYMCHTAX. HpI/IMepOM 9TOI'0 MOXET CITY)XXUTb
TepMuH «3amura nHGopmanum». OnpeneneHue TaHHOTO TEPMIHA, TIPHUBEICHHOE
B rocy/apcTBeHHOM cranaapre PecryOnuku benapycs 50922-2006 «3amura vH-
¢opmanuy. OCHOBHbBIE TEPMHUHBI M ONIPEJETICHISD) COBEPILIEHHO He IPOTHBOPEYUT
OIPEeNIeTICHUIO ATOro e TepMuHa n3 KoHuenus nHpopManroHHO#H Ge3omacHo-
ctu PecniyOnuku benapych (B 3akoHe «OO0 mHpopMaimu, MHGOPMATH3ALUN H
3amuTe MH(pOpMALMM» 3TOMY TEPMHMHY NaHO aHAIOIMYHOE olperneieHue). B
Konnenuuu napopmaimonHoi Oe3zonacuoctu Pecnyonuku benapyck B ompene-
JICHUU YKa3aHO 3a CUeT 4ero odecreynBaeTcs 3alura nHGopMaImy, a B rocyaap-
cTBeHHOM cTaHjapte Pecny0Omnuku Bemapycs 50922-2006 — naHo omnpeneneHue
«OT MPOTUBHOTO», T. €. Yepe3 IepedyeHb yrpo3, KOTOpble MOTyT HApyLIIUTh KOH-
(GUIeHINaNbHOCTD, LENOCTHOCT, MOMIMHHOCTb, AOCTYMHOCTH M COXPAaHHOCTD
uHpopmanum.

1.2 Ocobennoctu uHpOpMANUH, KAK 00bEKTA 3a1UThI

WNudopmarnus, kak 00bEKT 3aIUTHI 00Ja1aeT PIJOM OCOOCHHOCTEH:

— uHpOpMAaLUS HE SBISIETCS MaTepPHaIbHBIM O0BEKTOM;

—uH(pOPMALUS KOMMPYETCS C MOMOIIBI0 MaTepHaIbHOTO HOCUTENS, T. €. AB-
JIAETCS IEpEMEIIAEMOi;

— MHPOPMALUS SBISACTCS OTIYXKAaeMON OT COOCTBEHHHKA.

Kommekc mpobieM, CBSI3aHHBIX € 3aIIUTON HHPOPMAIUN, HE HCUEPITBIBACTCS
obecrieueHneM ee KOH(GHUICHINAIBLHOCTH, IEIOCTHOCTH, MOJTUHHOCTH, JOCTYII-
HOCTH M coxpaHHOCTH. OH TakXe JOIDKEH paccMaTpHBaTh 3alIUTY IpaB Ha Hee.
Takum oOpasom, HHPOPMAIH MOKET PACCMATPUBATHCS Kak OOBEKT MpaBa coo-
CTBEHHOCTH.
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[IpaBo cobcTBeHHOCTH HA MH(POPMALMIO BKIIOYAET IIPAaBOMOYNS COOCTBEHHH-
Ka, K KOTOPBIM OTHOCSITCSL:

—IIpaBO PaCITIOPSDKEHUS;

— IIpaBoO BJIA/ICHNS;

— IIpaBO MOJIb30BAHMUSL.

[IpaBoBoe obecTeucHNE 3aIUTHI MHPOPMAIIUH BKJIFOYACT:

— IIpaBOBBIE HOPMBI, METOJIBI M CPE/ICTBA 3aLIUTHI OXpaHsieMOl NH(opMaIyu B
PecniyOnuke benapyce;

—TIpaBOBbIC OCHOBBI BBISBJICHHS W TPEAYNPEKICHUS YTEUKH OXpaHIeMON
nHdopmanuy;

—IIpaBOBOE PEry;JIMpPOBaHKE OPTaHU3AIMHU U IPOBEICHUS aIMUHHCTPATUBHOTO
paccienoBanus 1o (pakTaM HapyLISHUs! MOpPsIIKa 3alliThl HHQOpMAaIKH.

JIOKyMEHTBI, perinaMeHTUpyIolne nH(opMaIrIo B KauecTBe 00bEKTa TpaBa:

—I'paxnanckuit konexc Pecniyonuku benapycs (pasaen V MHTemiekTyansHas
COOCTBEHHOCTH);

—3akoH PecniyOnuku benapych Ne 455-3 «O6 undopmanun, nndopmarusa-
IIUM U 3a1UTe HHGOPMALIUN,

—3akoH Pecniyonuku benapycs Ne 170-3 «O rocyqapcTBEHHBIX CEKpeTaxy.

1.3 Buasl uagopmanuu

B cootBercTBHu ¢ 3akoHOM «O0 MH(bOpManmy, HHGOPMATU3ALUH U 3aLIUTE
nH(GOpPMAIUI» B 3aBUCHMOCTH OT KAaTETOPUH AOCTYIa MHpOpMAUUs AEIUTCI Ha
cremyronye Bubl (crateu 15-17):

— o01IenocTymHas HHPOPMAIHS;

—nH(pOpMaILWs, pacIpOCTpaHEeHHEe U (WIH) IPEIOCTaBIeHHE KOTOPOH OrpaHu-
YeHoO.

K obmenocrymnHoit nHpopMamm oTHOCHTCA HH(OpPMALHs, IOCTYH K KOTO-
PO, pactipocTpaHeHHe U (WIIH) IIPETOCTaBIeHHE KOTOPO HE OrpaHNUYCHBI.

He moryr ObITh OrpaHMYeHbl JOCTYN K MH(OPMALUH, PacnpoCTpaHEHHE U
(wm) mpegocTaBieHre HHPOPMALUH O:

—IIpaBax, cBO0OJaxX, 3aKOHHBIX HHTEPEcax U 00A3aHHOCTAX (PU3UUECKHUX JIHIL,
npaBax, 3aKOHHBIX MHTEpecax M O0S3aHHOCTSX FOPHAWYECKHX JIHI M O TOpSIKe
peanu3aluuy Ipas, CBOOO U 3aKOHHBIX HHTEPECOB, HCIIOIHEHHUS 00S13aHHOCTEH;

— IeITeNbHOCTH FOCYIapCTBEHHBIX OPTaHOB, OOLIECTBEHHBIX 00BbEANHEHHH;

—IPaBOBOM CTaTyce TOCYIapCTBEHHBIX OPraHOB, 3a MCKIIIOUCHHEM HMH(pOpMa-
LMK, JOCTYII K KOTOpPOIl OrpaHHYeH 3aKOHOAATENbHBIMH aKkTaMu PecrmyOnuku
Benapycs;

— COIMATbHO-3KOHOMHUYECKOM pa3BuThH Pecrryonuku benapych n ee aqMuHu-
CTPaTHBHO-TEPPUTOPHANBHBIX EIMHNIL;
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— Ype3BbIYaHHBIX CHUTYALSIX, IKOJIOT HYECKOH, CaHUTApHO-
SMUAEMUONOTMIECKON OOCTaHOBKE, THIPOMETEOPOJIOrHYECKOW U MHON HH(OP-
MaIlUH, OTPaKAIOIICH COCTOSIHAE OOIIECTBCHHOM OE30MaCHOCTH;

— COCTOSIHUH 3[[paBOOXpaHeHus1, feMorpaduu, 00pa3oBaHus, KYIbTypbl, Celb-
CKOTI'0 XO3SIICTBa;

— COCTOSIHUH TIPECTYITHOCTH, a TaKKe O (haKTax HApYIICHHUs 3aKOHHOCTH;

—JIbTOTAaX M KOMIICHCAIIUSIX, MIPEIOCTABISIEMBIX TOCYIAPCTBOM (BH3UUIESCKUM H
FOPUINYCCKUM JTUIIAM;

— pa3Mepax 30JI0TOro 3araca;

— 0000IIEHHBIX TTOKA3ATENSIX [0 BHEIITHEH 3a0JDKEHHOCTH;

— COCTOSIHUH 37I0POBbsSI TOJDKHOCTHBIX JTHII, 3aHUMAIOIINX OMKHOCTHU, BKITIO-
YeHHBIC B MEPEUYCHb BBICIINX MOCYIAPCTBEHHBIX NOMKHOCTEH Pecnybnuku bema-
pYCh;

— HaKaIUIMBAaeMOW B OTKPHITHIX (poHIax OMOIMOTEK M apXWUBOB, HH(POPMAIHU-
OHHBIX CHUCTEMaX roCyJapCTBEHHBIX OpPraHoOB, q)H?;PI‘IeCKHX 1 IOPpUIANYCCKUX JIUII,
CO3JaHHBIX (TIpeIHa3HAYEeHHBIX) Uil MH(POPMAIIOHHOIO OOCTY)XHBaHHS (HU3U-
YECKUX JIHII.

K undopmanuu, pacrnpocrpaHenue 1 (WIK) MPEeJOCTaBICHUE KOTOPOW orpa-
HUYEHO, OTHOCUTCS:

—MHpOpMALHA O YaCTHOH XM3HU (PU3NUECKOro ML M MePCOHANIbHBIC JaH-
HBIE;

— CBEJICHUS], COCTABIIIOIINE TOCYAapPCTBEHHBIE CEKPETHI;

— cayxeOHas HH(OpMAIK OrpaHUYSHHOTO PACIIPOCTPAHEHNUS;

—uH(bOpMAaLs, COCTABJISIONIas KOMMEpUECKyro, npodeccroHaibHy0, OaH-
KOBCKYIO M HHYIO OXPaHAEMYIO 3aKOHOM TaiHY;

—uH(popMaIWs, coaepKamasica B aenax 00 aIMUHUCTPATUBHBIX IIPAaBOHAPY-
LICHUSX, MaTepHajIax M yrojJOBHBIX JeJaX OPraHOB yroJOBHOTO IIPEC/eNOBAaHUS
U cyZa JI0 3aBepLICHHs IPOU3BOJICTBA 10 JEIY;

—uHas uHGOpPMANKs, JOCTYI K KOTOPOI OrpaHWYeH 3aKOHOAATEIbHBIMU aK-
tamu Pecrryonuku bemapyce.

1.4 Mopnean uHpopMaHOHHOH 6€30aCHOCTH

[onsTie nH(OpMaIMOHHOH Oe3omacHoCTH, B3sToe M3 KoHmennn napopma-
nuoHHOU O0e3omacHocTr Pecryonuku benapyck u momapmiee Tyna u3 Konmemmm
HaIMOHaIBHOM O6e3onmacHocTH Pecyomikn bemapychk He packpbeIBaeT coctaB 3TO-
ro nousTus. Mcnonp3ys onpeneneHne TepMuHA «3amuTa nHGOpManum», KOTo-
poOe yKa3aHO BBIIIE, MOJKHO YTBEPKAaTh, YTO MH(POpMAIHs, HaXOAAIIAsCcs B Oe3-
OITACHOM COCTOSIHUH, COXPaHseT CBOMCTBA KOH(HICHIINAIHHOCTH, IIETOCTHOCTH,
TIOAJTMHHOCTH, JIOCTYITHOCTH M coXpaHHOCTH. Habop cBOWCTB, KOTOPBHIMH JOJIKHA
obnagath MHGOPMAIHS, HAXOQmasics B OE30MaCHOM COCTOSIHHM, XapaKTepH3y-
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€TCsI UCTIONB3yeMOH MOJIEThI0 HH()OPMAITIOHHOM 0€301acHOCTH.

OnHolt U3 MepBHIX U HauOoJee HCIONB3YeMOH MOJIENbI0 WHPOPMAIMOHHON
6e3omacHoct sBisieTcst moaeab KIUI, mpennmoxennas B 1975 romy xeppu
3anbiiepoM u Maiikiiom Hlpé€nepom. Dta Mojaenb mpemnofaraer, 4To BCE BO3-
MOXXHBIE HapyIIeHuss ”HPOpMaIMOHHOI 0€30MacHOCTH BCET/Ia MOT'YT OBITh OTHE-
CEeHBI IO MEHBIIIEH Mepe K OIHOW M3 TpeX IpyII: HapyLIeHUs KOH(UAEHIHATb-
HOCTH, [IEIOCTHOCTH HJIM JOCTymHOCTH (pucyHok 1). MudopmarmonHas cucrema
HaXOJIUTCSI B COCTOSIHUM O€301acHOCTH, €CJIM OHa 3allWIIeHa OT HapyIIeHHH
KOH(UICHIIMAILHOCTH, LIEIOCTHOCTH M JOCTYITHOCTH, T/IE:

— KOH(UIEHIMATBHOCTH — COCTOSIHUE MH()OPMAIIMOHHOIN CHCTEMBI, TIPH KO-
TOPOM MH(OPMAIIOHHBIE PECYPCHI JOCTYITHBI TOIBKO TEM MOJIb30BATENSIM, KOTO-
PBIM 3TOT JIOCTYII pa3pelleH;

— HeJOCTHOCTh — COCTOSIHUE MH(OPMAIIOHHOW CHCTEMBI, IPU KOTOPOM HWH-
(dbopMars, KoTopast B Heil XpaHHUTCS M €10 00padaThIBaeTCs, a TaKkKe MPOLEeTyphI
00paboTku MHQOpPMAIMK HE MOTYT OBITh M3MEHEHBI, YJalleHbl WM JIOTOIHEHBI
HEaBTOPHU30BaHHBIM 00pa3oM;

—IOCTYMHOCTH — COCTOSIHME WH()OPMAIMOHHOH CHUCTEMBI, NPH KOTOPOM
YCIYTH, KOTOpHIE €0 OKa3bIBAIOTCSA, MOTYT TapaHTUPOBAHHO M C MPHEMIIEMOIl
3aJIepIKKO OBITH MPEOCTABIICHBI MOJIh30BATEISIM, UMEIOIIMM Ha JTO MPABO.

N
$ <
g %
§ s % ¢
& 2
& )
§ %,
$ %
$ Tekcana (%
TTapkepa
KonunenuuanbHocth KonduaennuansHocTh
HemomycTHMOCTb packpeITHS 1
YTEUKH JaHHBIX
AyTEeHTHIHOCTH
Pucynok 1 — Tpuama KIIJ] Pucynok 2 — I'excazna [Tapkepa

OpnHoit n3 Hanbonee MOMySIPHBIX anbTepHaTuB Tpuange KL/ sBnsercs rek-
caga Ilapkepa, B KoTOpOii ompeeneHo IMecTh 0a30BBIX BUIOB HAPYIICHUH, B
COCTaB KOTOPBIX, MTOMHUMO HapylIeHHH KOH()UACHIMAILHOCTH, JOCTYIHOCTH U
LIETIOCTHOCTH, BXOJAT €Ille TPH BUJIa HAPYLICHUH (PUCYHOK 2):

— aYyTEHTHYHOCTb — 3TO COCTOSTHME WH(OPMAIMOHHON CHCTEMBI, TIPH KOTO-
POM II0IB30BATENh HE MOXKET BBIIATh ce0sl 3a IPYroro, a JOKyMEHT BCET/1a IMEET
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JIOCTOBEPHYIO HH()OPMAITUIO O €r0 UCTOYHUKE (aBTOpE);

— BJIaJIleHHe — 3TO COCTOSTHHE MH(GOPMAIIMOHHON CHCTEMBI, IPU KOTOpOM (u-
3MYECKUI KOHTPOIb HaJl YCTPOHCTBOM WIIH JPYrOi Cpeloil XpaHeHus HHpOopMa-
IIMH IPEITOCTABISCTCS TONBKO TEM, KTO HMEET Ha 3TO MPAaBo;

—OJIE3HOCTh — ATO TAKOE COCTOSHHE WH(GOPMAIIMOHHOW CHUCTEMBI, TIPH KO-
TOpPOM 00eCIIeUnBaeTCs YA00CTBO MPAKTHYESCKOTO HCIOIb30BAHUS KaK COOCTBEH-
HO MH(OPMALIUH, TaK U CBSI3aHHBIX C e 00pabOTKON M MOAIEPIKKOH IPOLEnyp.

Eme ogna mozens wHMOpMAIMOHHON Oe3omacHocTH — Moxesb STRIDE —
ansrepHaTuBa Tpuange K/L u rexcane [Tapkepa. OHa HCIONb3yeTCsl KOMIIaHUEH
Microsoft mns paspaboTku Ge3omacHOro MporpaMMHOro obecmeueHus. B coot-
BETCTBUH C TOW MOJEBI0 MHPOPMAIIOHHAS CHCTEMa HaXOJUTCsS B Ge30macHo-
CTH, €CJIM OHa 3alUIIeHa OT CIEMYIOIINX BHUAOB HAPYIICHUH MH(POPMAIMOHHOM
0€30I1aCHOCTH:

—Spuffing — moaMeHa MaHHBIX — ATO TaKOe HAPYIIICHHE, IPH KOTOPOM IOJTb-
30BaTCJ/Ib I/IH(bOpM&LII/IOHHOﬁ CUCTEMBI MYTEM IMOAMEHBI JaHHBIX YCIICIITHO BBIAACT
ce0s 3a Ipyroro, Moiy4yasi TAKMM 00pa3oM BO3MOXKHOCTh HAaHECEHUsI Bpe/a;

— Tampering — u3smeHeHue JaHHBIX (HAPYIIEHHE [[ETTOCTHOCTH);

—Repudiation — oTka3 B OTBETCTBEHHOCTH — 3aKJIKOYAETCS B TOM, YTO IOJIB30-
BaTeJb OTKA3bIBAECTCS OT COBEPLICHHBIX UM paHee JEHCTBUH;

—Information Disclosure — pasrnamienne cBenenuit (HapyieHie KOHPHICH-
[IHAJIBHOCTH);

— Denial of Service — otka3 B obcnykuBanuu (HapyIICHHE TOCTYITHOCTH);

—Elevation of Privilege — 3axBaT mpuBmiIerdii — 3aKiarO4YaeTCss B TOM, YTO
MONB30BaTENlb WM JAPYroil  CyObeKT  HMHQOPMAIMOHHOW  CHUCTEMbI
HECaHKI[MOHUPOBAHHBIM 00Pa30M IOBBIIIAET CBOU MMOJHOMOYHS B CHCTEME.

KOHTPOJ]LHLIC BOITPOCHI

1 B xakux odurmansHeix 1oKyMeHTax Pecnyonuku benapych mpeacraBietsl 6a30Bbie
TEPMHUHBI U MX OnpezaeneHus B cdhepe 3amursl vHGopmarun?

2 Jlaitte moHsITHE 3AIIUTH HH)OPMALHH.

3 Jlaiite noHsTHE 3aIUThl HHPOPMALIMH OT HECAHKIIMOHUPOBAHHOT'O IOCTYIA.

4 Yto Takoe cucTeMa 3aIluThl HHpOpManu?

5 Yto moHumaercs moj 6e30MacHOCTh0 HHpOpManH?

6 UTo Takoe CpenCcTBO 3amMTh HHPOpMALTHH?

7 Haiite mouHsitne UHGOPMAIIMOHHON CUCTEMBI.

8 Maiite moHsiTHe KubepaTakw.

9 Yo Takoe nHpOPMAIMOHHOE IPOCTPAHCTBO?

10 KakoBbI OCHOBHBIE 0COOCHHOCTH HH(POPMAIINH, KaK 00BEKTa 3aIUTHI?

11 Ha xakue BUIbI B 3aBUCHMOCTH OT KaTeropuM JOCTyHa JENuTCs MH(OopManus B
COOTBETCTBUH C 3aKOHOM «O0 nHbOpMaIyy, THGOPMaTH3ALMH U 3alIUTE HHOPMALIUH»?

12 Yt0 Takoe KOHPHUICHIMATBHOCTD, [IEJIOCTHOCTh U JOCTYIMHOCTh HH(OopMaImn?

13 Kaxkwue TpeboBanus o 6e3omacHoctu coctasisitot ['excaay [Tapkepa?



2 OCHOBBI CETEBBIX TEXHOJIOT U

2.1 DBoaronusn cerei

KomnbloTepHbIe ceTH SIBISIOTCS JOTHYECKHM Pe3yIbTaTOM SBOJIOLUH JIBYX
BaXHEHIIIMX HAYYHO-TEXHUYECKHX OTPACIEl — KOMITBIOTEPHBIX U TEIIEKOMMYHH-
KaIl[IOHHBIX TEXHOJIOT M.

B Hacrosiiee BpeMsi OOJBIIMHCTBO CETEBBIX YCTPOMCTB (OKOHEYHOE 000py-
noeanue manHbix — Data Terminal Equipment, DTE) kak Ha >kele3HOAOPOX-
HOM TpaHCIOpPTE, TaK U BO MHOTHX APYIHX OTPAcisiX MPEICTaBISIIOT cO00i co-
BpEMEHHBIE KOMIBIOTEPHI, KOTOPHIE COTJIACOBAHHO pelIaloT HabOp B3aMMOCBS-
3aHHBIX 3aj]1a4, OOMEHUBAsCh JAHHBIMH B aBTOMAaTHUECKOM pexume. Takol 00-
MEH JIaHHBIMH MOXKET OCYLIECTBIISITHCS Ha 3HAYHUTEIBHBIX PACCTOSIHUSX, YTO Xa-
PaKTEpHO JUIsl )KEIEe3HOJOPOKHOI0 TPAHCIIOPTa B paMKaX aBTOMATH3aluK YIIpaB-
nenust. [Ipyu 3TOM IPUMEHSIFOTCS TEXHOJIOTMU M CPEICTBA TENEKOMMYHHKAI[HOH-
HBIX ceTedl. B manHOM mocobum st o0o3HaueHns DTE xoMmmbproTepHBIX ceTeit
OyIlyT UCIIOIB30BATHCS MTOHSATHS CETEBOE YCTPOMCTBO U KOMITBIOTE.

ITepBbie koMmmbIOTEPEl 1950-X TOmOB — 3TO OONbIINE, TPOMO3JIKUE (MOIIU
MOJIHOCThIO 3aHMMAaTh IMIOMEIEHUE WIN Aa)Xe 3JaHHe) U JOpOrue yCTpOMHCTBa.
OHu He ObUIM NIpeqHA3HAYEHB! U1 MHTEPAKTHBHOH pabOTHI MONIb3OBATeNs, a
NPUMEHSINCh B PEXHUME MaKeTHOH 0OpaboTKH, T. €. CTPOMJIMCh HA 0aze MaiH-
¢peliMa — MOIIHOTO M HAJEXKHOTO KOMIIBIOTEpA YHUBEPCAJIbHOTO HA3HAYCHHS.
INonp3oBaTeny NOATOTABIUBAIH NEPPOKAPTHI, COACPIKAILNE JaHHBIE 1 KOMaHIbI
IIporpamM, U NepeaBaji X B BBIYUCIUTEIbHBINA IIEHTP.

ITo mepe yaemieBnenus npoueccopos B Hadane 60-X rofoB NOSBUINCH HOBBIE
CIIOCOObI OpraHU3alUH BEIYUCIUTEIBHOTO MPOLecca, KOTOPBIE TO3BOIMIN YIECTh
HHTEpechl Ionb30BaTeliel. B 310 Bpems Havanu pa3BUBaTbHCS HMHTCPaKTHBHBIE
CHCTEMBI, B KOTOPBIX KaXKIbIi MOJIB30BATENb ITOMyJIa] COOCTBEHHOE YCTPOMCTBO
(TepMuHaN), C TOMOIIBIO KOTOPOTO OH MOT BECTH AHAJIOT ¢ KoMIbioTepom. Ko-
JIMYECTBO OTHOBPEMEHHO PabOTAIOIINX ¢ KOMIIBIOTEPOM IOJIb30BATEINEH omperie-
JISUTOCh €r0 MOIIHOCTHIO. B3auMoseiicTBre moibp3oBaTesel ¢ MaiHppeiiMoM pas-
JETBUIOCH 110 BpeMeHH. Takne CHCTEMBI CTaln MPooOpa3oM JIOKATBHBIX BBIYUCITH-
TENBHBIX ceTeil. XOTS NCTOPUYECKH MEPBBIMHU MOSBIIINCH INTO0ATBHBIE CETH. DTO
CBSI3aHO C TEM, YTO BBICOKasl CTOMMOCTH KOMITBIOTEPOB HE TIO3BOJISIA UMETh MX
HACTOIBKO MHOTO, 4TOOBI OblIa HEOOXOAMMOCTH OPTaHW3OBHIBATH JIOKAJIBHYIO
cetb. Ho 3T0 HE OTMEHSIIO HEOOXOIUMOCTH CBSI3BIBATH MEXTy COO0M MaiHppeii-
MBI, PACIOJIOKECHHBIE HAa 3HAYUTENFHOM PACCTOSHUM JIPYT OT JIpyra, 4To W IO-
CIY)KIJIO HadaloM opranmsaiuu riodanbubix cereit (Wide Area Network,
WAN) — cereii, 00beAUHSIONNX TEPPUTOPHAIBHO PACCPENOTOUCHHBIC KOMITBIO-
TEpBI, HAXOASAIINXCS B Pa3IMYHBIX TOPOIAX U CTPAHAX.

DBONIONUS HAYAJIOCh C PEUICHUS 33/1a4X JOCTYNA K KOMITBIOTEPY C TepMHHA-
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JIOB, YJIAJICHHBIX OT HEro Ha MHOTHE COTHH WM THICSYM KHJIOMeTpoB. TepmuHa-
JIBI COEJMHSUINCH C KOMITBIOTEPAMHU TIPH MOMOIIM MOJIEMOB 4epe3 CYIIECTBYIO-
IIYI0O U MMEIOIIYI0 JOCTaTOYHOE paclpocTpaHeHue TenedoHHylo cerb. Ciemyro-
MM 3TaroM TOSIBHINCh CHCTEMBI, B KOTOPBIX OBUIM PEaM30BaHBI Y/AaJICHHbIE
CBSI3U MEXIy KOMIIbIoTepaMu. Ha ocHOBe MexaHW3Ma CBSI3M MEXITy KOMIIBIOTe-
pamMu 1o Telne(OHHBIM CEeTsM OBUTH PEaTM30BaHBI CIYKObI OOMeHa (Qaiimamu,
CHUHXPOHH3AIWH 0a3 TaHHBIX, YJIEKTPOHHOHN ITOYTHI U IPYTUE CETEBBIE CIYXKOBI.

Jlo 3TOrO B TEYEHHE MHOTHX JIET IJI00aJIbHBIE CETH CTPOMINCH HAa OCHOBE Te-
neOHHBIX KaHAJIOB TOHAJILHOM 4acTOThl. Takue KaHalbl 00J1aJat0T HU3KOH CKO-
POCTBIO TepeAayu ITUCKPETHOW MH(POPMAIMU W BHOCSAT 3HAYHUTEIbHBIE HCKaXKe-
HUS B IiepeaBaeMble CHrHaibl. [103TOMY MpPOTOKONBI IIIOOANbHBIX CEeTeH, Mo-
CTPOEHHBIX C HCIIOJIb30BAaHHEM KAaHAJIOB CBSI3M HHU3KOTO KayecTBa, OTIMYAIIUChH
CJIOXHBIMHU TPOLEYPAMHU KOHTPOJISI © BOCCTAHOBJICHUSI JAHHBIX.

['mobanbHble KOMIBIOTEPHBIE CETH OYEHb MHOIOE YHACIEIOBalld OT Oolee
CTaphIxX MIOOANBHBIX TeNe()OHHBIX CETeH, paboTa KOTOPBIX OblIa OPraHHM30BaHA
II0 IPUHIUITY KOMMYTalli KaHaJIOB. O}IHaKO IEPBLIC FJ'[O6aJ'[I)HI)IC KOMIIBIOTEP-
HbI€ CETH OTKA3aJIMCh OT 3TOro npuHuuna. [Iynbcupyromuii 1 B 3HaUUTEIbHOU
CTENIEHH HE YyBCTBHUTENBHBIN K 3aJiep)KKaM KOMIBIOTEPHBIN TpaduK ropasno
s pekTuBHEeE NepenaeTcsl CeTsiMH, padOTAIOIMMHU IO MPUHIUIY KOMMYTAIUU
[IAKETOB, KOTrJa JaHHbIE Pa3/eIsAIOTCS Ha HeOOMbIIME TOPLUH — MAKEThl, KOTOpbIE
CaMOCTOATENBHO MEPeMEIaloTCs 0 CeTH OyaroAaps HaJIM4HIO afpeca KOHEUHO-
IO y371a B 3arOJIOBKE [aKeTa.

B 1969 rony munucrepctBo o6oponsl CIIIA MHHIIMUPOBAIO PabOTHI 10 00b-
€IUHEHHI0O B €IMHYI0 CceTb MalH(peHMOB OOOpOHHBIX H  HAY4YHO-
HCCIIEIOBATENICKUX IEHTPOB. DTa ceTh, nomyduBinas HasBanume ARPANET,
cTaja OTHPaBHOM TOYKOM JJIsl CO3AAHMA IEPBOMl U CaMOM M3BECTHOM HBIHE IJIO-
OasnbHOM cetn — UHTepHeT.

Cerb ARPANET 00benuHsiia KOMIBIOTEPHI Pa3HBIX THUIIOB, pA0OTaBIINX 10T
yHOpaBJICHHEM pas3TUuYHBIX oneparuoHHbX cucteM (OC) ¢ IONONHHUTENFHBIMU
MOZAYJISAMH, PEATU3YIONIMMH O0IIUe IS BCeX KOMMYHHKAIIMOHHBIE TPOTOKOJIBL.
OC 5THX KOMIBIOTEPOB MOKHO CUUTAaTh MEPBBIMH CETEBBIMH OIlEpalliOHHBIMH
cucremamu. CereBbie OC MO3BOIMIN HE TONBKO PACCPEIOTOUUTH TTOIB30BATEIEH
MEXITy HECKOJIBKMMH KOMITbIOTEpaMHu (KaKk B MHOTOTEPMHHAIBHBIX CHCTEMaXx),
HO M OpTaHHU30BaTh PacIpeielIeHHOe XpaHeHHe 1 00pabOTKy TaHHBIX.

B nauane 70-x romoB B pe3yiabTaTe TEXHOJIOTMYECKOI'O MPOpHIBA B 00JACTH
MPOU3BOJICTBA KOMITBIOTEPHBIX KOMIIOHEHTOB ITOSBUIINCH GOJIbIINE HHTETrPaJib-
Heie cxembl (BUC). VX HeBBICOKAs CTOMMOCTH W XOPOIIHe (YHKIMOHATBHBIE
BO3MO)KHOCTH IIPHUBENN K CO3AaHUIO MHHHKOMIIBIOTEPOB, KOTOPBIE CTAIH KOHKY-
peHTaMH MaiH(peiMoB. B Takux ycrmoBHSAX OpTraHM3alUM TOTYYWIN BO3MOXK-
HOCTh MUMETh COOCTBEHHBIE KOMITBIOTEPHI, TEPPUTOPHAIIBHO pacIpeAeIeHHbIE 110
TIPEANIPUSTAIO U pEIIAloIIne OTAeNbHbIE 3aJadd. Bo3HHMKIAa HE0OXOOMMOCTh B
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ABTOMAaTUYECKOM pPeXHMe OOMEHUBATHCS KOMITBIOTEPHBIMU JAHHBIMU MEXKITY
TTOJTH30BATENISIMA PA3IMYHBIX MMOJApa3elcHu. JTa MOTPeOHOCTh MpHUBENa K TO-
SIBJICHUIO MEPBBIX JIOKAIBHBIX BIYUCIUTEIBHBIX CETEH.

Jlokanbhbie cetn (Local Area Network, LAN) — 310 00beIMHEHHS KOMITh-
FOTEPOB, COCPEJOTOYCHHBIX Ha HEOONBIION TeppuTopru. OOBIYHO JIOKAJIBHAS
CeTh MPUHAICKUT OJHON OpraHU3aInu.

MOIIHBIM CTUMYJIOM JJISL MX TTOSIBJICHUS TTOCTYKHJIH TTePCOHATBHBIC KOMITBFO-
Tepbl. DTH MAaCCOBBIC MPOAYKTHI CTAM UICATBHBIMH 3JIEMEHTAMHU TIOCTPOCHUS
ceTell — ¢ OTHOM CTOPOHBI, OHM OBUIHM JOCTATOYHO MOIIHBIMH, YTOOBI 0OeCIeyn-
BaTh pabOTy CETEBOr'0 MPOTrPaAMMHOTO O0CCIICUCHHUS, a C APYrod — HYKIAIHUCh B
00BbETUHEHUN CBOSH BBIUMUCIUTEIBHON MOIIIHOCTHU ISl PEIICHHS CIIOKHBIX 3aJ1ad,
a TaKKe paszeiCHUs JOPOrHX MepU(epUiHBIX yCTporcTB. [lepcoHaIbHBIE KOM-
MBIOTEPBI CTANIU MPEOOIAaTh B JTOKAJIBHBIX CETSIX, IIPUYEM HE TOJIBKO B KA4eCTBE
KJIMEHTCKUX KOMITBIOTEPOB, HO M B KAUECTBE CETEBBIX CEPBEPOB.

[TepBoHaYaIbHO AJISI COEAMHEHUS] KOMITBIOTEPOB JPYT C JPYrOM HCIIOIb30Ba-
JIUCh HECTAHAAPTHBIC ceTeBble TeXHONOTHH. CeTeBasi TEXHOJOTHS — 3TO COrJa-
COBaHHBI HA0Op MPOrpaMMHBIX W aNMlapaTHBIX CPEICTB, a TAKKE MEXaHW3MOB
l'[epella‘-ll/l JAaHHBIX ITIO JIMHUAM CBSA3H, ﬂOCTaTO'—IHBIﬁ JJIs1 HOCTpOCHI/ISI BBIYHCIIN-
tenbHOM cetu. K cepenune 80-X TOOB yTBEPAMINCH CTAaHAAPTHBIC CETEBBIC TEX-
HOJIOTHH OOBEIMHEHHST KOMIBIOTEpOB B ceth — Ethernet, Arcnet, Token Ring,
Token Bus, FDDI u T. 1.

Bce cranmapTHble TEXHOJOIMH JIOKAIBHBIX CETeH ONMUPAINCh Ha TOT Ke
MPUHLIMI KOMMYTAIMK, KOTOPBIH ObUI C yCIIEXOM OINMpPOOOBaH M J0Ka3all CBOM
MPEUMYIIECTBA MpH Tepeaade Tpaduka JaHHBIX B TJI00ANBHBIX KOMITBIOTEPHBIX
CeTsX, — MPUHIIUI KOMMYyTalluK MaKeTOB.

B konme XX Beka BBISIBIJICS SIBHBIHN THAEP CPEAN TEXHOIOTHA JTOKAJIbHBIX Ce-
Teit — 310 ceMeiicTBO TexHomoruit Ethernet, 8 koropoe Bormm:

— Ethernet co ckopoctsio mepemaan 10 M6urt/c;

— Fast Ethernet co ckopoctsio 100 M6uT/c;

— Gigabit Ethernet co ckopoctsio 1000 M6wur/c.

B konie 80-x Tof0B OTIMYUS MEXKY JIOKAIBHBIMH U TJI00aJbHBIMU CETSIMU
MPOSIBJSUTIUCh BEChbMa OTYETIMBO (MPOTSHKEHHOCTh M Ka4deCTBO JIMHHI CBS3H,
CIIOXKHOCTh METOJIOB MEpPElau JAaHHBIX, CKOPOCTh OOMEHA JIaHHBIMHU, pa3HOOOpa-
31e ycayr). 3aTeM MOCTENECHHO PA3IUYUUs MEKAY HUMU CTaJIN CTIIAKHUBATHCSL.

W3onupoBaHHbIE paHee JIOKAIbHBIE CETH HaYall O0BEIUHSATE APYT C IPYroMm,
[IPY 3TOM B Ka4€CTBE CBS3YIOIIEH CPeibl HCIONIb30BAKCH ri100abHbIe ceTu. WH-
TErpaiust JTOKAIbHBIX U TJI00AJbHBIX CETEeH MpUBeNa K 3HAYUTENLHOMY B3aUMO-
MIPOHUKHOBEHHUIO COOTBETCTBYIOIINX TEXHOIOTHIA.

COmmKeHne B METOJax Tepefadyr JaHHBIX JIOKAJIbHBIX M TI00AbHBIX CeTeit
MIPOM3OIILIO 32 CYET UCIIONB30BAHUS OJHON W TOW K€ HOBOH Cpelbl mepemaayu
JaHHBIX (ONTHYECKOTO BOJIIOKHA) W MPHHITAITOB ITH(POBOro KoaupoBaHus. Bomo-
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KOHHO-ONTHYECKHE KaOeNn CTalld HCHOJIB30BAThCS MPAKTUIECKH BO BCEX TEXHO-
JIOTUSIX JIOKAIBHBIX CeTel JIsi BBICOKOCKOPOCTHOTO OOMeHa HWH(popMarnueil Ha
paccrosiHusX cBbime 100 METpoB, Ha HUX K€ CTAJIH CTPOUTHCSI MAarkCTpaU Tep-
BUYHBIX ceTell CHHXpOHHOW mugposoii mepapxuu (Synchronous Digital Hier-
archy, SDH), ymiorHeHHOro BOJIHOBOro MyJbrHILIeKcupoBanus (Dense
Wave Division Multiplexing, DWDM), a B mocneacTBUM ¥ ONTHYECKHX
TpancnoptHbIx cereii (Optical Transport Network, OTN), npegoctaBisiomux
CBOM IIM(POBBIE KaHAIIBI JJIs1 00BETUHEHHST 000PYIOBaHUS TJI00AIBHBIX KOMITBIO-
TEPHBIX CeTel.

E1me onHrM npu3HakoM COMMKEHUS JIOKAJIBHBIX U TJI00aIbHBIX CeTel ABISIET-
Csl TOSIBJICHUE CETeH, 3aHUMAIOIINX MPOMEXYTOUHOE TTOJIOKEHUE MEXKITY JTOKAIb-
HBIMH M TJIOOANbHBIMU ceTsiMH. ['OpoAcKMe ceTH, WIM CETH MerarnolivcoB
(Metropolitan Area Network, MAN), npeaHasHaveHsl 1151 00CTY)KUBAHHS Tep-
PHUTOPHH KPYITHOT'O rOPO/a.

Bricokoe kauecTBO IU(POBBIX KAHAJIOB (32 CUET MCIOIb30BAaHHs ONTHYECKHUX
BOJIOKOH) W3MEHWJIO TpeOOBaHUs K MPOTOKOJIAM TII00AJbHBIX KOMITBIOTEPHBIX
cereil. Ha mepBblii m1aH BMECTO MPOLEAYpP OOECIIEUEHUs HAJEKHOCTU BBIIUIU
npolenypbl o0ecrieueHns rapaHTUPOBAHHOW CpeJHEeH CKOPOCTH JTOCTABKH WH-
(dbopManuy MOIB30BATENSIM, @ TAKKE MEXaHM3MBI IIPUOPUTETHON 0OpabOTKH ma-
KETOB 0OCOOCHHO UYBCTBUTEIHHOTO K 3a/iepikkaM Tpaduka (romocoBoi Tpaduk).

Bonbioil BKiag B cONMMKEHUE JIOKAJIbHBIX M I'TI00AJIBHBIX CETEH BHECIO I10-
MUHHpPOBaHHUE MPOTOKona IP, KoTophlii MOXeT paboTaTh MOBEPX JIIOOBIX TEXHO-
JIOTHH JIOKAJIBHBIX M TJI00aNbHBIX ceTel, OObeIUHsS pa3IudHble TOJCETH B eIu-
HYIO COCTaBHYIO CETb.

Crano HabmogaThesl CONMKEHNE BUIOB YCIYT, IPEAOCTABISEMBIX KIHEHTaM,
a TaKXKe TEeXHOJOTMYecKoe COIMKEHHe ceTel, KOTOpOe MPOUCXOAUT Ha OCHOBE
i poBoii epeaaun HHGOpMAIMK Pa3IMYHOrO THIIA, METOAa KOMMYTAllUH HaKe-
TOB ¥ IPOrPAMMHUPOBAHUS YCIIYT.

[popeiBoM B Tporecce KOHBEPIeHIMH CeTeil SIBIIOCH MOSBICHHE CMapTQo-
HOB — YCTPOMCTB, KOTOpbIe 00bEANHIIH B ceOe (DYHKIMH MOOUITBHBIX Tene()OHOB
U MEPCOHANBHBIX KOMITBIOTEPOB. /ISl MOANEPKKH TaKUX HOBBIX (YHKIMH Tene-
¢ona mMoOmIbHas TeieOHHAs CeTh CTaja MYJIBTHCEPBHUCHOH CEThIO, T. €. OHa
Hayajla IpeJOoCTaBILATh MONHBI HA0Op Kak Tele(OHHBIX, TaK U KOMIBIOTEPU30-
BaHHBIX WH(POPMAIMOHHBIX YCIYyT (IPOCMOTP BEO-CTPAHHUI] B TAKOH Ke yIOOHOH
(dopme, KaKk 1 Ha dKpaHe KOMIBIOTEPA, YCIYTH 3JIEKTPOHHOW MOYTHI H BUICOKOH-
(hepeHIHiA, MPOCMOTP (PUIBMOB, IyOIUKANSI WHPOPMAIUN B COIMATBHBIX CETSIX
U T. IL).

IosBHICA HOBBIM TEPMHUH — HH(POKOMMYHHKAIIMOHHAS C€Th, KOTOPBINA Mpsi-
MO TOBOPHUT O JBYX COCTaBJISIFOIIMX COBPEMEHHOW CEeTH — HMH(OPMAIHMOHHOH
(KOMITBIOTEPHO#T) ¥ TEICKOMMYHHUKAIIMOHHOM. Takast CeTb He MOXKET ObITh CO3/1a-
Ha B Pe3yibTaTe «I00empD KaKoH-HUOYIb OJHON TEXHOMOTHH WM OJHOTO IOA-
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xoma. Ee MOXeT mopoauTh TONBKO MPOIECC KOHBEPreHIIMH, KOTAa OT KaXKIow
TEXHOJIOTUH OepeTcs Bce caMmoe Jydllee.

XPOHOIOTHSI BaXKHEHIITHX COOBITHIT HA IIYTH CTAHOBJIEHHUS COBPEMEHHBIX TJIO-
OaJIbHBIX U JIOKAJIBHBIX KOMITBIOTEPHBIX CeTel MpuBeneHa B Tadume 1.

Tabruya 1 — Xpononoeust easicretiuiux coobimuil Ha NYymu CMaHOGIeHUSL COBPEMEHHBIX
27100aNbHBIX U IOKAILHBIX KOMNLIOMEPHIX cemel

Oran Tlepuon BpemeHn
TTepBbie r100aIbHBIC CBA3HM KOMITBIOTEPOB, MEPBbIC SKCIIEPUMEH- Korerr 60-x
ThI C TIAKETHBIMH CETSIMH H
Hauaso niepenay no TenedoHHbIM CETSAM royioca B U poBoi
pelt b wp Konen 60-x

dhopme

ITosiBiteHrEe OONBIITNX HHTErpaJIbHBIX CXEM, IIEPBBIC MUHU-
KOMITBIOTEPBHI, IIEPBBIC HECTAHAAPTHBIC JIOKAJIbHBIC CETHU

Hauaso 70-x

Cranpapruzanus TexHonoruu X.25 i IoCTpOeHHs CeTH «yaa-

o o 1974
JICHHBIC TEPMHUHAIbI-MaiHppeiim»
INosiBIEHNE MepcoHaNBHBIX KOMIIBIOTEPOB, co3fanue MHTepHeTa
B COBPEMEHHOM BH/IE, YCTAHOBKA HA BCEX y37aX CTeKa IPOTOKO- Hauano 80-x

joB TCP/IP

[TosiBienue CTaHJApTHBIX TEXHOJIOTUH JIOKAJIbHBIX CETEH

(Ethernet — 1980 r., Token Ring, FDDI — 1985 1.) Cepemna 80-x

Hauano kommepueckoro ucrnonb3oBanus MHrepuera Konern 80-x
IosiBnenne nepsuuHbIx cereit SDH co ckopoctbio nepenayun 1o

P P penatu A Konen 80-x
155 Mbut/c
W3o6peterne Web-Texnonorun 1991

omuHupoBanue Ethernet B mokasbHBIX ceTsX, CTaHAAPTH3ALMS

Homurup ’ JapTasan Konern 90-x
Gigabit Ethernet
TosiBieHNE TEXHOIOTUH IVIOTHOIO MYJIbTHUILICKCUPOBAHUS BOJIH
(DWDM) ¢ Bo3moskHOCTBIO TIepeaaun 40/80 BOJIH B OHOM BO- Koner 90-x
JIOKHE
IMosiBneHne nepBbIX CMapTHOHOB € OrPaHUYECHHBIMU HHTEPHET-

P P P P Koner 90-x
GyHKIUSIMA
WutepHeT ctaHOBUTCS MyAbTUMeIUHHBIM (TosiBisieTcs IP-TV u Konen 90-x — Haua-
IP-Trenedonmust) 10 2000-x

[oBsltieHue ckopocTy nepenaydu ganusix go 10 I'our/c (10G

Ethernet u 10G SDH/OTN) Hawarno 2000-x

CMmapTQOHBI CTAHOBATCS MOIHO( YHKIIOHAIBHBIMH MHTEPHET-

yCTpOHCTBaMK Cepenuna 2000-x

ToBeimienne ckopoctu mepeaayn 10 100 I'our/c (100G Ethernet

u 100G OTN) Hauvaio 2010-x
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2.2 uTepHeT KaKk OCHOBHO¥ ()aKTOp pa3BUTHS CeTeBbIX TEXHOIOTHii

B nHacrosimee Bpemsi cethb VMHTEpHET SIBISIeTCSl BEPIIMHOW ABOJIIOIMU TENe-
KOMMYHHUKAIIMOHHBIX CETeH, caMoi ObICTpOpacTylleil TEXHUYECKOH CHCTEMOU B
WCTOPHH YeNIOBEYeCTBa. VIHTEpHET pacTeT M KaueCTBEHHO Pa3BUBAETCS MOCTOSH-
HO, HaunHAas ¢ 80-X rofoB, 1 B COOTBETCTBUH C IIPOrHO3aMH CIIEIUATMCTOB 3TOT
nporiecc OyaeT IpoaoKAThCS.

KonmuectBenno VHTepHET OleHUBaETCS KOIMUECTBOM MOKIIOYEHHBIX K W H-
TEPHETY CETEeBBIX YCTPOMCTB, KOJMYECTBOM I10JIb30BaTENIEH, 00bEMOM TepenaBa-
eMoro Tpaduka 3a onpeeeHHbIH HHTEPBall BPEMEHH.

Ha pucynke 3 mpencraBieHa TUHAMHKa pOCTa KOJMYECTBAa IOJb30BaTeen
ceti VIHTepHeT B MHpe M Ul CPaBHEHHUs C HEH — JWHAMHUKa pocTa HacelleHUs
3emiu.

Ha pucynke 4 mpencraBieHa JUHAMHUKA pOCTa KOJIMYECTBA CETEBBIX
YCTPOWCTB, BBITOMHSIONMX (YHKIMU cepBepoB (0e3 ydyera IMONb30BATENBCKUX
ycrpoiictB). C yueToM MHONb30BaTENBCKUX YCTPOMCTB (HACTOIBHBIX KOMIIBIOTE-
POB, HOYTOYKOB, IUTAHIIETOB M MOOWIBHBIX Tele(oHOB) 0OlIee KOTHMYECTBO Ce-
TEBBIX YCTPOWCTB, MOJAKIIOUEHHBIX K MHTepHeTy, coctaBmio B 2018 roxy okomno
23 MWUIHAP/IOB.

Ha pucynke 5 mpezacraBiena AuHaMHKa pocta oObeMa Tpaduka, nepeaaBae-
MOT'O 110 MarucTpassiM ceTu MIHTepHeT 3a Mecsll.

2011, ok. 2024,
8 mnpat- 7 mnpg. 8 Mnpa.

1999,
7 mnpa+- 6 MnpAa.

6 mnpa-- Hacenenue 3emnu

5 mnpa-

4 mnpa-

Konuuecrtso yenosek

3 mnpa-

2Mnpa- KonuuecTso

nonb3oBsarenei
cetu NHTepHer
2000

Il Il Il Il Il Il Il Il
1820 1840 1860 1880 1900 1920 1940 1960
Fon

1980 2000 2020 2040

Pucynok 3 — JluHamuKa pocTa KOIHU4YeCTBa Monb30BaTenei cetu VIHTepHeT B Mupe

I/IHTGPHGT HE «poc» OBI Tak 6LICTpO, eciy Obl OH HE M3MEHSJICS KaueCTBEHHO
1 OCTaBaJICA BCC 3TO BPEMS TOJBKO CPEACTBOM IEpeaain q)aﬁHOB 1 oOMEeHa TeK-
CTOBBIMH COO6HICHI/I$IMI/I 3J'IeKTp0HHOI7[ II0YThI, KaK 3TO Ob110 B 80-X rogax
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O6beM Tpadmka 3a Mecau, Ob

KosmuecTBo cepBepoB, MIIpA.

1001

80

60

40

20

124

081

0,61

04+

021

2018,
ok. 1 mupa.

2000,

1980 1991 ok. 100 mutH.

ox. 1000 oK. 1 MJH.

l l l l l l l

l

Y

1
1075 1980 1985 1990 1995 2000 2005 2010 2015
Tox

Pucynok 4 — JluHaMHKa pocTa pocTa CeTEBbIX YCTPOHCTB,
BBITIOJHAIOMNX (DYHKIMH CEPBEPOB

2018,
129 9B

2013,
50 36

2008,
103B6
1990, 1996, 2000,
1Tb 2MNb 84T1b

1 1 1 1 1 1

2020

1 KB (1 kuno6aiit) = 1000 Baiit
1 MB (1 mera6aiit) = 1000 Kb
1B (1 rurabairr) = 1000 MB

1 TB (1 Tepabaiit) = 1000 '

1 MB (1 netabaiit) = 1000 T

1 3B (1 3k3a6aiiT) = 1000 NB

>

2000 2005 2010 2015 2020 2025 2030
lop,

I
1985 1990 1995

Pucynok 5 — JIlunamuka pocra oobema Tpaduka,
HepeaBaeMoro Mo MarectpaisiM cetit MHTepHeT 3a Mecsii
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HoBble cepBHCHI M HOBBIC THIIBI CETEBBIX YCTPOWCTB MPOAOIKAIOT Aenath MH-
TEpHET MPUBJIICKATEIBHBIM JUISl BCe OONBIIErO YMCIa MACCOBBIX MOJNB30BaTENCH.
B Hacrosimee Bpemsi Bce Oonblliee PaclpoCTpaHEHHE MONYYalOT HE TOJBKO
TUIAHIICTHl U CMAPT(HOHBI, HO U BCTPOCHHBIC KOMIBIOTEPHI, KOTOPbIE pabOTAIOT
BHYTPH MPHUBBIYHBIX CUCTEM M YCTPOHCTB. Takue KOMIBIOTEPHI CAMU HHHUIUUPY-
0T OOMEH JaHHBIMH MEXIy COOOW WM CO CBOMMH YNAJICHHBIMH LIEHTpaMU
yrhpaBlieHus uepe3 MHTepHeT, sSBISACH, O CYIIECTBY, €ro MOJIb30BaTeIIMU. ITOT
HOBBIA KJIacC TOJIb30BaTeNed MOPOAWS U HOBBI TEPMHUH — MHTEPHET Bellei
(Internet of Things, 10T), nomuepKUBarOIIHH OTAHYHE OT TPAAUIMOHHOW CETH
WHTepHeT, B KOTOPOH MPeobIalatoT MOTb30BaATENH-TTFOTH.

Ha pucynke 6 mpencraBiieHa JUHAMHKA H3MEHEHHUs JOMU TpaduKa, reHepH-
pyeMOoro MOOMITBHBIMH YCTPOHCTBAMH U BCTPOCHHBIMH KOMITBIOTEPAMH.

-~
100 T
Tpadpuk, reHepypyeMbiit MOGUNBHBIMU
YCTPONCTBAMM U BCTPOEHHBIMU KOMMbIOTEPAMM
80 1 75
x
g
S 60T
8
©
[«
=
x
8
&g 40
201 .
Tpaduk, reHepupyembii
nepcoHarbHLIMU KOMMbIOTEPAMMN
0

A 4

L L L L L L
2016 2017 2018 2019 2020 2021
lop

Pucyrnok 6 — JluHamMuka ©3MEHEHHUS TOMK Tpa(HKa, TeHEPHUPYEMOTr0 MOOUITEHBIMHE
YCTPOMCTBAMH M BCTPOSHHBIMH KOMIIBIOTEPAMHU

Ecmu B 90-e romer u Havane 2000-x B obmem oObeMe mpeobmaman Tpaduk
MIPUIOKEHUH, nepenatonux (aiel, To yxe k 2010 romy oH yCTymw JHIEPCTBO
TpauKy TIPHIOKESHUH, TIepeJarolINX BHICOMOTOKH B pealbHOM Maciitabe Bpe-
MEHH.

HoBoii Bexoit Ha mytu pa3BuTHsa MHTEepHETa cTamy 00JadyHbIe BBIYHCICHHMS,
KOTOpBIE MO3BOJISIIOT Pa3TPy3UTh ITOJIB30BATENBCKUH KOMITBIOTED W MEPEHECTH
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XpaHEHHE JTAaHHBIX U BBIIOJIHEHUE NMPUIOKEHUNH Ha HEKOTOpBIE yJaJIEHHBIE KOM-
IIBIOTEPHI, CBSI3aHHBIE C ITOJIb30BATEIHCKUM KOMITBIOTEPOM uepe3 ceTh. OOmadnble
BBIYHCIIEHHS CTaJlM eIlle OJHOM NMPUIMHON yBenmdeHus Tpaduka MHaTepHeTa, Tak
KakK I10JIb30BaTEIH 3TOr0 CepBHCa MIOCTOSHHO 0OpaIlaloTCs K BHEIIHUM CepBepaM
MpoBaiiziepa, BMECTO TOTO YTOOBI NPOW3BOJUTH BBIYMCIICHHS W JIPYTHE MaHHITY-
JAUUMA C JAHHBIMU JIOKaNbHO, HAa CBOUX IE€PCOHAIBHBIX KOMIIBIOTEpaxX WIM Ha
KOpIIOPaTUBHBIX CepBEpax.

deHOMEHANBHBIN POCT U N3MEHYMBOCTH VHTEpHeTa (B pa3IMYHBIX ACIIEKTax)
OKa3bIBAJIM U OKa3bIBAIOT CHJIbHENINIEE BIMSHUE HA TEXHOJIOTUU KOMITBIOTEPHBIX
ceTel, 3aCTaByiAsd UX MOCTOSHHO M3MEHSTHCS U COBEPLIEHCTBOBATHCS, MPHUCIO-
ca0nMBasich K HOBBIM TPEOOBAHMUSM IOJTB30BATENEH U UX KOJINYECTBY.

2.3 Cranpapruzauust Unrepuer

OcHOBHas 3a/1a4a CETH CBS3H — 3TO COSJUHEHHE Pa3HOOOpa3HOro 00opynoBa-
HUSL JUTS PEIIeHUsT OOIMX JUIsl HUX 3a71a4. B CBs3M ¢ 3THM mpobiieMa COBMECTH-
MOCTH 00OpYJOBaHHMs SIBIISIETCSl OJJHOM U3 MEPBOCTENEHHbIX 3a1a4. be3 cormaco-
BaHUs BCEMU MPOU3BOAUTEIIAMHU 06LuerI/IH${TI)IX CTaHJapTOB pa3BHUBATH CCTCBLIC
TEXHOJIOTUHM ObUIO OBl 3HAYMTEIBHO CIOKHEE M TaKOH POCT INIOOANbHOH ceTH
WurtepHer, KOTOpBINA ObLI MPOMUTIOCTPUPOBAH B TPENBIAYILEM pasjelie, Obul Obl
HEBO3MOXeEH. [loaToMy ir00as HOBas TEXHOJOTHS TOJBKO TOrZA MpHOOpeTaeTr
Y3aKOHEHHBIM CTaTyc M CTAaHOBUTCS OOIIEJOCTYIHA, KOTAa e COAepXaHHe 3a-
KpeIuIeTcs B COOTBETCTBYIOIIEM CTaHAApTE.

B KOMIIBIOTEPHBIX CETAX UAECOIOrMYECKONM OCHOBOW CTaHIAPTU3ALUU SIBIISET-
Cs1 MOZIENb B3aMMOJEUCTBUS OTKPBITHIX cHcTeM. OTKpPBITON MOXET ObITh Ha3BaHa
nrobas cucTeMa (KOMITBIOTEp, BBIYUCIHUTEIbHAS CeTh, KOMITBIOTEpHAsI IPOrpaMma
U T. I1.), KOTOpasi IOCTPOEHA B COOTBETCTBUH C OTKPBITBIMH CIIEIH(DUKALUSIMH.

ITox OTKPBITHIMH cHENU(PHKALUMSIMH MTOHAMAIOTCSA ONMYOJIMKOBaHHBIE, 00-
IIEAOCTYITHBIE CHENU(HUKAIINY, COOTBETCTBYIOIINE CTaHIapTaM M IPHUHATHIE B
pe3ynbTaTe JOCTHXKEHHUS COIJIACHS IIOCIE BCECTOPOHHETO OOCYKICHHUS BCEMH
3aWHTEPECOBAHHBIMHU CTOPOHAMH.

Hcnonb3oBaHue OTKPBITHIX Crienn(UKALNI IPU OpraHU3alUK CETeH MO3BOIISI-
€T BITOCJICACTBUH CO3/1aBaTh Il HUX Pa3IMYIHbIEC CPEIICTBA PACIIMPEHHS U MOAH-
¢ukamm.

Ecnm nBe cetn mocTpoeHsl ¢ COOMIOICHNEM MPUHIUIIOB OTKPBITOCTH, TO 3TO
JIA€T CIEAYIONINE MPEHMYIIECTBA:

—BO3MOXKHOCTh ITOCTPOEHMS CETH W3 alllapaTHBIX M MPOrPaMMHBIX CPEICTB
Pa3IMYHBIX IPON3BOAUTENEH, IPUICPKUBAIOIINXCSI OTMHAKOBBIX CTAHAAPTOB;

—0e3005e3HeHHasT 3aMEHa OTAENBHBIX KOMIIOHEHTOB CETH APYruMH, Ooiee
COBEPIIECHHBIMUY;

— JIETKOCTh COTIPSDKEHUSI CETeH MEXLy COOOM.
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WHTepHeT sBNSETCS OMHUM W3 CaMBIX HAIJISAHBIX NMPUMEPOB OTKPBITOH CH-
CTeMBI. JTa MEX/IyHapoIHas CeTh pa3BUBAjach B MOIHOM COOTBETCTBHHU C Tpe-
OOBaHUSIMH, NPENBSIBISIEMBIMUA K OTKPBITHIM CHCTeMaM. B pa3zpaboTke ee craH-
JapToOB NPHHUMAJIH Y4acTHE €€ IMOJIb30BAaTeld U3 Pa3INYHBIX yYHHBEPCUTETOB,
HayYHBIX OpraHM3aluidi U GUPM-TIPOM3BOANTENEH BBIYHCIUTEIBHON arnaparypbl
U TIPOrpaMMHOT0 00€CTICYEeHUSL.

CrangapTsl, onpezenstonie padoty MurepHera, mMeroT Ha3BaHue «Tembl
s oocyxaenus» (Request For Comments, RFC). Hcnosbp30BaHre OTKPHITO-
ro MOAXO0Ja B CTaHAApTH3alMHU TO3BOIWIO ceTh VHTepHeT o0beAnHHUTH B cebe
pasHooOpa3Hoe 00OpyAOBaHME W MPOrpaMMHOE 00ecredeHne OrpoOMHOrO 4Hcia
ceTeil, pa3OpoCcaHHBIX MO0 BCeMy MHpPY. BBHIY MOCTOSIHHO# pacTymieil momysisip-
Hoctu MHTepHera RFC-10OKyMEHTBI CTAaHOBSITCSI MEXKTyHAPOIHBIMU CTaH/AapTaMH
Je-(haKTo, MHOTHE M3 KOTOPBIX 3aTEM MPHOOPETAIOT CTaTyC O(pHIUAIBLHBIX MEX-
JYHapOJHBIX CTaHAAPTOB B PE3YJbTATEe UX YTBEPXKACHHUS KaKOW-1HO0 opraHm3a-
el Mo craHzapTH3anuH, Harmpumep, MeKIyHApoOaHOIl opraHu3anuei mo
cranaapruzanuu (International Organization for Standartization, 1SO) wiu
MexayHapoaIHbIM COK30M TeekommyHukammii (International Telecommu-
nications Union, ITU).

B cootBercTBuu ¢ npuHIUTIOM OTKphITOCTH MHTepHEeTa Bce RFC-nokymMeHTsI
HaxojsTcss B cBoOogHoM nocryne. Crmcok RFC-n0okyMeHTOB MOXKHO HalWTH B
ceru MHTEpHET, HanprMep, Ha caiite www.rfc-editor.org.

OCHOBHBIM OpPraHM3aLMOHHBIM IOJ(Pa3JCICHUEM, OTBEUAIOIIUM 32 Pa3BUTHE
U CTaHJApPTHU3ALUIO aPXUTEKTYphl U mporokonos VHTepHera sBisiercs Hay4yHo-
aagMuHuCcTpaTHBHOE coodmecTBo MutepHera (Internet Society, ISOC). Tlox
ynpasinearneM ISOC pabGoraer coer mo apxutektype MurepHera (Internet
Architecture Board, |AB). B IAB BXomsT B¢ OCHOBHBIC TPYIIITBI:

—Internet Research Task Force (IRTF) — xoopauHHpyeT IOITOCPOYHBIE
HCCIIEeI0BATEIbCKUE MPOEKTHI 10 TpoTokonam TCP/IP;

— Internet Engineering Task Force (IETF) — 3anuMaercst pemeHneM TeKy-
KX TeXHHYecKux npobiem MHTepHera. MIMeHHO OHa ompexnenser cnenupuxa-
LIMH, KOTOPBIE 3aTEM CTAHOBSTCS CTaHAAapTaMu MHTepHeTa.

2.4 Mogean OSI

Opranm3anysi CeTH IS B3aMMONCHCTBUS Pa3IUYHBIX CETEBBIX YCTPOMCTB —
9TO AOCTaTOYHO CIOXKHAS 3ajada. Pelenne Takoi 3a1aqu mpoIre BCero mpomn3Be-
CTH 3a cuer pa3OHeHns ee HAa HECKONBKO Ooliee MpOCTHIX 3amad-moxpyneil. [lpu
9TOM HEOOXOIUMO OIHO3HAYHO OMPEACTHUTh (QYHKIMH KaKI0r0 MOIYJIS, a TAKKe
TOPSIOK MX B3amMoeicTBus. Kaaprii MOIysTs MOXKHO paccMaTpUBaTh KakK OT-
JETBHBIN OJIOK CO CTaHIAPTU3UPOBAHHBEIMH (DYHKIIHUSMH, a TAKXKE BXOIAHBIMH U
BBEIXOMHBIMH (hOpMATaMH JTaHHBIM. B pe3yibpTaTe Takoro MOAXoia MOSBISACTCS
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BO3MO)KHOCTH HE3aBHCHMOTO TECTHPOBAHMS, pa3paboTKH W MoAM(pHUKAIMU OT-
JIETBHBIX MOJYJIEH.

Ilocne mpencraBieHHs HCXOAHOM 3ajaddl B BHUJE MHOXKECTBA MOAYIEH 3TH
MOJYJIM CJeqyeT CTpYHIHpOBaTh W YIOPSIOYHTH IO YPOBHSIM, 0Opa3yroniuM
uepapxuto. B pesynbrarte 1l KaKI0ro NPOMEXYTOYHOTO YPOBHS MOXKHO YKa3aTh
HETOCPEACTBEHHO MPUMBIKAIOIINE K HEMY COCEJHUE BBIIIEIESKAIMNA U HHUXKele-
JKaIlui ypoBHU.

Me:xypoBHeBbIii MHTepdeiic, Ha3bIBaMbIM Takke HHTepdeiicoM yCJyr,
orpeziessier Habop (YHKIMH, KOTOPbIE HIKEIEeKAIi YpOBEHb HPENOCTABIISET
BBIIIIENIEXKAILEMY.

B nmpouecce cereBoro B3auMoAeHCTBYS, KOI/la YYaCTBYIOT Kak MUHUMYM JIBE
CTOPOHBI, HEOOXOJMMO OpPTaHHM30BAaTh COTJIACOBAHHYIO PalOTy JBYX HEpapXHid.
st aTOro ob6a y4acTHHKa CETEBOrO B3aMMOJEHCTBUS JJOJDKHBI IIPUHITH MHOXeE-
CTBO COIJIAIIEHUM O MapaMeTpax M BUAAX IPEICTaBICHUS MepeaaBaeMbIX JaH-
HbIX. Takue CorjlaliCHuA, Ha3bIBAEMBIC NMPOTOKOJAMM, JTOJKHBI 6])ITI:. TMPUHATHI
Ha BCEX YPOBHAX HEPAPXHH.

TepMuHBI «ITPOTOKOI» U «HHTEp(dEcy 0003HAYAIOT OJHO M TO ke — (hopMma-
JIU30BAHHOE OINHMCAHWE MPOIETyphl B3aUMOJCHCTBUS NIBYX OOBEKTOB, OIHAKO,
IIPOTOKOJIBl OIPENENAIOT MpaBuiia B3aUMOAEHCTBUSI MOAYJNIEH OJHOTrO ypOBHS B
pasHbIX y3lax, a uHTepdeiichl — npaBuiia B3aUMOJIEHCTBHS MOJAYJIEH COCEIHUX
YPOBHEH B OJHOM Y3JI€.

Hepapxudecky opraHn30BaHHbIH HAOOpP MPOTOKOJIOB, JAOCTATOUHBIN JUIS Op-
TaHU3alMU B3aUMOJICHCTBUSI Y3JI0B B CETH, HA3bIBAETCSI CTEKOM MPOTOKOJIOB.

B nauaze 80-x rogoB I1SO, ITU u HekoTopble Ipyrue MexayHapOIHbIE Opra-
HHU3ALMH [0 CTaHZapTU3aLUK Pa3paboTaiy CTAHAAPTHYI0 MOAeJIb B3auMoneii-
cTBHsI OTKPBITHIX cucteM (Open System Interconnection, OSI). 3ta moxens
ChITpajia 3HAUUTEIbHYIO POJIb B Pa3BUTHH KOMIIbIOTEPHBIX CETEH.

Mogens OSI umeeT eno co CTeKOM MPOTOKOJIOB ISl CeTel ¢ KoMMyTauuei
makeToB. Mozgens OSI He comepKuT OIMMCcaHuil pearn3anuii KOHKPETHOro Habopa
IIPOTOKOJIOB, OHA OIPEAEIACT YPOBHU B3aUMOACHCTBHSA, X CTaHAAPTHBIC Ha3Ba-
HUS ¥ (QYHKIUH, KOTOPHIE OHU JIOJKHBI BBITIONHSTS.

B mogmemu OSI cpenctBa B3amMoAEeHCTBUS AENATCS Ha CeMb YPOBHEH: mpH-
KJIaTHOM, MpENCTaBJIEHUs], CEAaHCOBBIM, TPAHCIIOPTHBIM, CETEBOM, KAHAJIBHBIM U
(u3nIecKuii.

Nmenno mostomy mMomens OSI Ha3BIBAIOT TaKKe CEMHYPOBHEBON MOIEIBIO.
Kaxnplil ypoBeHb CBsI3aH CO BIOJIHE OINPENEICHHBIM aCleKTOM B3aUMOACUCTBUSA
CeTeBBIX ycTpoicTB. Ha prucyHke 7 mpeacraBiieHa JIOTHIecKast CTPYKTYpa MOJIEIH
OSI npu B3anMOAEHCTBHH IBYX TPHUIOKEHHUH, pabOTaIONINX HA Pa3HBIX KOMIIBIO-
Tepax.

[IpuoXxkeHnst MOTyT peaan30BBIBATh COOCTBEHHBIE MPOTOKOJIBI B3aMMOJCH-
CTBWSI, HCHOJB3YS JUISl 3THX IIeJIeil MHOrOypOBHEBYIO COBOKYITHOCTh CHCTEMHBIX
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cpencts. s 3Toro B pacnopskeHHe MPOrpaMMUCTOB NPENOCTABISAETCS HMPH-
KJIa/IHoii mporpaMMHublii nHTepdeiic (Application Program Interface, API).
B cootBerctBum ¢ Momenpro OSI mpuioxkeHne MOKeT 00paIaThCs ¢ 3ampocaMu
TOJIBKO K CAaMOMY BEPXHEMY YPOBHIO — MPHUKJIAJHOMY, OJHAKO Ha MPAKTUKE ITO
JlaJIeKo He TaK, HaIlpuMep, NPOrpaMMUCT HaIPSIMyI0 MOKET B3aMMOJIEHCTBOBATh
¢ nporokoamu TCP umu UDP TpaHciopTHOTO YpOBHSI.

Ioab30BaTennb Anmca Toab3oBaTenns 5od
[ Kommbrotrepl | Komnblorep 2 /-
Coobmenne W‘ W‘/ Coobmienne
A
API API

Coo0menne

Ipuknanoi
YPOBeHB

TIpuknagnoi
YPOBeHB

TIporoxon

Hnrepdeiic

YpoBennb
[7]6] [6]7] npeacTaBJIeHus!
CeaHcoBblii 5 CeaHcoBblii
ypoBenn e[ ]e———»[5[6]7 YpoBeHb
TpaHcnopTHBIIH 4 TpaHcnopTHbIIH
YPOBeHb 716(5]4 415(6]7 YPOBEHb
Ceresoii 3 CereBoii
YPOBEHb - 716(5]4]|3 4—»{?'7'?'?'7- YPOBEHb
KananbHblii 2 KananbHblit
YPOBeHb W» 2]13|4|5[6(7 - YPOBeHb

¢ 3aronoBkn
Duzuyeckuit 1 1 Duzuyeckuit
YpOBeHb 7]6[5[4[3]2]1}wn{1]2[3]4]5]6]7 [0 YpOBeHb

Duznyeckas nepeaava mno ceTu

Pucynok 7 — Jlorudeckas crpykrypa mMonenu OS| npu B3aMuaeiicTBUU JBYX MPUITOKEHHIA

@u3nyeckunii ypoBeHb MMEET, JIETI0 C Tiepeaadeil IoToKa OUTOB MO (U3MUIe-
CKHMM KaHAJlaM CBsI3U (BHUTAs mapa, BOJIOKOHHO-ONTHYECKUI Kabelb, paJIioKaHal).
@OyHKIMH (PU3NIECKOro YpPOBHS PEaqM3yIOTCs Ha BCEX YCTPOWCTBAX, MOIKIIO-
YEHHBIX K CETH, U BBIOIHIIOTCA CETEBBIM aJallTEPOM, BXOAHBIM MU BBIXOAHBIM
nHTepdeiicamu. PuU3MUecKnii ypoBEeHb HE BHUKAET B CMBICI MH(POPMAIH, KOTO-
PYIO OH IEpeAaeT, Ui Hero nHpopMaIys, MoCcTynaronas 0T KaHaJILHOTO YPOBHS,
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TIPE/ICTaBIIsIET COOOI OMHOPOIHBIN ITOTOK OMTOB, KOTOPbIE HY)KHO JIOCTaBHUTH 0e3
WCKa)KeHUH, B COOTBETCTBUH C 33JJaHHON TaKTOBOW YaCTOTOH M BHIOPAHHBIM CIIO-
c00OM KOZIMPOBAHMUSL.

KanajbHblil ypoBeHb IpejiaraeT CeTeBOMY YPOBHIO CIIEAYIOLINE YCIIYTH:

— YCTaHOBJIGHHE JIOTMUECKOTO COEAMHEHHUS MEXIY B3aMMOJEHCTBYIOLIMMHU
y371aMmu;

— COIIacoBaHKE B PaMKaX COSIMHEHHS CKOPOCTEH IepenaTinka U MpHeMHHIKa
nHpopmanuy;

— obecrieyeHre HaISKHOMH Tepeiaun, 0OHapY)KEHHE U KOPPEKIUIO OLTHOOK.

B cersix, MOCTpOEHHBIX Ha OCHOBE pa3JeNsieMol cpe/ibl, PHU3MYECKUIl YpPOBEHb
BBINOJHSET €lle OHY (YHKIHIO — MPOBEPSIET TOCTYITHOCTh Pa3/eNsieMOi CPe/ibl.

[Iporokonbl KaHaIBHOTO YPOBHSI OOBIYHO paboTalOT B MpezAenax JIOKaJbHOU
CeTH M PEaNM3YIOTCs CPEACTBAMH CETEBBIX aJanTepoB W uxX npaiiBepos. Ilporo-
KobHOIT enuHuneii nannbpix (Protocol Data Unit, PDU) kanaisHOro ypoBHS
SIBIISIETCS KaJPp.

CeTteBoii ypoBeHb CIIYXXHT Jyisi 00pa3oBaHMs €IWHON TPAHCIIOPTHOH cUCTe-
MBI, OOBEIUHSIONICH HECKOJNBKO CeTell M Ha3bIBAEMOW COCTABHOW CEThIO, WIIH
HHTEpHETOM (He myTath ¢ MHTepHeTOM). TeXHOI0rHs, MO3BONSIONAs COSAUHATD
B €IUHYIO CEThb MHO)KECTBO CETeH, B OOIIEM cilydae IOCTPOCHHBIX Ha OCHOBE
Pa3HBIX TEXHOJIOIMH, HA3bIBAETCA TEXHOJIOIHEH MEKCETEBOTO B3aUMOICHCTBHS.

UYroOBI cBsI3aTh MEXIY COOOH CETH, HOCTPOSHHBIE Ha OCHOBE OTIMYAIOMIUXCS
TEXHOJIOTUH, Hy)XHa TIpyMNa pa3inYHbIX [0 Ha3HAYEHUIO MPOTOKOJIOB, MPERo-
CTaBJIsieMas CeTEeBBIM YPOBHEM, U CIIEIMAJIbHBIE YCTPONHCTBA — MapLIPYTU3aTOPE,
KOTOpBIE TIpeHa3HaYeHb! 1711 (PU3NYECKOro COeANHEHHs ceTeld. MapmpyTusaTop
HUMeeT HEeCKOJIBKO CETeBBIX MHTEp(elCOoB, K KaXKAOMY U3 KOTOPBIX MOXKET OBITh
MOZKJIIOYEHA OIHA CETh.

JlaHHBIE, KOTOpbIe HEOOXOANMO IIepeaTh Yepe3 COCTABHYIO CETh, IOCTYNAIOT
Ha CETeBOH YpPOBEHb OT BBINIEJEKAIIET0 TPAHCHOPTHOIO YPOBHA. DTH JAHHBIE
CHa0XaIOTCS 3ar0OJIOBKOM CETEBOr'0 YPOBHs. J[aHHBIE BMecTe C 3aroJIoBKOM 00pa-
sytot maket (PDU cereBoro ypoBHs).

B cooTBETCTBUM C MHOTOYPOBHEBBIM IIOIXOJOM CETEBOW YPOBEHb IS pelie-
HUS CBOEH 3aauu obpalnaercs K KaHaIFHOMY YpOBHIO. Bech myTh uepe3 cocraB-
HYIO CeTh pa30HMBaeTCs HAa yJ4acTKH OT OJHOTO MapIIpyTH3aTopa J0 IPYyroro,
NPUYEM KaXKIBIH y9aCTOK COOTBETCTBYET ITYTH Yepe3 OTICIbHYIO CETb.

YroOBI mepenaTh MakeT 4epe3 OuepeHyI0 CeTh, CETEBOM YpOBEHb MOMeEIIAET
ero B moie maHHBIX Kajpa (PDU kaHagbHOTO YpPOBHS) COOTBETCTBYIOIICH Ka-
HaJIbHOM TEeXHOJIOTWH. B 3aronoBke kaapa yka3plBaeTcsl aipec KaHaJIbHOT'O YPOB-
Hs nHTep(eiica cnexyromero Mapmpyrusaropa. CeTb, HCHONB3YsS CBOIO KaHAJb-
HYIO TEXHOJIOTHIO, JOCTABIIAET KaAp ¢ MHKAICYJUPOBAHHBIM B HErO MAKETOM II0
3aJJaHHOMY aJpecy. 3aTeM MapIIpyTH3aTOp W3BJIEKAeT ITaKeT M3 MPUOBIBIIETO
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KaJpa ¥ IIocie HeoOXOAMMOW 00padOTKHM TeperaeT MakeT sl JalbHennen
TPAHCIIOPTHPOBKH B CIIEAYIOMIYIO CETh, NIPEABAPUTEIHHO YIIAKOBAB €r0 B HOBBIH
KaJp KaHAIEHOTO YPOBHSL.

TpancnopTHbIi ypoBeHb 00eCIIEYNBAET NPHIIOKEHHSAM U BEPXHUM YPOBHIM
riepenavy JaHHBIX C TOW CTENEHBIO HaIe)KHOCTH, KOTOpasi uM Tpedyercs. Moxenb
OSI ompenensier NsITH KJIaccoB TPAHCIIOPTHOTO CepBUCa OT HU3MIero kiacca 0 no
BhICHIEro kinacca 4. OTH BHIBI CEpBHCA OTIIMYAIOTCS KadeCTBOM IpENOCTaBisie-
MBIX YCIIYT U CIIOCOOHOCTBIO K OOHApY)KEHHIO W HCIIPABJIICHUIO OMHMOOK Tepea-
yu. BeIOOp Kitacca cepBuca TPaHCIIOPTHOIO YPOBHS ONPENEINSETCs, C OHOW CTO-
POHBI, TeM, B KaKOil CTENeHH 3ajaua 00eCreYeHUs] HaIe)KHOCTH PEIaeTcsi CaMu-
MU IPUIOKEHUSIMH M TIPOTOKONAaMU Ooliee BBICOKHMX, YeM TPAHCIOPTHBIH, YpOB-
Heil. C Apyrod CTOPOHBI, STOT BBIOOP 3aBHUCUT OT TOTO, HACKOJBKO HAJICKHOMN
SIBIISIETCSL CUCTEMa TPAHCIIOPTUPOBKH JIAHHBIX B CETH, oOecrednBaeMas ypOBHsI-
MU, pacIONOKEHHBIMU HIKE TPAHCIIOPTHOI'O: CETEBBIM, KaHAIBLHBIM U (HU3HYe-
CKHUM.

Bce npoTokosnbl, HaYMHAsi OT TPAHCIIOPTHOTO YPOBHS U BBIIIE, PEAIU3YIOTCS
NPOrPaMMHBIMHU CPEJICTBAMH KOHEUYHBIX Y3JIOB CETH — KOMIIOHEHTaMHU UX CeTe-
BBIX OIEPALMOHHBIX cUCTeM. B 3aBucHMOCTH OT Mcnonbp3yeMoro mpoTtokona PDU
TPAaHCHOPTHOT'O YPOBHS HA3bIBACTCS CErMEHTOM WM AefiTarpaMMoi.

CeaHCOBBIii YPOBeHb yIIpaBIIsieT B3aUMOACHCTBHEM CTOPOH: (PUKCHPYET, Ka-
Kas U3 CTOPOH SIBJIAETCS AKTHBHOM B HACTOSLIMH MOMEHT, M IPEIOCTaBISET
CpelcTBa CHHXPOHHU3ALMM CEaHca. JTH CPEACTBA IIO3BOJAIOT B XOIE AIMHHBIX
nepeaay CoXpaHATh HHYOPMAILMIO O COCTOSHUU ITHX Iepefad B BUIE KOHTPOIb-
HBIX TOYEK, YTOOBI B CIIy4ae OTKa3a MOXHO ObLIO BEPHYTHCS Hazal K IOCIeIHEH
KOHTPOJIbHOW Touke. Ha mpakTHke HeMHOTHE NPHIOKSHHUS UCIONB3YIOT CEaHCo-
BBl YpOBEHb, KOTOPBIA PENKO peanu3yercs B BHIE OTHAENbHBIX HPOTOKOJIOB.
OyHKIMHI 3TOrO YPOBHS YacTO OOBEIUHAIOT ¢ QYHKIHMAMH MPHUKIATHOTO YPOBHS
U pEeaNU3yIoT B OJHOM IIPOTOKOJIE.

YpoBeHb npeacTaBiaeHus] 00eCIIeUMBACT MPEACTABICHNE TepelaBaeMon 1o
cetd MH(GOPMAIIMY, HE MEHSS IPH 3TOM €€ COoIepkaHus. 3a CYeT ypOBHA Npej-
CTaBJIeHUs MHPOpMaNus, IepeaaBaeMasi IPUKIAIHBIM YPOBHEM OIHON CHCTEMBI,
BCerJa MOHATHA NPHKIAJHOMY YPOBHIO IpYyroi cucteMbl. C MOMOIIBIO CPENCTB
JaHHOTO YPOBHS MPOTOKOJIBI NPHKIAIHBIX YPOBHEH MOTYT MPEOJONETh CHHTAK-
CHYECKHe Pa3INYusl B PEICTABICHHN JaHHBIX WIIH XK€ Pa3indus B KOJaX CHMBO-
noB. Ha 3TOM ypoBHE MOTYT BBIIONHATHCS IH(POBAHHE M apXHUBAIMS JaHHBIX,
MIepEeKOINpOBaHIE HHPOPMALINH B TpaUIeckoM, ayIaro- WiIH BHIEO-PopMare.

IpuxaagHoii ypoBeHb NPEIOCTAaBISET YCIYrH MOJIB30BATEIBECKHM MPHIIO-
XKEHUSIM — JIOCTYII K OOIIMM CETEBBIM pecypcaMm (¢aiinaM, mpuHTEpaM Wi BeO-
CTpaHWIIAM) WM PaCIpEACICHHBIM CETeBBIM CEpBHUCAM (RJIEKTPOHHOH IouTe,
cryx0am mepenaun coobuieHni, 6azam naHHbIX). Kak mpaBwio, yciayrn mpu-
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KJIaTHOTO YPOBHsI BKJTIOYAIOT MACHTU(HUKAIMIO M ayTeHTU()HKAIMIO YIaCTHUKOB
CETEBOr0 B3aUMOJICUCTBHS, IIPOBEPKY MX JOCTYITHOCTH M IOJHOMOYHMH, OIpesie-
JIeHue TpeOOBaHMH K 3aIlIMIIEHHOCTH ceaHca ooMeHa. J[is 3armpocoB K MmpuKia-
HOMY YPOBHIO UCIIOJIB3YIOTCSI CHCTEMHBIE BBI30BHI OIEPAIIMOHHONW CHCTEMBI, 00-
pasyromue API.

Ha pucynke 8 mokasaHsl OCHOBHBIE 3JIEMEHTHI KOMITBIOTEPHOH CETH: KOMIIb-
I0TEPBI (XOCTHI), KOHIEHTPATOPHI, KOMMYTAaTOPBl U MapupyTu3atopbl. [TomHbii
CTEK IMPOTOKOJIOB peajH30BaH TOJBKO Ha XOCTaX, a JPYrHMM CETEBBIM YCTPOH-
CTBaM JIJIsl IPOJIBIDKEHUSI TAKETOB JIOCTATOYHO ()YHKIIMOHAJIBHOCTH HIDKHUX TPEX
yYpOBHEH.

Tpuxaannoii TlpukaagHoi
YPOBeHb B 7 YPOBeHb
Yposenn Yposenn

npexcrasaenus | | npencrassaenus
CeancoBblii Ceancosblii
YPOBeHD B 7 ypOBeHb
TpancnopTHbIii TpancnopTHbIi
YPOBeHb B 7 ypOBeHb
CereBoii o Ceresoii CereBoii
YpOBeHb h g ypoOBeHb h 7 ypoBenb
Kananbublii KananbHbrii KananbHblii Kananbublit
- » (- (!

YPOBEHb YPOBeHb YPOBEHb YPOBeHb
Duznyeckuii 4_»’ Dusuyeckuii ‘4_» Duzuyeckuii | Duzuyeckuii L] Duzuyeckuii
YPOBEHL YPOBEHb YPOBEHb YPOBEHL YPOBEHb

~ (22)
XY <O B8

X
Xocr KoHuentparop Mapuipyrusarop Kowyratop oer

Pucynok 8 — CoorBetcTBre DYHKIMIA pa3IMYHBIX YCTPOUCTB ceTH ypoBHsIM Mozenu OSI

Konnenrparopam HeoOXomuM TOJBKO (u3nyeckuit ypoBenb monenu OSI.
OHH OBTOPSIOT 3JIEKTPUYECKUE CUTHAJIBI, TOCTYIAIONIME Ha OHU M3 MX MHTEp-
(eiicoB, Ha OPYrux CBOMX HHTEpPeicax.

KomMyTaTOpBI JTOKAJIBHBIX CETEH MOIIeP>KUBAIOT IIPOTOKOIIBI IBYX HIKHUX
YPOBHEH, 4TO JaeT UM BO3MOXKHOCTh Pa0OTaTh B MpeJenax CTaHIApTHBIX TOIIO-
JIoTuil.

MapumpyTH3aTopbl JOIDKHBI TOIEPKUBATE IIPOTOKOJIBI BCEX TPEX YPOBHEH.
CeteBoil ypOBEHb HEOOXOIUM UM TSI OOBEAWHEHHS CeTeH pa3IMIHBIX TEXHOIIO-
TUi, a MPOTOKOJbl HWKHUX YPOBHEN — U1 B3aUMOJEHCTBUSA C KOHKPETHBIMH
CeTsIMHU, 00pa3yIOIMMH COCTaBHYIO CETb.

Kaxnpiit u3 ypoBaeit mojiesin OSI BoinonHsiet onpeneneHHbie GyHKipn. YacTth
(YHKIMH, Tak Ha3bIBaeMble, (DYHKIIMH O€30MaCHOCTH, KacatoTCsl BOIIPOCOB 3aIIUTHI
nHopmaryy, Hampumep, mudpoBaHue, oOecreyeHHe METOCTHOCTH IAaHHBIX,
ayTeHTU(UKAIMs CyOBEKTOB, yNpaBleHHE JOCTYNIOM W T .. B Tabmmne 2 npen-
CTaBJIEHO pacrpezeneHne QyHKIui 6e3omacHocTy 1o yposHsIM mozemu OSI.
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Tabnuya 2 — Pacnpedenenue gynrxyuii bezonachocmu no ypogusam mooenu OSI

OyHKIHs 6€30MaCHOCTH ¥posuu Moz OS

1 2 3 4 |5 6 7
AyreHTHUKAIHS CYOBEKTOB — =+ |+ =] =1+
ObecnieueHne JOCTYITHOCTH JaHHBIX — = = =]+ ]| = |+
MOHHTOPHHT HEIOCTHOCTH JaHHBIX — |+ |+ |+ ]|+ | =+
ObecrieueHne LEeIOCTHOCTH JAHHBIX (BO3- [ R I R R
MOYKHOCTH BOCCTAHOBJICHHS)
YnpasieHue 10CTyIoM — + + + + — +
IMudpoBanne TaHHBIX + | -+ = =1+ |+

2.5 TomoJsiorus ceTn

OObeuHss B CETh HECKOJIBKO CETEBBIX YCTPOMCTB, HEOOXOUMO PEIIUTh, Ka-
KUM 00pa3oM BBIOpaTh KOHGUTypauuio GU3HYECKUX CBS3EH, M WX TOIOJIOTHIO.
[Ton Tomostorueii cern nmoHnMaercsi KoHQurypauus rpaga, BeplrHaM KOTOPOro
COOTBETCTBYIOT KOHEYHBIC Y3JIbl CETU U KOMMYHUKAITMOHHOE 060py)103aHI/Ie, a
pebpam — puzndeckue wiu HHGpOPMALMOHHbIE CBSA3U MEXK/Y BEpPILIUHAMH.

Ot BBIOOpA TOMOJNOIMHU CBS3EH CYLIECTBEHHO 3aBHCAT XapaKTEPHCTHKU CETH.
Ecin Mmexny IOByMs y3laMH HMEETCSl HECKOIBKO IyTeH, TO 3TO IOBBILIAET
HA/Ie’KHOCTh CeTH U JIeJIaeT BO3SMOXKHBIM pacIpesielieHue 3arpy3ku Mexny oT-
JeNbHBIMU KaHalaMH. Tak jke BaXKHBIM SBIISETCSA CBOICTBO pacLIMPsieMOCTH
CeTH — CIIOCOOHOCTH MPOCTOr0 IPHCOSIMHEHNS HOBBIX Y3JIOB.

ITosiHOCBA3HASA TOMOJIOTHSI COOTBETCTBYET CETH, B KOTOPOH Ka)KI0€ CETeBOE
YCTPOMCTBO HEMOCPEICTBEHHO CBSI3aHO CO BCEMH OCTAIBHBIMHU (PUCYHOK 9, a).
HecMmoTpsi Ha JOTMYECKYIO MPOCTOTY, STOT BapHaHT OKA3bIBAETCS HA IPAKTHKE
TPOMO3IKUM U HEIPHEKTUBHBIM. DKOHOMHUYECKHE COOOPAXKEHHS YacTO IPUBOAAT
K BBIOOpY TOIOJOTHM, I KOTOPBIX XapaKTepHa MHHHMAabHAs CyMMapHas JUTH-
Ha JIMHUH CBS3U.

SyencTast TONOJIOTMSA MOIYyYaeTCsl U3 OJHOCBA3ZHOM ITyTeM yIaJeHHs! HEKO-
TOpBIX CBsi3el (pucyHok 9, 6). Sldyeucrass TOMONOTUSI NOMYCKAEeT COCIUHEHHE
0O0JIBLIOrO KOJTMYECTBA CETEBBIX YCTPOMCTB U XapaKTepHa VIS KPYITHBIX CETeH.

B cersix ¢ KoJbIEeBOii Tononorueit (prucyHok 9, 6) naHHbIE MEPEAAIOTCS IO
KOJIbIy. [ TaBHBIM TOCTOMHCTBOM KOJIbLA SIBISIETCS TO, YTO OHO 11O CBOEW TPHpO-
Jie 00ecIeurBaeT Pe3ePBUPOBAHUE CBS3EH 3a CUET HAIMYHA JBYX IyTEH MEXIy
THOOBIMH IBYMSI CETEBBIMU YCTPOWCTBAMH. MIMEHHO KOJbLIEBas TOMOJIOTHS HPHU-
MEHSETCS Ha JKEJIe3HOAOPOKHOM TPAHCIIOPTE IPH MMOCTPOSHUH MEPBHYHON BOJIO-
KOHHO-ONTHYECKOW ceTH CBs3U. IIpu 3ToM opraHm3amms Konel JOJDKHa OcCy-
IIECTBISITHCS MCXOAA M3 CIIeAyIomuXx npuHOumoB. CeTeBble YCTpOKMCTBa pacro-
JIaraloTcsl Ha TEPPUTOPHH JKEJIE3HOAOPOKHBIX OOBEKTOB, a JIMHUM CBS3H MEXIY
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HUMH B OCHOBHOM IIPOKJIAJIBIBAIOTCS BJIOJNb JKEIE3HBIX Iopor. B cioydae, korma
JKEJIE3HBbIE JOPOT'M MPOXOJAT MApaNIENbHO, KOJIbIA OPraHU3YIOTCA C UCIOJIb30-
BaHHEM IONEPEYHBIX HANpaBICHUH WM MH(PACTPYKTYPHl APYIUX BETOMCTBEH-
HBIX CeTeH, HalpuMep, Ha Omopax JMHUH 3nekTponepenaun. Ha nuHelHON cetn
CBSI3H, IIPOJIOKEHHOMN BJIOJIb XKeJNe3HOH Jopory, hopMHUPYIOTCS MUIOCKHE KOJIbIA
— 3TO KONbLIA, B KOTOPBIX JUIA 3aMbIKaHMsA KOJbIA MCIOIB3YIOTCSA ONTHYECKHE
BOJIOKHA BHYTPU OJHOTO Ka0essi WM HECKONBKUX KaOele, MpOJIoKEeHHBIX Ta-
panensHo. YUUTHIBas B3aUMHOE TATOTEHHE Y3JIOB, PACIOIOKEHHBIX BJIOJb XKe-
JIE3HOAOPOXKHBIX Marucrpajiel, INIOCKHE KOJblla LE1eco00pa3sHO OpraHU30BbI-
BaTh B NpeJeNiax JUCHETYEPCKOro yyacTKa U OTJNENIEHHs *KeJle3HoU roporu. Bol-
MTyKJIbIe KOMbIa OOJbIION MPOTSHKEHHOCTH OPraHU3YIOTCS Ha TOPOXKHOM M Maru-
CTpajJbHOM YPOBHSX.

a) % % 0) ; E 6) i 2
| 0) | ? ? ?
ﬁg LenTpajbHoe ycTpoiicTBO

Pucynok 9 — TumnoBsie ceTeBble TOMOIOTHH

3Be3noodpasnas Tomonorusa (pucyHok 9, 2) oOpasyercss B ciiydae, Korjaa
Ka)JI0€ CETEBOE YCTPOICTBO MOIKIIOYAETCS HETIOCPEACTBEHHO K OOIIEMY ICH-
TpaJIbHOMY YCTPONCTBY, HAIpUMeEp, KOMMYTATOPY WIIN KOHIICHTPAaTopYy.

B yHKIIME mEHTpaIbHOTO YCTPOWMCTBA BXOIWT HANpaBJICHHE INEpeaaBaeMon
CETEBBIMH YCTPOWCTBOM HMH(OPMAIMX OJHOMY WJIH BCEM OCTAJIBbHBIM CETEBBIM
ycrpotictBaM cetr. K HemocTaTkaMm Takoi TOTIONOTHH OTHOCHUTCS OoJiee BBHICOKas
CTOMMOCTB CETEBOr0 O0OPYHOBaHHSA U3-3a HEOOXOAMMOCTH MPHOOPETEHUs CIie-
[IUAJTM3UPOBAHHOTO IIEHTPAIBHOr0 ycTpoicTBa. Kpome TOro, BO3SMOXHOCTH IO
HapaIIMBaHMIO KOJMYECTBA Y3JI0B B CETH OIPAaHWYMBAIOTCS KOIWYECTBOM MOPTOB
3TOr0 yCTPOMCTBA.
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[Ipn ucnop30BaHMM B TOTIOJIOTMH HECKOJIBKUX IEHTPANBHBIX YCTPOMCTB 110
uepapxuveckoil cxeme (pucyHok 9, 0) obpasyercsi ApeBOBHIHASI TOMOJIOTHUS
WIN Mepapxudeckas 3Be31a. B Hacrosee BpeMs JepeBoO SBISIETCS CaMOW pac-
MIPOCTPAaHEHHOH TOMOJIOTHEH CBs3eH KaK B JIOKAIBHBIX, TaK U TNIO0AJBHBIX CETAX.

OcoObIM YaCTHBIM CIydaeM 3BE3[Ibl SIBISIETCSA 00miasi MHA (PUCYHOK 9, e).
31eck B KauecTBE LEHTPAJILHOIO YCTPOMCTBA BHICTYIAET MACCUBHBIA Kabelb, K
KOTOpOMY IO cxeMe «MoHTakHoro MJIM» monmkimroyaercs: HECKONBKO CETEBBIX
YCTPOUCTB (TaKylo K€ TOIOJIOTHIO MIMEIOT MHOTHE CETH, HCIONb3YIoLHe 6ecnpo-
BOJIHYIO CBSI3b — POJIb OOIIEH IMUHBI 3/1eCh UTpaeT odmas paauocpena). [lepena-
BaeMast HH(OpMaIUsl PACIPOCTPAHAETCS 10 KaOEeJro U JIOCTYITHA OJTHOBPEMEHHO
BCEM CETEBBIM YCTPOWCTBaM, MPHCOEAMHEHHBIM K 3TOMY Kabemo. OCHOBHBIMU
MIPEUMYIIECTBAMH TaKOH CXEMBI SIBJISIIOTCS €€ JICIIEBU3HA U ITPOCTOTA TPHCOCIH-
HEHUS HOBBIX Y3JIOB K CETH, & HEJJOCTAaTKaMU — HU3Kasl HaJIe)KHOCTh U HEBBICOKas!
MpOU3BOAUTEIIbHOCTD.

[IpuBeneHHbIE BBILIE TUIBI TOMOJOTUI XapaKTEpHBI Ul HEOONBIIUX CETeu.
Jl1s1 KpyIHBIX CeTeld XapaKTEepHO HAJU4Me IPOU3BOJIBHBIX CBS3EM MEXIy cere-
BBIMHU yCTpOMCTBaMH. TOMOJIOTHIO TAKUX CETEH Ha3bIBAIOT CMEIIaHHOW (PUCYHOK
10) B Takux cersx MOXKHO BBIJACIUTE OTACIBHBIC INPOU3BOJILHO CBA3aHHBLIC
(parMeHTsI (TI0JCETH), UMEIOIIIE TUIIOBYIO TOMOJIOTHIO.

2.6 IpuHUMOBI agpecanun

Jlna B3aMMOIIEHCTBUSL CETEBBIX YCTPOWCTB B CETH HEOOXOAMMO, YTOOBI KaX-
JIOMY U3 HUX OBUI IIPUCBOEH YHUKaIBHBIN anpec. biaromaps anpecy napopmanus
OT MCTOYHHKA OyZeT mepefaHa Ha KOHKPETHbBIH npreMHuK. OXHAKO, BayKHO I1O-
HUMaTh, YTO aJpec MpU OPraHM3aLHU aJpecalliy CEeTH NMPUCBAUBACTCS HE Y31y
CeTH, a ero cereBoMy uHTepdeiicy. OnuH y3en MOKeT UMETh HECKOIBKO CETEBBIX
uHTepQeiicoB.

ITo xomuuecTBY aapecyeMblx HHTEp(EHCOB ajpeca MOXHO Kiaccuuuupo-
BaTh CIEAYIOIIUM 00pa3oM:

— YHUKAJbHBIH agpec UCHONb3yeTcs IS WACHTU(PUKALNHM OTACNBHBIX WH-
Tepdeticos;

—IPyNNoBoii aapec WACHTHGUIUPYET cpa3y HECKOJIBKO MHTEepdeiicoB, Imo-
9TOMY JaHHBIC, IOMEUYCHHBIE TPYIIIOBEIM aJ[PECcOM, OCTABIISIOTCS KaXIOMY H3
uHTepdeiicoB, BXOAAMMUX B IPYIILY;

— IIHPOKOBENIATeIbHBII aJpec ONHCHIBAET BCE MHTEP(EHCH CETH;

— a/ipec MPOU3BOJIBHOI PACCHIIKH 3a/1aeT IPYIITY aIpecoB, OAHAKO JaHHBIE,
MIOCTIAHHBIE 110 ATOMY aJIpecy, IOJDKHBI OBITh JOCTAaBJICHBI HE BCEM aJIpecaM JaH-
HOU TPYIIITBL, & JIHIIb JII0OOMY M3 HUX (TaKo# THII aapecoB ompeseneH ast 1PV6).

Anpeca MoryTt ObITh YHCEJ0BbIMH (HampuMmep, IP-anpec 129.26.254.254 umn
MAC-angpec  00:81:00:5e:24:a8) u  cumBoabHbIMH  (Hanpumep, URL
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https://www.bsut.by). YucnoBeie uMeHa npeqHA3HAYEHBI Ul MPOTPAMMHOTO
o0ecreveH s CeTeBbIX YCTPOMCTB, a CHMBOJIBHBIC, OOBIYHO MMEIOLINE CMBICIIO-
BYIO HAarpy3Ky, — JUIsl 3aIOMUHAHHS JIFOIbMHU.

MHOXECTBO BCEX aJIpeCcOB, KOTOPBIC SBISIOTCS JOMYCTUMBIMU B paMKax He-
KOTOPOW CXEMBI aJipecalliil, Ha3bIBACTCS aiPEeCHBIM MPOCTPAHCTBOM. AJIPECHOE
MPOCTPAHCTBO MOXKET UMETh TUIOCKYIO (JIMHEITHYIO) HIIH HepapXUUeCKy0 OpraHH-

19[7

Pucynok 10 — CmemianHas TOHOIOT st

[pu nyockoii opraHu3anuu MHOKECTBO a/IpECOB HUKAK HE CTPYKTYPHPOBa-
HO, HanpuMmep, MAC-azpeca ceTeBBIX HHTEP(EIiCOB.

[Ipn mepapxuyecKkoii OpraHu3alMyu aIpPecHoe NPOCTPAHCTBO CTPYKTYPHPY-
eTCs B BHJE BJIOXXECHHBIX JIPYT B APYyra IMOATPYIII, KOTOPBIE OMPENCISIOT OTAEINb-
HBIN ceTeBOl MHTEpP(EIC U CeTh, B KOTOPYIO OH BXOAUT, Harpumep, |P-aapec.

ITpu paboTe HECKONBKUX MPOTOKOIOB Ha Pa3HBIX ypoBHAX mMonenu OS| y nH-
Tepdetica MOXkeT OBITH Cpa3y HECKOIBKO aapecoB, Hampumep, MAC-aapeca Ha
KaHaJbHOM YPOBHE JUIA IIepeiadll KapoB BHYTPH JIOKaJbHOU cetn u IP-aapec Ha
CEeTeBOM YpOBHE JUIsl OAKITIOUEHHs K ceTH VIHTepHeT.

Kpome Toro, cinemayer moHUMaTh, YTO KOHEYHOH IeJIbIO JIAaHHBIX, IepeaBae-
MBIX TI0 CETH, SIBISIOTCSI HE CeTeBble MHTEp(EiChl, a MPUIOKEHNUs (IIPOIIECCHI).
ITosTomMy B agpece HazHaueHUs HapsIy ¢ WHpOpMaIWeH, UIeHTUGUINpyIomeit
nHTepdeiic ycTpoiicTBa, JODKEH YKa3bIBATHCS apec Mporecca, KOTOPOMY Tpea-
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Ha3Ha4YeHbl MOCHUTaeMbIE TI0 CETH JaHHBIE. YHHKAIBHOCTh aJpeca Iporecca J0-
CTaTOYHO O0ECHEeUnTh B paMKax yCTPOMCTBa, a YHUKAJIBFHOCTh YCTpOWCTBa obec-
neunt anpec uHTepdeiica. [IprMepoM ampecoB IMPOIECCOB SBIISIOTCS HOMEpa
noptoB TCP u UDP, ucnosb3yembie B creke mpotokonos TCP/IP.

2.7 TIpuHIATIBI KOMMYTAIIAA

KommyTanus — 310 npolecc COEMHEHUS CETEBBIX YCTPOICTB uepe3 CeTh C
MIPOMEXYTOYHBIMH (TPAaH3UTHBIMH) CETEBBIMU ycTpoiicTBamu. [locnmemoBarens-
HOCTb TPAH3UTHBIX CETEBBIX YCTPOICTB, JEKAIIMUX HAa MyTH OT UCTOYHUKA K IpU-
€MHHUKY B CETH, 00pa3yeT MapmIpyT Mepeaadn JaHHbIX.

Komriekc TexHU4ecKHx penieHnii 0000IIeHHON 3a1a4l KOMMYTAlluY B CBOeH
COBOKYITHOCTH COCTaBJIIET OCHOBY JII000H ceTeBoi TexHoioruu. B obmem ciy-
Yae 3a/1a4a KOMMYTaIU1 BKJIOYAET B ce0sl CleAyol1e Mo13aJauu:

— onpeienieHre HH(POPMAILIMOHHBIX TOTOKOB,

— [IPOKJIaJIKa MapUIpyTOB (MapIIpyTH3aLKs);

— ¢uKcanys MapUIpyTOB B KOH(PUI'YpaIlMOHHBIX MapameTpax M Taliuiax ce-
TEBBIX YCTPOIUCTB;

— pacrio3HaBaHHE IIOTOKOB U Iepeiada JaHHBIX MEXAY HHTepdelicaMu OIHO-
IO YCTpoicTBa (J0KallbHast KOMMYTAIUsl B TPAH3UTHOM CETEBOM YCTPOMCTBE);

— MYJIbTHIUIEKCUPOBAaHHE/ IeM Y IbTUILIEKCHUPOBAHHUE ITOTOKOB;

— pa3zaerneHue cpeasl nepeaayn (mpyu HeoOXOAMMOCTH).

HNHdopManuoHHBIM NMOTOKOM, WM TIOTOKOM JaHHBIX, HAa3bIBAIOT HEIpe-
PBIBHYIO IIOCJIEIO0BATENIBHOCTh AAaHHBIX, OOBEIMHEHHBIX Ha0OpOM OOIIMX HpH-
3HAKOB, BBIACIAIOIINX 3TH JaHHBIE M3 OOIIEro ceTeBoro Tpaduka, HaIpHMED,
ajipeca UCTOYHMKA U IPUEMHUKA JJTaHHBIX.

Metka nmoroka — 370 0coObIil TN mpu3Haka. OHa MpeiCcTaBisieT co0oN He-
KOTOpPOE YUCII0, KOTOPOE HECYT BCe JaHHBIE ITOTOKA. [ J100anbHas MeTka Ha3Haya-
€TCsl JaHHBIM NTOTOKA W HE MEHSET CBOETO 3HAUCHMS Ha BCEM NPOTSDKEHHU €ro
ITyTH CIEIO0BAaHUS OT y3Ja MCTOYHMKA IO y3JIa Ha3HAUCHUs, TAaKMM 00pa3oM, OHa
YHUKAJIBHO OINPEJENSIeT MOTOK B MPEAEax CeTH. B HEKOTOPBIX TEXHOJIOTHIX HC-
TIOJTB3YIOTCS JIOKAJIbHBIE METKH MTOTOKA, AMHAMUYECKH MEHSIOIINE CBOE 3HAUECHHE
TIPY TIepeiave JAHHBIX OT OJHOTO Y3JIa K JIPyroMy.

Cpenn MHOXXECTBA BO3MOXKHBIX MOAXOAOB K PEIICHHIO 33Ja9l KOMMYTAIX B
CeTSIX BBIIENSAIOT /IBA OCHOBOIIOJATAIOIINX, K KOTOPBHIM OTHOCAT KOMMYTAIWIO
KaHaJIOB ¥ KOMMYTAIMIO MTakeToB. Kax /bl M3 3THX ABYX MOAXOIOB MMEET CBOU
JOCTOMHCTBA M HeAocTaTKH. CyIIECTBYIOT TPaJUIIMOHHBIE 00JIacTH NPUMEHEHUS
KaXI0M U3 TEXHUK KOMMYTalliH, HalpUMep, Tene(OHHBIC CETH CTPOWINCH C UC-
MOJIb30BAHNEM TEXHUKU KOMMYTAallUM KAaHAJIOB, & KOMIIBIOTEPHBIE CETH B MOJAB-
JISFOIEM OOJIBIIMHCTBE OCHOBAHBI HA TEXHUKE KOMMYTAIIUH ITaKETOB.

Cern, TOCTPOEHHBIE IO IPUHIMITY KOMMYTALMM KAHAJIOB, HCIIOJIB3YIOTCS HE
TOJBKO B KJIaccHuecKoil Tenedonnn. OHU HaXOIAT MIMPOKOE TIPIMEHEHHE B MHPE
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TEJIEKOMM YHHUKAIUH, SBIISISICE OCHOBOI IEPBUYHBIX CETEH, MO3BOJISIONINX CO3/1a-
BaTh BEICOKOCKOPOCTHBIE MarucTpajibHbIE KaHAIBI CBSI3M.

Cerb c KOMMYyTalMeH KaHAIOB MPEICTABISET cOO0H MHOXKECTBO KOMMYTAaTO-
POB M KOHEYHBIX a0OHEHTCKHUX YCTPOMCTB, KOTOPBIE COEJMHEHBI C ONrKalIInm
KOMMYTaTOpOM I€PCOHAIBHBIMHI A00HEHTCKUMH JINHHUSIMU CBS3H.

B kadecTBe MHQOPMAIMOHHBIX MOTOKOB B CETSAX C KOMMYyTallMeil KaHajoB
BBICTYNAIOT JIJaHHBIE, KOTOPBIMH OOMEHUBAIOTCS Mapbl aOOHEHTOB. Bpems cymie-
CTBOBaHUSI MHPOPMAIIMOHHOTO TOTOKa OTPaHMYMBACTCS PAMKaMU CEaHCa CBS3H
aboHeHTOB. ['7100aIbHBIM MPU3HAKOM TIOTOKA SIBJISIETCSI ITapa aJipecoB (Harpumep,
Tene)OHHBIX HOMEPOB) a0OHEHTOB, CBSI3BIBAIOIIMXCS MEXIy COOOH uepe3 mocie-
JI0BAaTEJIbHOCTh KOMMYTaTOPOB.

Jlng Bcex BO3MOXHBIX MOTOKOB 3apaHee ONpeneNsioTcs MapupyTsl. Mapui-
PYTHI B CETSIX C KOMMYTallell KaHaJlOB 3aJaf0TCsl TMOO «BPYUHYIO» aMHHHCTpa-
TOpPOM C€TH, HH6O HaxXoJdATCd aBTOMATUYCCKU C IMPUBJICYCHUEM CICHUATIBHBIX
NPOrpaMMHBIX M allapaTHBIX CPeACTB. MapumpyTel (HKCHPYIOTCS B TabiaHIax
KOMMYTallii, B KOTOPBIX MNPU3HAKaAM IIOTOKa CTaBATCS B COOTBETCTBHUC UACHTU-
(uKaTopbI BBIXOIHBIX HHTEp(dEiicoB KoMMyTaTOpoB. Ha ocHOBaHMM 3THX TaOIHIY
IPOUCXOAUT NPOABUIKCHNUE U MYJIbTUIUICKCUPOBAHUE JaHHBIX.

Oco0EHHOCTBIO ceTel ¢ KOMMyTalueld KaHaJIoB SBIISCTCS ONEePUPOBaHKE de-
MEHTapHBIMH KaHalaMH. JJIeMEHTAPHBIH KaHal — 3T0 0a30Basi TeXHUUYECKas
XapaKTEpPUCTHKA CETH ¢ KOMMYTaIMel KaHaJloB, IPECTaBIsIIoNnas co0oil HeKo-
TOpoe (MKCUPOBaHHOE B Ipeneiax JaHHOTO THIIA CeTel 3HaueHue MpPOIYCKHOH
CIocoOHOCTH. TpaguIMOHHO >IEMEHTAPHBIM KaHAJIOM B LU(POBBIX CHCTEMax
nepenavu craj onu(ppOBAHHBIN KaHAN TOHAIBHOW YacTOTHI, MpeJHa3HAYCHHBIN
101 iepefaun TenedoHHoro Tpaduka. Takoil KaHan MOMYYWS Ha3BaHUE OCHOB-
HOro HU(PoBOro KaHaja, ycIoBHO o0o3HayaeTcs kak EQ n mMeeT npomyckHyro
crocoOHoCTh 64 KOut/c. JItobast NuHMS CBS3M B CETH C KOMMYTallMeil KaHajoB
HMEET MPOITYCKHYIO CIIOCOOHOCTh, KPAaTHYIO 3JIEMEHTAPHOMY KaHally, IPHHATOMY
JUISL JAaHHOTO TUIa ceTH. TakuM oOpa3oM, MPOITyCKHas CIIOCOOHOCTh KaXKIOW JIH-
HHUHM CBSI3M B CETH C KOMMYTallMed KaHAJIOB JOJKHA OBITh paBHA IEJIOMY YHCITY
3JIEMEHTAPHBIX KaHAJIOB. DOpMHUpPYEMBIN B TAKOW JINHUM CBSA3M KaHAJ HA3BIBACT-
cs1 COCTABHBIM kaHaioM. OH UMeeT ClIeyIOIIe CBONCTBA:

— COCTaBHOH KaHaJI HA BCEM CBOEM NPOTSDKEHHH COCTOUT M3 OAWHAKOBOT'O KO-
JIMYECTBA JIEMEHTAPHBIX KaHAJIOB;

—COCTAaBHOM KaHaJl MMEET MOCTOSHHYI0 M (HKCHPOBAHHYIO TPOIYCKHYIO
CHOCOOHOCTH Ha BCEM CBOEM TNPOTSKECHHH;

— COCTAaBHOHM KaHaJl CO3/1aeTCsl BPEMEHHO Ha MEpHOJ CeaHca CBS3U IBYX abo-
HEHTOB;

—Ha BpeMs CeaHca CBS3M BCE JIEMEHTapHbIE KaHAJIbI, BXOJSIIIE B COCTABHOM
KaHaJl, OCTYNAIOT B HMCKJIIOYUTENIFHOE IMOJIh30BaHNE a0OHEHTOB, JUIS KOTOPBIX
ObLT CO3/1aH 3TOT COCTAaBHON KaHal;

—B TE€UEHHE BCETO CeaHca CBA3M aOOHEHTHI MOTYT IOCBIIATH B CETh JIAaHHBIC
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CO CKOPOCTbBIO, HE IPEBHIIIAOIIEH IPOIYCKHYIO CIIOCOOHOCTh COCTABHOIO KaHa-
na;

— JIaHHbIE, TIOCTYIUBIIKE B COCTABHOM KaHaJI, TApaHTHPOBAHHO JIOCTABIISIOTCS
BBI3BIBAEMOMY a0OHEHTY 0€3 JIOTOTHUTENBHBIX 33JEPXKEK U MOTEph;

—TI0CIIe OKOHYAHMS CeaHca CBS3M DIIEMEHTapHbIE KaHaJbl, BXOIUBIIUE B CO-
OTBETCTBYIOIINI COCTaBHOM KaHaJ, OOBSIBISIOTCS CBOOOIHBIMU JUTS UCIIOJIB30Ba-
HUSI IPYT'UMH a0OOHEHTaMU.

[Ipu oTcyTCTBUM B JIMHUU CBSI3U MeX1y aOOHEHTaMH COCTAaBHOTO KaHaja He-
00XOIMMOH MPOITYCKHOM CITIOCOOHOCTH WIIM 3aHATOCTH BCEX DJIEMEHTAPHBIX Ka-
HaJIOB aOOHEHT, IBITAIOUIMICS YCTAHOBUTH COEJMHEHHE TOJIy4aeT OTKa3 U BbI-
HYXJIEH 0)KHJIaTh OCBOOOKACHHsSI KaHalla CBS3H.

BaxkneiimuM npuHIMNOM (QYyHKIMOHUPOBAHUS CETel ¢ KOMMYyTaluel make-
TOB SIBIISI€TCS TIpeJCTaBjieHHe WH(OpMaluy, NepeJaBaeMoil 10 CeTH, B BHUJE
CTPYKTYPHO OTACJICHHBIX APYI' OT ApYyTra l'IOpLII/Iﬁ JaHHBbIX, HAa3bIBACMBbIX B 06I_I_IeM
cilydae MaKeTaMH.

Kasxnplii makeT cHaOXeH 3aroJIOBKOM, B KOTOPOM COJIEP)KUTCS aapec Ha3zHa-
YCHUA U JpyTrasd BCIOMOraTeibHas I/IHCI)OpMaHI/IH, HCIIOJIb3yeMas AJisd JOCTaBKU
IIaKeTa 1o ajpecy Ha3HadeHHs. FIMeHHO HalnuKe ajpeca Ha3HAUeHUs B 3ar0JIOB-
K€ MaKeTa I03BOJIIET CETEBOMY YCTPONCTBY 00pabaThiBaTh KaXKIbIi MaKeT He3a-
BHUCHMO OT Apyrux. [ToMnmo 3arosioBka y nakera MOKET UMEThCS €Ille OJHO J0-
TIOJIHUTENBHOE I10JIE, Pa3MEIIaeMOe B KOHIIE TaKeTa M IMO3TOMY Ha3bIBaeEMOe
KOHIIEBUKOM. B KOHIIeBHKe OOBIYHO NMOMENIAETCs KOHTPOJIbHAS CyMMa, KOTOpas
MIO3BOJISIET IPOBEPUTH LIETIOCTHOCTh HH(OPMAIMK B IaKeTe.

B 3aBucHMOCTH OT KOHKPETHOM peanu3aliy TEXHOJIOTHH KOMMYTAllUH TTaKe-
TOB IOCJIEHHE MOT'YT MMETh (PUKCHPOBAHHYIO MM MEPEMEHHYIO JIMHY, MOXKET
MEHATHCS COCTaB MH(OPMaIMH, pa3MEIIeHHOH B 3ar0JIOBKaX ITAKETOB.

[TakeTsl mOCTYNaOT B CETh B TOM TEMIIE, B KOTOPOM HX T'€HEPHPYET UCTOY-
HUK. Ecmu mpomyckHas cmocoOHOCTh JIMHHH, HOAKITIOYEHHOH K CETEBOMY
YCTPOHWCTBY IOCTATOYHA, TO CETh C KOMMYTAllMeil MMakeTOB BCErJa roToBa IpH-
HATH TMAKeT OT KOHEYHOro y3ia. [lakeTbl BHE 3aBHCHMOCTH OT IOTOKOB MOTYT
TIEPEMEIIUBATHCS TIPH MIEPEMEIIEHUHN TI0 CETH, 00pa30BBIBATH OUYEPEAN U «TOPMO-
3UTH» APYT Jpyra.

Paznenenne maHHBIX HA TAKETHl ITO3BONSET IEpefaBaTh HEPaBHOMEPHBIN
KOMIBIOTEPHEIN Tpaduk Oonee 3pHEKTHBHO, YEM B CETAX C KOMMYTalueil KaHa-
JI0B. DTO OOBSICHAETCS TEM, UTO MYJIbCAIIMH Tpa(uKa OT OTIEIBEHBIX KOMIIBIOTE-
POB HOCSIT CITy4alHBIA XapaKkTep U PACIpEneNsFoTcs BO BPEMEHH TaK, YTO UX ITH-
KM 4Yallle BCero He coBmaaaroT. [loaToMy korma nuHUA CBS3M IiepenaeT Tpaduk
OOJBIIOr0 KOJIMYECTBA KOHEUHBIX Y3JI0B, B CYMMapHOM IOTOKE ITYJIbCAllNH CTJIa-
KHMBAIOTCS ¥ MPOITYCKHAsl CIOCOOHOCTh JIMHUH HCTIONB3yeTcs Oolee parroHa b-
HO, 0€3 JUTNTETBHBIX TPOCTOEB.

I'maBHOE OTIIMYHME KOMMYTAaTOPOB B CETSAX C KOMMYTAIMeH MakeTOB OT KOM-
MYTaTOpPOB B CETSIX ¢ KOMMYyTalnel KaHaJIOB COCTOUT B TOM, YTO TE€PBbIE HMEIOT
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BHYTPCHHIOIO OY(epHYIO IMaMATh TSI BDEMEHHOTO XPAHEHHS MTaKETOB.
B TaGnure 3 nmpeacTaBiIeHO CpaBHEHHE CBOMCTB CeTel ¢ KOMMYTAlUeH KaHa-

JIOB U C KOMMyTaHPICﬁ ITaKECTOB.

Tabnuya 3 — Cpasnenue cgolicme cemell ¢ pazHblMu CHOCOOAMU KOMMYMAayuu

KOMMyl'aI_II/ISI KaHaJI0OB

KOMMyTaL[I/ISI ITaKE€TOB

Heobxoqumo nipetBapuTeNIbHO yCTaHAB-
JINBATh COEIMHEHNE

OTCyTCTBYET 3Tall YCTAHOBJICHUS COEIH-
HeHusl (eifrarpaMMHBIH cr1oco0)

AZ[]I)GC T]I)C6yeTCH TOJIBKO Ha 3Talle ycra-
HOBJICHUS COCIVMHCHUSA

Anpec n npyras ciayxeOHas HHpopMaIus
TIePeIAIOTCsI C KaXKIbIM MTAKETOM

CeTbh MOXXET OTKa3aTh aGOHeHTy B yCTa-
HOBJICHUHN COCIVHCHUS

CeTb BCerjia roToBa MPHUHSTH JaHHBIE OT
aboHeHTa

lapanTHpoBaHHAs IPOIYCKHASK CITOCO0-
HOCTB (T10J10Ca TIPOITYCKaHWs) TS B3au-
MOZEHCTBYIOIINX a00OHEHTOB

IpomyckHas criocoOHOCTb ceTH st a0o-
HEHTOB HEU3BECTHA, 3a/ICPIKKH TIepeadn
HOCAT CIy4alHBIN XapakTep

Tpaduk peanbHOro BpeMeHH NepeiaeTcs
6e3 3a1epreK

Pecypcsl cetu ucnonb3yrorest a(dexrus-
HO IIpU Hepejiaue MynbCHPYIOIIEro Tpa-
¢duxa

Bricokast HaZCXKHOCTh Ne€peaavu

B03MOKHBI TIOTEpH IAHHBIX H3-3a Mepe-
nosHenus 6ydepos

HepauuoHanpHOE HCIOIb30BAHKE [IPO-
IIYCKHO# CIIOCOOHOCTH KaHAJIOB, CHIDKA-
fomiee o01Iyro 3 PEeKTHBHOCTD CETH

ABTOMAaTHYECKOE TMHAMHYECKOE pacrpe-
JieJIeHHE TPOITYCKHOM Cr1ocoOHOCTH h1-
3MYECKOT0 KaHalla MEeX1y a0OHEHTaMU

2.8 MpuHUUTIBI MAPUIPY TH3AMH

3amaua MapUIpyTU3AIMU BKIIOYAET B ce0sl JIBE MMO/3a/1a4H:

— olpezieNieHne MapupyTa — BEIOOpP IOCIEI0BATEIHOCTH TPAH3UTHBIX Y3JI0B
u ux uHTepdeiicoB, Yepe3 KOTOopble HaJO0 NepeaaBaTh JaHHbIE, 9TOOBI JOCTABUTh
UX ajpecary;

— OIIOBEIIIEHNE CETH O BEIOPAaHHOM MapIIpyTe.

IIpn HamMYMK HECKOMBKUX MapUIPYTOB HEOOXOIUMO OIPEAETIUTh HEKHN «OIl-
TUMAaJIBHBII) 110 HEKOTOPOMY KPUTEPHIO MapIIpyT. B kauecTBe KpUTEpHEB ONTH-
MaJIbHOCTH MOTYT BBICTYIATh!

— HOMHMHAJIbHAS TIPOITYCKHASI CIIOCOOHOCTD U 3arpyKEHHOCTh KaHAJIOB CBSI3H;

— 3a7IepP>KKH, BHOCUMBIE KaHAJIaMH;

— KOJIMIECTBO MPOMEKYTOYHBIX TPAH3UTHBIX Y3JIOB;

— HaJIeKHOCTh KaHAJIOB ¥ TPAH3UTHBIX Y3JIOB;

— TEeKyIast CTENCHb 3arPy’KEHHOCTH KaHAJIOB TPa(pHUKOM.

Criocod pacuera «ONTHMAaJIbHOCTHY MapIIpyTa 3aKIioYaercsi BO BBEACHHH
KOJINYECTBEHHON OLICHKU — METPUKH, €€ pacdeTa A KaKAO0r0 U3 MaplIpyToB U
BEIOOp MapuIpyTa ¢ MUHAMaJIBFHBIM 3HA4eHHeM MeTpukw, Hampumep, mis omnpe-
JIETICHUs] METPUKH, YIWTBHIBAIOIIEH NPOMYCKHYIO CHOCOOHOCTh KAaHAJIOB CBS3H,
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BBIYHUCIIAIOT 3HaUeHHE 00paTHOE €ro MpPOITyCKHOW CIIOCOOHOCTH YMHOXKEHHOE Ha
KOHCTaHTY, 3aBEJIOMO OOJBIIYIO, YEM IPOIYCKHBIE CIIOCOOHOCTH KaHAJIOB B CETH.

[Tocrne ompeneneHust «ONTUMAIBHOI0» MapIIpyTa HEOOXOJMMO OMOBECTUTH O
HEM Bce YCTpoOIicTBa ceTH. J[Id 3TOro MCHONIB3YITCS CHEeUAIbHbIE IPOTOKOJIB,
KOTOpBIE CO3/AIOT 3aIlMCH B TaOJIMIIaX KOMMYTAallMK (MapIpyTH3aluK) TPaH3NUT-
HBIX CETEBBIX YCTPOWCTB. 3aIlCH MOTYT TaKXe CO3/1aBaThCsl aBTOMATHUYECKH WITH
BPYUYHYIO B TIpOIIECCE a/IMUHUCTPHPOBAHHUS CETH.

Ha pucynke 11 mpexncraBnensl nHTepdeichl KOMMyTaTopa, HH(MOPMAIHOH-
HBIE TTOTOKHM W TaOJIMIa KOMMYTAllMi, HA OCHOBaHHH KOTOpPOH JIaHHbIE MOTOKOB
MIPOJIBUTAIOTCSl MEX Ly MHTEpdelicaMi KOMMYTaTopa.

ﬂeMyHLTHHHEKC"pOBaHMe

My IbTHILIEKCUPOBAHHE
Apnpec 1 Anpec 2 Anpec 3 Anpec 4
Tabnuua KOMMYTaluu » m ) m
TIpu3Hak noToka Harpasienne HMurepdjeiic 1 I/IHT&}p qieiic 2 Hutepgeiic 3 I/IHTepnl)euc 4

(ampeca
HA3HAUCHHS 1
HCTOYHHKA)

nepesayu
(BbIXOIHOM
untepdeiic

Anpec 4, Anpec 1

Hnrepdeiic 4

Anpec 8, Anpec 1

Hurepdeiic 8

Anpec 2, Anpec 5

Hnrepeiic 2

Anpec 2, Anpec 6

HWnrepdeiic 2

Hudopmanuonnslit
S~ MOTOK

=
|
Hurepdoeiic 7 HWurepgeiic 8
Kanan

Anpec 7 Anpec 8

Anapec 6

Anpec 5
Pucynok 11 — Tabnuna KoMMyTanun

B cootBercTBHU ¢ MHpOpManuel w3 TaOIULBI KOMMYTAluu (MaplIpyTH3a-
LIMH) OCYLIECTBIISETCSA IPOIBIDKCHIE TaHHBIX MEXKIY HHTepdericaMH.

Uurepdeiic kommyraropa (Ha3bIBaeMbIil TakkKe MOPTOM) sIBIsieTcsl husnue-
CKMM MOJYJIEM, COCTOSIINM W3 IPHEMHHUKA U Tepenarynka. B Tom ciydae, xorma
nepeaaTyrK M IPHEMHUK paboTaroT Ha TYIUIEKCHBINA KaHAN CBS3H, OHU paboTaroT
HE3aBUCUMO JIPYr OT Apyra, o0ecrednBas OTHOBPEMEHHYIO Nepeiady JaHHBIX B
o0oux HampaBlieHUAX. VHorna nmpueMHyro dacTh MHTepdeiica Ha3bIBalOT BXOI-
HBIM HHTEep(deiicoM, a BEIXOIHYIO YaCTh — BBIXOAHBIM HHTEpdEHCOM.

[poxBuxeHNE NaHHBIX B CETAX ¢ KOMMYTallell KaHaJOB IPOUCXOAUT B JIBa
JTana:

1. B cetp nmocrymnaer ciy:xebHoe cooOLIeHHEe — 3apoc, KOTOPBI HECET ajipec
BBI3BIBAEMOT0 A00OHEHTA M MHULIUUPYET CO3/IaHHe COCTABHOTO KaHaa.

2. Ilo mMOArOTOBIEHHOMY COCTaBHOMY KaHATy MEpEeNaeTcsi OCHOBHOW ITOTOK
JaHHBIX, JUIS TIepelaun KOTOPOro YK€ He TpeOyeTcsl HUKaKOH BCTIOMOTaTeIbHON
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nH}opManuy, B TOM YHCIE ajpeca BbI3bIBaeMoro aboHeHTa. Kommyranms nan-
HBIX B KOMMYTaTOpaXxX BBINOJHIETCA Ha OCHOBE JIOKAJIIBHBIX MPU3HAKOB IOTOKA —
HOMEPOB BBIJICJICHHBIX €MY 3JIEMEHTapHBIX KaHAJIOB.

[IpoaBmxeHNEe JAHHBIX B CETAX C KOMMYTallMeH MaKeTOB MOXKET MPOU3BOIUT-
cs1 HA OCHOBAHUHU OJHOT'O U3 TPEX METOJOB:

— lefiTarpaMMHas epeava;

—Iepefaya ¢ yCTAaHOBJIEHUEM JIOTHYECKOTO COSANHEHMS;

—Iepefada ¢ yCTAaHOBJIEHUEM BUPTYaJIbHOIO KaHala.

JeiitarpaMMHbIii crioco0 repenayy JaHHBIX OCHOBAH Ha TOM, UTO BCE Tepe-
JlaBaeMble MAKEeThI MPOJBUTAIOTCSA HE3aBUCUMO JIPYT OT Apyra Ha OCHOBAaHUM OJI-
HUX U TeX ke npaBmwl. Kaxaplil oTnenbHbIN MakeT paccMaTpUBaeTCsa CEThI0 Kak
COBEpILIEHHO He3aBHCUMas €IUHHUIA Nepenadn — AedtarpamMa. Ilpu takom cro-
co0e MPOJIBMKEHNST I0CTaBKa ITaKeTa He FapaHTUPYETCs, a BBIIMOJIHSETCS 10 Mepe
BO3MOXHOCTH.

ITpu uCTOIH30BaHUH JTOTHYECKOr0 COeJMHEHHUs TpenoaraeTcs npoueaypa
CorjiacoBaHusl AByMsI KOHCUYHBIMH Y3JIaMH CETH HEKOTOPBIX MapaMETPOB IIPpOLEC-
ca oomeHa. [Tapamerpbl, 0 KOTOPBIX JOrOBapHBAIOTCS JBa B3aUMOJICHCTBYIOIINX
y371a, Ha3bIBAIOTCS MapaMeTpaMM JOrH4eckoro coearHeHus. Ilapamerps! coenu-
HEHHS MOTYT OBITh IIOCTOSIHHBIMH, TO €CTh HE U3MEHSIOIMMHUCS B TEUCHHE BCETO
COEIMHEHUs, WIN IEPEMEHHBIMH, TO €CTh IUHAMUUYECKH OTPaKaIOIUMHU TEKyIIee
COCTOSIHHE COEIHHEHHSI.

[lepenaua ¢ ycTaHOBJIEHHEM JIOTHYECKOTO COSIMHEHNUS BKIIOYAET TPH (asbl:

— YCTaHOBJIEHHUE JIOTHUECKOTO COEANHEHNS,

—IHepeqaya JaHHBIX;

— Pa3phbIB JIOTHYECKOTO COCMHEHHSI.

[lepenaua ¢ ycTaHOBJIEHHEM COCAMHEHHS NPEJOCTABIIAET OOIIbIIE BOSMOXKHO-
CTel B IUIaHe HAJEKHOCTH U 0e30MacHOCTH 0OMEHa JaHHBIMH, YeM JeHTarpaMmm-
Hasl Iiepeiada, OIHaKo 3TOT CIoco0 Gosiee MeATIeHHBIH, TaK KaK OH MOJpa3yMeBa-
€T JIONOJIHUTENbHBIC BBIYNCIUTEIbHBIE 3aTPaThl HA YCTAHOBICHHE W IMOAEpPXKA-
HHE JIOTHYECKOTO COSANHEHNSL.

BupryanbHblii KaHAJT — 3TO €IMHCTBEHHBIN 3apaHee MPOIOKEHHBIA (PUKCH-
pOBaHHBIA MapLIPYT, COCAUHSIONINII KOHEYHBIE Y3JIbI B CETH C KOMMYTalUeH
MakeToB. BupTyanbHbIe KaHAJIBl NPOKIAABIBAIOTCS JUIA YCTOMYMBBIX MH(OpMa-
IIMOHHBIX ITOTOKOB 32 CYET MCIOIb30BaHMA METOK. Kak 1 B CeTsX C yCTaHOBIICHH-
€M JIOTHYECKMX COEAWHEHHH, MPOKIaJKa BHPTYAJIbHOTO KaHANa HadyWHAETCS C
YCTAQHOBIICHHSI COCIMHEHHS, B NPOIECCe KOTOPOro Ha3HAYAETCS METKa IOTOKa.
3areM B TabnHIle Ka)KAOTO W3 KOMMYTaTOpPOB, PACHONOXKEHHBIX Ha IMYTH OT OT-
TIPaBUTEINS A0 MOTydaTesst GOPMUPYETCS 3aliCh ¢ TaHHOW METKOH, KoTopast yKa-
3BIBAET Ha CIIOCO0 OOCTY)KMBaHMS MAKETOB C TAKOW MeTKOH. OOpa3oBaHHBIN BHp-
TyalbHBIN KaHaJ WACHTH(HUIMPYETCS TOHM e MeTKoH. [locne mpokmaaku BUPTY-
aIBHOIO KaHaJla CeTb MOXET INEepeAaBaTh 0 HEMY COOTBETCTBYIOIIUI MOTOK
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JaHHBIX. Bo Bcex makerax, KOTOpPBIE TIEPEHOCAT IMOJIb30BATEIbCKUE JTaHHBIC, all-
pec Ha3HAUCHHUS yXKe HE YKa3bIBAaeTCsl, €ro poiib UTPAET METKA BUPTYaJIbHOTO Ka-
Hasa.

Uro0bl ompenenuTs, Ha Kakod MHTep(eiic ciaeqyeT mepenarh MocTYIHBIIIE
JTaHHbIE, TPAH3UTHOE CETEBOE YCTPOMUCTBO JIOKHO BBIICHUTH, K KAKOMY MOTOKY
oHHU oTHocsTcs. Ecnmu Ha BXOIHOH mHTepdeic mocTynaer MOTOK, SBISIOIIUICS
pe3yabTaTOM arperupoBaHMs HECKOJIBKUX MOTOKOB, TO K 3a/ade paclio3HaBaHUSA
TIOTOKOB JOOABJISIETCS 3a/jada JeMYJIbTUIUIEKCHPOBaHUs. JleMyaIbTHILIeKCHPO-
BaHHe — Pa3JielIeHHe CyMMapHOro IMOTOKAa Ha HECKOJIBKO COCTaBIIIOLINX €ro IMOo-
TokOB. OOpaTHast AEMyJbTUIUIEKCHPOBAHUIO OIepanus — MYJbTHILJIEKCHPOBa-
HHUe (arperupoBanue) — 00pa3oBaHUE U3 HECKOJIBKUX OTJEIBHBIX OTOKOB O0IIe-
IO arperupoBaHHOIO IOTOKA, KOTOPBIA MMeperaeTcsi Mo OAHOMY (H3MYECKOMY
KaHaJly CBSI3U. JTH MPOLECCHl HEOOXOMMBI M3-3a TEePeiayl Pa3HbIX MOTOKOB I10
o6mmM KaHanam (pucysok 11).

OJIHI/IM N3 OCHOBHBIX CHOCO6OB MYJBbTUIVICKCUPOBAHHNS IIOTOKOB SABJIACTCA
paszeneHue 1Mo BPEMEHH — KaX/Ibli TOTOK Moily4aeT (pU3nYecKuil KaHal B I10JI-
HOE CBOE PAaCIOpsDKEHHE M MEpefacT 10 HEMY CBOM JIaHHBIE B ONpPEICICHHbIE
NPOMEKYTKH BPEMEHHU ¢ (PUKCHMPOBAHHBIM MM CIy4aliHBIM TiepuojoM. Pacrpo-
CTPaHEHO TAK)X€ YAaCTOTHOE (CIEKTPaJbHOE AJsl BOJIOKOHHO-ONTUYECKUX JIMHUN
CBSI3U) pa3JielIcHUE KaHaja, KOrAa KaKIbIi MOTOK NepefaeT JaHHBIC B BBLACIICH-
HOM €My 9aCTOTHOM (CIIEKTPaJIbHOM) JHana3oHe.

o cepeannbl 90-X roi0B MPOILIOTo BEKa B JIOKAIBHBIX CETAX UCIOJIb30BAJICS
peXuM nepenaud, OCHOBaHHBIM Ha paszernsieMol cpene. Pasgpessiemoil cpenoit
HasbIBaeTcs (U3MYEcKas cpea Nepeadn JaHHbBIX, K KOTOPOH HEMOCPEeICTBEHHO
MIOAKIIFOYEHO HECKOJIBKO MEPelaTYMKOB Y3JI0B CETU. B KaXkIblii MOMEHT BpEMEHH
TOJBKO OJIMH U3 IEPEAATYNKOB KaKOro-IM00 y3a CeTH MOIy4aeT AOCTYI K pas-
JesIeMON Cpeie M HCIONb3YeT ee Ul Nepefadd JaHHBIX MPUEMHHKY JpPYroro
y371a, NOAKIIOUEHHOMY K 3TOMH K€ cpejie.

B Hacrosimee BpeMsl MEXaHW3M pa3/elIeHHs] CPEIbl HCIONb3yeTCs TOMBKO B
OeCTIpOBOJHBIX JOKAIBHBIX CETAX, TAE pa3feisieMOi Cpenod SBISIETCS paano-

a¢up.

2.9 Knaccuduxauus cereii

Bribopounas knaccuuKaims ceteil Mo pas3indHbIM OpPH3HAKAM IIPEACTaBiIc-
Ha Ha pUCyHKe 12.

IMepBUYHbBIE CETH — 3TO BCIOMOTATENbHBIC CETH OPraHMU3YIOUINE Mepeaady
MOJIe3HOM HATPY3KH BTOPUYHBIX ceTeil. OHHU MO3BONSIOT THOKO CO31aBaTh IIOCTO-
SIHHBIC (PU3NYECKUe ABYXTOYCUHBIC KaHAJBI IS IPYrux ceteid. Bropu4nbie ceTn
— 3TO BCE OCTAJIbHBIE CETH, KOTOPBIE IPEIOCTABISIOT YCIYT'H KOHEYHBIM IOTB30-
BaTENsIM M CTPOSITCS HA OCHOBE KaHAJIOB TIEPBUYHBIX CETEH.
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TeneKommyH WKaLMOHHbIEe CeTn

KomnbloTepHble ceTu

Paguocetu

TenedoHHble ceTu

Mo TeppuTOopUM NOKPbLITUS

Mo cnocoby koMMyTaLmm

JlokanbHble cetu nobanbHble ceTn [opoackue cetn
(LAN) (WAN) (MAN)
Mo cpene nepenaum
I
MpoBoaHLIe BecnpoBopaHble
MepHbie kabenu PapuokaHanbl
BenokerHe
onTuyeckue — CBY-kaHanbl
——«kabeAnt——
Mo Tononoruun WHdpakpacHblie
| | | | KaHanbl
Jla3zepHblie kaHanbl

CeTH ¢ KOMMyTaLME KaHarnos

CeTun c KOMMyTaLMen

nakeToB
Mo Bngam ycnyr o
0 BuAa I yeny | — [OeviTarpaMMHble ceTn
MepBuyHble BTopuyHble
CeTu Ha noru4eckux
COEIMHEHUsAX
CeTu Ha BUPTYyarnbHbIX
KaHanax
Mo npuHagnexHocTu
CeTu onepatopoB
KopnopaTtuBHbie MepcoHarnbHbie
CBAI3U
Mo yHKUMOHanNbHON ponu
ArperupoBaHua
CeTu pocryna MarucTpanbHble
Tpaduka

Pucynok 12 — Kiaccudukanms cereit
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CeTH onepaTopoB CBSI3U NPUHAJJIEKAT MOCTABIIHKAM YCIYT CBSI3U U MPENO-
CTaBJISAIOT ATH YCIYTU KIHeHTaM. KopnmopaTHBHBIE CeTH TPEIOCTABIISIOT YCIyTH
TOJIBKO COTPYIHUKaM MPeaNpUsThs, KOTOpoe BiajaeeT 3Toi ceThio. Ilepconasinb-
HbI€ CeTH HAaXOJSATCSA B JIMYHOM HCIIOIL30BAHUMU.

CeTn gocTyma — 3TO CETH, MPENOCTABIAIONINE TOCTYI UHIUBUAYATbHBIM U
KOPITOPATHBHBIM a0OHEHTaM OT WX MOMEIICHUH 10 TOYKU IPUCYTCTBHS ONEPaTO-
pa ceTu CBSI3W WIM ollepaTopa KOpIOpaTUBHOM ceTu. MarucrpajibHble CeTH —
9TO CETH, MPEACTABJISIONIUE COo00N HamboJee CKOPOCTHYIO 4acTh (SIPO) TJI0-
0anmpHOI ceTH, KoTopasl OOBEAMHACT MHOTOYHCIICHHBIC CETH JOCTYIa B CAUHYIO
cetb. CeTn arperupoBanusi Tpagpuka — 3TO CETH, arperupyrolIne JaHHbIE OT
MHOT'OYHCIICHHBIX CeTeH OCTYIa JJIsi KOMITAKTHOW TIepeadn UX 10 HEOOIBIIOMY
YHUCTy KaHAJIOB CBS3HM B MAarMCTPAIBHYIO CETh.

B coBpeMEHHBIX KOMIIBIOTEPHBIX CETSX Yallle MCIOIB3YIOTCS JIOKAIBHBIC U
rio0anbHble ceTd. JlJisi cTallMOHAPHBIX CETEBBIX YCTPOMCTB HAaHOOJbIIIee PacIpo-
CTpaHeHHE TMOJYYMIN MPOBOJIHBIE CETH C UCIOJIb30BAaHMEM MeEIHBIX Kalelnei, a
JUIT MOOWJIBHBIX — OECIPOBOMHBIC C MCIOIB30BAHUEM pajrokaHaaos. [1o Tomo-
JIOTUY Yallle BCEro BCTPEYAIOTCS CETH C IpeBOBUIHON Tomoorueiil. I1o cnocoly
KOMMyTaL[I/II/I OAABJIAOIICEC KOJIUYECCTBO KOM]'II)IOTepHI)IX CeTeﬁ PIC]'IOJ'IB?,yeT
MIPUHIUI KOMMYTallUU TTaKeTOB. B 3aBUCHMOCTH OT MPUHAIEKHOCTH BCE KJac-
CBI CeTel MONYyYMIIM JOCTaTOuHOe pacrpocTpaneHne. CeTH arperupoBaHus Tpa-
(uKa He Bceryia IPUCYTCTBYIOT B KAYECTBE MOCPEIHUKA MEXKITY MaruCTpabHbIMU
CETSMHU U CETSIMH JIOCTYTIA.

KOHTPOJ]LHLIC BOIIPOCHI

1 JlaiiTe OHSATHE JTOKAIBHOM CETH.

2 Yro taxoe riodanbHas ceTb?

3 B uem oriinune HHPOKOMMYHHKALMOHHOM CETH OT TeJIEKOMMYHHUKAIIMOHHOW?

4 TlepeunciuTe OCHOBHBIE 3TAllbl CTAHOBJICHUS COBPEMEHHBIX I7100aIbHBIX U JIOKAJIb-
HBIX KOMIIBIOTEPHBIX CETEH.

5 INpuBeauTe mpumepsl TOro, uro MHTEpHET sBisercs (pakTopoM Pa3BUTHS CETEBBIX
TEXHOJIOTHH.

6 Uto Takoe HHTEpHET Bellei?

7 Kakue opranuzanyy oTBeyaroT 3a pa3Butue Muarepuera?

8 Hazoure ypoBuu Mozaenu OS| u periaembie UMH 3a1a4H.

9 IMepeuncnure ypoBau mozenu OS|, 3a1a4n KOTOPHIX BHIMOIHSIIOT KOMMYTATOPBIL.

10 Mepeuncnure ypoBuu mMomenu OSI, 3a1adu KOTOPBIX BBIMONHSIOT MapIIPyTH3aTO-
PBL

11 Yto Takoe MexypOBHEBBIN HHTEpdEiic?

12 Jlaiite moHsITHE TPOTOKOIY.

13 Pacnpenenure ocHOBHBbIe (HYHKIUH WH()OPMAIIMOHHOW OE30MACHOCTH TI0 YPOBHIM
mopnenu OSI.

14 TlepeuncauTe THUIIOBBIC TOMOJIOTHH CETH, UX JJOCTOMHCTBA U HEJJOCTATKH.

15 KaxoBbI OCHOBHBIC IPUHIIMIIBI aIPECAIIAN B CETSIX?
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16 INpuBeauTe KIaccH(HUKAIUIO aAPECOB.

17 Yto Takoe koMMyTarms?

18 Jlaiite moHsTHE 3JIEMEHTAPHOMY KaHAIy?

19 B kakux cucreMax nepeaadr UCIONb3yeTcss KOMMYTAIi KaHaioB?

20 B xakux cucTeMax nepegadr HCIOIb3yeTCsl KOMMYTaIlii ITakeToB?

21 CpaBHuTE CBOMCTBa KOMMYTAIMN KaHAJIOB ¥ KOMMYTAIlH IIAKETOB.

22 Yro Takoe METpHKa U JUIS YETO OHA HCIIOIB3YeTCs?

23 Kakwue 3a/1a4u periaet MapipyTu3ams?

24 Kakum 00pa3oM opraHu3yeTcs AefTarpaMMHBII Crtocod nepenayn JaHHBIX ?

25 KakoBbl ocHOBHEIE (a3bl mepeqaur HHQOpPMAIMK C YCTAHOBICHHEM JIOTHYECKOIO
COEJTMHEHUS ?

26 Uto Takoe BUPTYalbHbIA KaHai?

27 JInst Kakux [enel NCIob3yeTcs MyJIbTHINIEKCHpOBaHNe Tpaduka?

28 Tlo xakuM IpU3HAKaM MPOM3BOIUTCS KIACCHUKAIMS CeTer?

29 Uro Takoe nepBUYHAs CETh?

30 B ueM OCHOBHOE OTJIMYHE CETEH ONepaTopoB YCIIYr, KOPIOPATUBHBIX M HEPCOHAIIb-
HBIX ceTeit?

31 Jlns kakuXx 1enei npeqHa3HaueHbl CeTh JIocTyna?

32 Yro Takoe cern arperupoBanus Tpapuxa?
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3 ¥YI'PO3bl, YSA3BUMOCTHU U PUCKHU
HUH®OPMAIIMOHHOM BE3OITACHOCTH

3.1 IMonsiTne yrpo3sl HH(pOPMANMOHHOH §e30MaCHOCTH

B cootBercTBUM € rocymapcTBeHHBIM cTaHmapToM PecmyOnmku benapychk
50922-2006 «3amura uadopmarn. OCHOBHBIE TEPMUHBI U ONPECICHUSD) YIPo-
3a (Ge3omacHocTH MHGOPMANMH) — 3TO COBOKYIMHOCTh YCIOBUIl U (aKkTOpOB,
CO3JAIONIMX MOTEHIMAIBHYIO WIH PEAIbHYIO CYIIECTBYIOIIYIO ONACHOCTb Hapy-
1IeHus: 6€30MacHOCTH HH(OPMALIIH.

Yrpo3a 6e3onacHocTH HH(POPMANMOHHOH CHCTEMbI — 3TO BO3MO)KHOE BO3-
JICUCTBHE HAa CHCTEMY, KOTOPOE IPSIMO MIJIM KOCBEHHO MOYKET HaHEeCTH ymepO ee
Oe3omacHOCTH. YIpo3a, Kak cleldyeT U3 ONpeNeNIeHUs, — 9TO ONacHOCTh IPHYH-
HEHUsl ylep0a, TO €CTh B 3TOM OIPE/ICICHHH MPOSBIISETCS JKECTKask CBSI3b TeX-
HUYECKUX TPOOJIEM C IOPUINUECKOM KaTeropueil, KakoBOM SBIISETCS «yIIepo».

[TposiBiieHHsI BO3SMOXXHOTO yiiiepOa MOTyT OBITh Pa3iIMYHBIL:

— MOpaJbHBIA M MaTepUaIbHbIN YIIepO AENOBON permyTaluy OpraHu3aium;

—MOpaJbHbIH, (U3MYECKHI WM MaTepUANbHBIN YIIepO, CBsS3aHHBIN C pas-
rJaneHueM IepCOHATbHBIX JaHHBIX OTJENbHbIX JIHLL;

—MarepualbHbli ((PUHAHCOBBIH) yiepO OT pasriialleHus 3aluInaeMon (KoH-
(buneHInanbHOM) HHpOPMAIHH;

—MarepualbHblil (pUHAHCOBBIN) yiIepO OT HEOOXOIUMOCTH BOCCTAHOBIICHUS
HapYIIEHHBIX 3alIMIIAaeMbIX HHPOPMALOHHBIX PECYPCOB;

— MaTepHaJIbHBIN ymiepO (IOTepH) OT HEBO3MOXKHOCTH BBITOJHEHHS B3ATHIX
Ha ce0st 00513aTeNbCTB Mepe] TPEThel CTOPOHOI H T. II.

Yrpozamu 6e30macHOCTH HHGOPMALUH ABIIAIOTCS HApYIIEHHS IpH obecrede-
HHU:

— KOH(pHICHIINATBHOCTH;

— IOCTYITHOCTH;

— IIEJIOCTHOCTH.

Hapymiennst npu obecrieueHny KOH(PHUICHINATHHOCTH:

— XuiieHne (KomupoBaHue) HHGOPMAIMU U CPEJICTB ee 00paboTKH;

—yTpara (HeyMBIIIUIEHHAS TTOTepsl, YTeUKa) HHPOpMAaIni U CpencTB ee oOpa-
0OTKH.

Hapymienus npu obecriedeHnH JOCTYITHOCTH:

— OJokupoBaHHE HHPOPMAIINH;

— YHHYTOXXCHHE MH(OPMAIIUH U CPEICTB ee 00padOTKH.

Hapymenns npu obecriedeHnn eI0CTHOCTH:

—Moandukanus (MCKaxeHne) HHPOpMaIHy;

— OTpHUIIAaHUE NOATMHHOCTH HH(OPMALIIH;
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— HaBsA3bIBAHUE JIOXKHON HHOOPMAIIUH.

Kpome Toro, yrpo3bl MOryT KIaCCH(HIHPOBATHCS O MHOTHM JPYIHM TIpH-
3HaKaM, HalpUMep, 1Mo XapaKkTepy:

— Cnyyaiinble (OTKa3bl, cOOM, OMIMOKH, CTUXHWitHBIE sBieHHs). CiydaiiHble
yIpo3bl 00YCIIOBJIEHBI HEJOCTATOYHOW HA/IEKHOCTBIO alllapaTypbl U MporpamMmm-
HBIX TPOAYKTOB, HEJOIMYCTHMBIM YPOBHEM BHEIIHHX BO3JCHCTBHUIl, OIIMOKaMu
nepcoHana. MeTozbl OIEHKH BO3JEHCTBHUSI STHX yrpo3 paccMaTpHBAIOTCA, Kak
MpaBWIoO, B TEOPUH HANSKHOCTH, TPOrPAMMHUPOBAHUH, WHKECHEPHOH MCHUXOIO-
THH.

—IlpenHaMepeHHbIe (310YMBIIUIEHHBIE JEUCTBHsI CyObekToB). Jlns HecaHk-
LIMOHUPOBAHHOT'O JOCTYIa K HH(POpMAIMK HAPYIIUTETh MOXKET BOCIIOIb30BATHCS
HITATHBIMH KaHATaMH JOCTYIA, €CM MO OTHOUICHHIO K HUM HE MPEINPUHSTHI
HUKAaKHe MEpbl 3alllUThl, JHOO HEIITATHBIMH KaHaJaMH JOCTYNa, K KOTOPBIM
NPUHATO OTHOCHUTH: MOOOYHOE DIIEKTPOMArHUTHOE W3JIydyeHHe HH(POPMALUH C
annapaTtypbl CHCTEMbI, TOOOYHbIE HABOAKU MH(OPMAILIUK MO CETH AJICKTPOIUTA-
HHS U 3a3CMJICHUS, HO60'-IHBIC HaBOJKHU I/IH(bOpMaLII/II/I Ha BCIIOMOI'aTCJIbHBIX KOM-
MYHUKAIUAX, NOAKIIOYCHNE K BHCIIHUM KaHajlaM CBA3U U T. II.

CosokynHocTh Beex yrpo3 T = {Ty, Ty, ... Ty, } (ot anru. threat), kotopsie B TO#
WJIN WHOW CTETIeHW MOTYT HaHecTH ymepO Oe30MacHOCTH CHUCTEMBI, (JOPMHUPYIOT
peanbHyI0 cpeny ee QpyHKIMOHMpoBaHMA. VIMEHHO Ha Takoe (YHKIMOHHPOBaHHE
ClIelyeT pacCUUThIBaTh IPH IKCIUTyaTallid OOBEKTOB XKENE3HOIOPOKHOIO TpaHC-
nopra. JIto0ast yrpo3a He MOXKET CYIIIECTBOBATh caMa 1o cede — y Hee JIOIKEH ObITh
HCTOYHHK, KOTOPBIN SBISIETCS HOCHTENEM Yrpo3bl O€30MacHOCTH MH(OPMAalUH.
HcTounuk yrpo3nl 6e3onacHocTd HHpopMauuu — cyOobekT ((HU3nIecKoe JIHLO,
MaTepHajbHbIA OOBEKT WM (HU3UYECKOe SBICHHE), SBIIOMIMICS Hemocpes-
CTBEHHON NPUYMHOW BO3HMKHOBEHHs Yrpo3bl Oe3zomacHocTH uH(popmaimu. B
Ka4yecTBE MCTOYHHUKOB YIPO3 MOT'YT BBICTYIATh KaK CyOBEKTHl (JINYHOCTB), TaK U
OOBEKTUBHBIC MpPOSBICHUS. [IpHdeM, MCTOUHHKH yrpo3 MOTYT HAaXOIHUThCS Kak
BHYTPH 3allIMIaeMOi OpraHW3alMil — BHYTPEHHHE HCTOYHUKH, TaK M BHE e€e —
BHEIIHHE HCTOYHUKH.

Bce ncrounnkm yrpo3 6e30macHOCTH HHPOPMALMH MOKHO Pa3leinuTh Ha TPH
OCHOBHBIE I'PYIIIIBL:

1 O6ycnoBneHHbIE JACHCTBUAMH CYOBEKTa (QaHTPONOTCHHBIE WMCTOYHHUKHI
yrpos).

2 OOyCIOBIICHHBIE TEXHUYECKUMH CPEICTBAMHU (TEXHOTCHHBIC HCTOYHHKH
YTPO3HI).

3 OOyCIOBIICHHBIE CTUXUIHBIMU UCTOYHUKAMHU.

AHTpPOTIOreHHBIMH HCTOYHUKAMHU Yrpo3 Oe30MacHOCTH WH(OPMAaIHU BBICTY-
NarT CYOBEKTHI, ACHCTBHS KOTOPHIX MOT'YT OBITh KBaMH()UIUPOBAHEI KaK yMBIIII-
JICHHBIC WM CIy4YaifHble TpecTyIUIeH:Hs. TONBKO B 3TOM ClIydae MOXKHO TOBOPHT
0 mpuuyMHeHHH ymiepba. OTa rpynma HambOonee OOMMpPHA W TIPENCTABISIET

45



HaWOOJIBIINI WHTEPEC C TOYKH 3PEHUsI OPraHU3alMK 3aIIUThI, TaK KaK JeHCTBHS
cyOBeKTa Bcerja MOXKHO OLEHNTh, CIIPOTHO3UPOBATH M MPUHSATH aJleKBaTHBIE Me-
pBl. MeToas!l NPOTUBOAEUCTBHS B 3TOM Cllydae YIpaBIsIEMBbl U HApsIMYIO 3aBU-
CSIT OT BOJIM OPIaHU3aTOPOB 3aIIUTH HH(POPMAIHH.

B kxauecTBe aHTPONOreHHOr0 UCTOYHUKA YTPO3 MOXXHO PacCMaTpUBaTh CyOh-
€KTa, UMEIOIIEro JOCTYI (CAaHKIMOHMPOBAHHBIA WM HECAHKIMOHHPOBAHHBINA) K
paboTe co ITATHBIMH CPEICTBAMH 3aLIUIIIAEMOr0 00BEKTa.

BHemrHre MCTOYHUKK MOTYT OBITh CIIYYaHHBIMU WM NpEeAHaMEPEHHBIMH U
UMETh Pa3HbId ypOBeHb KBanudukaiuu. BHyTpeHHHE CyOBEKTHl (MCTOYHUKH),
KaK MPaBHJIO, MPEICTaBISIOT CO00I BBHICOKOKBAIH(DUIIMPOBAHHBIX CIICIHAINCTOB
B 00J1acTu pa3pabOTKH U IKCIUTyaTallMy IPOrPaMMHOTO 00ECIIeUeHHs U TEXHUYe-
CKHUX CPEJICTB, 3HAKOMBI CO CIEeU(UKOI perraeMbIX 3aa4, CTPYKTYpOil 1 OCHOB-
HBIMH (YHKIMSIMM W TPUHIMIAMU Pa0OThl MPOrpaMMHO-AINIapaTHBIX CPEICTB
3alMThl HHPOPMAIIMK, UMEIOT BO3MOXKHOCTh HCIIOJIB30BaHMS ITATHOTO 00O0pY-
JOBaHUA U TEXHUYCCKUX CPEJCTB CCTH.

Bropas rpynna cCoaepKUT UCTOYHUKHU yIpo3, ONpPENEIsieMble TEXHOKpaTHIE-
CKOM JeATeNbHOCTHIO YeNOBeKa M pa3BUTHEM IuBHIM3anuu. OnHako mocien-
CTBH:A, BbI3BAHHBIC TaKoH JACATCIIbHOCTBIO, BBIIIIIU U3-110J] KOHTPOJIA YC€JIOBEKa U
CYIIECTBYIOT caMu HO ceOe. JlaHHBI KJacC MCTOYHUKOB yrpo3 0e30HacHOCTH
nH(pOpManUK 0COOCHHO aKTyalleH B COBPEMEHHBIX YCIOBHAX, TAK KaK B CIIOXKHB-
LIMXCSl YCIIOBUSIX IKCIEPTHI OXKUAAIOT PE3KOI0 POCTA YKCNIAa TEXHOI'CHHBIX KaTa-
cTpod, BBI3BaHHBIX (PU3UYECKMM M MOPAJIBHBIM YCTapEBaHHEM MCIIOIb3YEMOro
000pyI0oBaHys, a TAKXKE OTCYTCTBHEM MAaTepHaNIbHBIX CPEICTB HA €ro OOHOBIIE-
HHE.

TpeTbs rpynma UCTOYHUKOB Yrpo3 0ObEAMHSET 0OCTOATENHCTBA, COCTABIIAIO-
IIKe HEPEOAOIUMYIO CUITY, TO €CTh TaKHe 00CTOSTENbCTBA, KOTOPhIE HOCAT 00b-
eKTHUBHBIN 1 aOCONIOTHBIA XapakTep, pacnpocTpansitomuiics Ha Bcex. K Hemnpe-
OOJINMOM CHJIE B 3aKOHOAATEILCTBE U JOIOBOPHOM MPAKTHKE OTHOCAT CTUXUH-
HbIE O€/ICTBUS MIIM WHBIE OOCTOSTENHCTBA, KOTOPHIE HEBO3MOXHO MPEAYCMOTPETh
WIN TIPEJOTBPATHTh WM BO3MOXKHO IPEAYCMOTPETh, HO HEBO3MOXHO IIPEIOT-
BpaTUTh NIPH COBPEMEHHOM YPOBHE YEJIOBEYECKOI'0 3HAHHMS M BO3MOXHOCTEH.
Takue MCTOYHMKU yrpo3 COBEPIIECHHO HE MOIAAIOTCA MPOTHO3UPOBAHUIO, U I0-
3TOMY MEpHI 3aIIUTHI OT HUX JOJKHBI IPUMEHSATHCS BCETTIA.

CruxuiiHble UCTOYHUKHA TOTEHIUANBHBIX YIpo3 WHPOPMAIMOHHOW Oe3omac-
HOCTH, KakK TIPAaBHIJIO, SIBIISIOTCS BHEITHWMH IO OTHOIICHHIO K 3alIUIaeMOMY
00BEKTY | 0]l HUIMH TIOHUMAIOTCS, TPEXK/IE BCETO, MPUPOIHBIEC KATAKIM3MBI.

[Ipumepnas kmaccudukamys W nepedyeHb MCTOYHHUKOB YIpo3 MPUBEICHBI B
Tabmute 4.

3.2 YA3BUMOCTH HH(OPMAIMOHHBIX CHCTEM

Yr‘po351, KaK BO3MOXKHBIC OIACHOCTU COBCPHICHUSA Kakoro-ianoo ,Z[Cf/iCTBI/ISI,
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HaIpaBJICHHOT'O MPOTUB 00BEKTA 3aIUTHI, MPOSIBIISIOTCS HE caMHM 110 cede, a Je-
pe3 YSA3BUMOCTH, IIPUBOSIIHE K HAPYIIEHHIO 0e30MacHOCTH MH(OpMannK B KOH-
KpEeTHOH HHPOPMAIIIOHHON CHCTEME.

B cootBercTBUM C rocymapcTBeHHBIM cTaHmapToM PecrmyOnmku benmapychk
50922-2006 «3amura nabpopMaryyu. OCHOBHBIE TEPMHUHBI M ONpPEIEICHUS Y3~
BHMOCTH HH(OPMAIIMOHHON CHCTEMBI — CBOHCTBO MH(OPMAIIOHHON CUCTEMBI,
00yclaBIMBaloIiee BOSMOXKHOCTh peajii3alliy Yrpo3 0e30macHoCcTH 00padaThiBa-
€MOii B Hell HH(pOpMaIHH.

VYS3BUMOCTH NPHUCYIIM WH(POPMAIIMOHHON CHCTEME, HEOTAEIMMBI OT Hee U
00YCIIOBIIBAIOTCST HEAOCTAaTKaMHU TIpoliecca (YHKIIMOHUPOBAHUS, CBOWCTBaMHU
ApXHUTEKTYPHl aBTOMaTH3UPOBAHHBIX CUCTEM, ITPOTOKOIAMHU 0OMeHa 1 HHTepdei-
caMH, TIPUMEHSIEMBIMHU MIPOTPaMMHBIM OOECIIEYeHWEM W aInapaTHOM Iiatgop-
MOM, YCIOBHSIMM IKCILTyaTalli U PaCHONIOKEHUSI.

Tabnuya 4 — Knaccugpuxayus u nepeuens ucmouHuxkos yepo3 un@opmayuonnoil bezonac-
Hocmu

KpuMHHAJIbHbBIE CTPYKTYPBI
HOTCHLII/laJ'lebIC l'lpeCTyl'lHl/lKl/l )54 XaKepbl
HenoOpocoBecTHbIE TaPTHEPBI
Buemnne TexHuueckuil nepcoHan IOCTABIIMKOB TEIEKOMMYHHUKALIMOHHBIX
ycIyr
IIpencraBuTenn HAJA30pPHBIX OPraHU3ALMI U aBapHIHBIX CIIYX)KO
ITpencTaBUTENN CUIIOBBIX CTPYKTYP
OCHOBHOI1 nepcoHa (I0JIb30BATEIH, ITPOrPAMMHUCTBI, Pa3paboTdH-
KH)
Buyrpennune | IlpencraButenu ciy>kObl 3a1UTh HHGOPMAIHH (2 IMHHUCTPATOPHI)
BcenomorarenpHblid nepcoHan (yOOpIIMKY, OXpaHa)
TexHuueckuil nepcoHan (KU3HeoOecnedeHue, IKCIUTyaTalys)
CpezcTsa cBsi3u
CeTH MHKEHEPHBIX KOMMYHHUKAaLUH (BOZOCHAO)KEHMs, KaHAIM3a-
LIUH)
Tpancnopt
HekadecTBeHHbIE TEXHMYECKHE CPEICTBA 00padOTKU MHPOpMALUU
HexkavecTBeHHbIEe MpOrpaMMHbIE cpeicTBa 00paboTKK HH(POPMAUU
BcnomoraTenbHble cpencTBa (OXpaHbl, CHTHAJIM3ALUH, TenedoHnm)
Jlpyrue TeXHHUYECKHE CPEICTBA, IPUMEHIECMbIC B YUPESKICHUH
Tloxapbt
3emnerpsiceHus
Hapomnenust

Cruxuii- Yparansl
Hble UCTOY- | BuemHmne MarHuTHble Oypr

HHUKI PaoakTHBHOE H3TyYeHHE

Pa3nuuHble HelpeIBUICHHBIE 00CTOSTENbCTBA
HeoObsicHUMBIE SIBICHHS
Jpyrue ¢hopc-MaxopHbIe 00CTOATENbCTBA

Hcrounmku Yrpo3 MOryT HUCHOJIB30BaTh YA3BUMOCTH JId HApPYIICHUA 0e3-

AHTpOII0-
T'CHHBIC
UCTOYHUKH

Buemnue

Texnoren-
HBIE HCTOY-
HUKHA

Buytpennue
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OITaCHOCTH MH(OPMAILUH, MOIYUSHHSI HE3aKOHHOI BBITONBI (HaHEceHHs yIepoOa
COOCTBEHHUKY, BIaJIeJbIly, Onb30Bartento nadopmannu). Kaxmaoit yrpose moryr
OBITH COMOCTaBJICHBI PA3JIMYHBIE YSI3BHMOCTH. YCTpaHEHHE WM CYHIECTBEHHOE
ociabJyieHre ysI3BUMOCTEH BJIMSET Ha BO3MOXKHOCTh peaji3anuy yrpo3 Oesomac-
HOCTH MH(OpMAaLUH.

VYs3BuMocTH 6€30MacHOCTH HH(OPMAIIH MOTYT OBITh:

— 00bEKTHBHBIMU;

— CyOBEKTUBHBIMH;

— CIIy4aliHBIMHU.

OOBEKTUBHBIE YSI3BUMOCTH 3aBHUCST OT OCOOCHHOCTEW MOCTPOSHHS U TEXHH-
YECKUX XapaKTepUCTHUK 00OPYAOBaHUS, IPUMEHSEMOro Ha 3alHIIaeMOM O0BEeK-
te. [TonHOEe ycTpaHeHHE 3THUX YSI3BHMOCTEH HEBO3MOXXHO, HO OHHM MOTYT CyIIe-
CTBEHHO OCJHaOJAThCS TEXHHYECKUMU M HHXEHEPHO-TEXHUYECKHMMH METOJIaMH
HaprpoOBaHUs Yrpo3 0€30MacHOCTH HHPOPMAIHH.

CyObeKTHBHBIE YS3BUMOCTH 3aBUCAT OT JCUCTBUN COTPYAHUKOB M, B OCHOB-
HOM YCTPAHSIOTCA OPTaHHU3allMOHHBIMHA U MIPOrpaMMHO-alnapaTHbIMU METOJaMH.

CrnydaiiHbple yA3BHMOCTH 3aBHCST OT OCOOCHHOCTEH OKpY)Kalollel 3aIuiae-
MBI OOBEKT CPebl U HEMPEABUACHHBIX 00CTOSATEIBCTB. DTH (HaKTOPhI, KaK Ipa-
BUJIO, MAJIO NIPEJICKa3yeMbl U UX YCTPaHEHHE BO3MOXKHO TOJIBKO MPH NIPOBEACHUH
KOMIUIEKCA OpPraHM3alMOHHBIX M HHKCHEPHO-TEXHUUYECKUX MEPOIPHUITHH II0
MIPOTUBOACHCTBHUIO, Yrpo3aM WH(OPMALIMOHHOM 6e3011aCHOCTH.

[MpumepHas knaccudukanys W TepeveHb YI3BUMOCTEH HH(POPMAIIMOHHON
0e30MacHOCTH MPUBE/ICHBI B Tabnuiax 5—7.

Tabnuya 5 — Knaccugurayus u nepeuenv 00beKMUGHbIX YS36UMOCHEN UHGOPMAYUOHHOT
bezonacrocmu

DrnekTpoMarHuTHbIC (TOGOYHBIC H3Ty4EHHS JJIEMEHTOB TEXHHYECKHX
CPE/CTB, KaOCIbHbIX JIMHUM, H3Ty4CHHUs HA 4AaCTOTaX pabOoThl FEHEPaTOPOB 1
ComyTcTBytomue o
CaMOBO30YKICHHS yCHIIUTENCH)
TEXHHYCCKUM —
cpencTeam Onekrpuueckue (HABOAKM NEKTPOMATHUTHBIX M3/Ty4CHHI HA JIMHUU U PO~
S BOZHUKH, IIPOCAYNBAHNE CUTHAIIOB B LICMH SJICKTPONUTAHMS, B IICIH 3a3EMIIe-
HHSI, HOPABHOMEPHOCTh MOTPEOICHHS TOKA JJICKTPOITHTAHNUSL)
3ByKoBbI€ (aKyCTHUECKHE, BUOPOAKYCTHIECKHE)
AnmnapaTHble 3aKJIaAKH (B TeaeOHHbIC INHUN, B CETH DICKTPOIUTAHHS, B
MIOMEIICHHSX, B TEXHUYECKHX CPEACTBAX)
AKTHBH3HPYEMBbIC
IporpamMmHBIe 3aKIaaKH (BPEIOHOCHBIE MPOrPAMMBI, TEXHOIOTHYECKUE
BBIXOJIbI M3 TPOrpaMM, HeseranbHbie komnuu 110)
Omnpenensembie DneMeHTHI, OJBEP/KCHHBIC BO3ACHCTBUIO 3JICKTPOMarHUTHOTO moutst (Mar-
0COOEHHOCTSIMU HHUTHBIEC HOCHTEIN, MUKPOCXEMBI, HETMHEITHBIE 2JIEMEHTHI, O/[BEPKCHHBIC
2JIEMEHTOB BY HaBsA3BIBAHHIO)
Onpenensiembie MecromnonoxeHneM 00bexta (OTCYyTCTBHE KOHTPOJIMPYEMOii 30HBI, HAIMYHE
0COBEHHOCTSIMI yAQJICHHBIX H MOOMIIBHBIX 2JIEMEHTOB 00BEKTa)
3aIUIIaeMOro Oprauun3arueil KaHainoB oOMeHa HH(popMmarueil (MConb30BaHNe paJHOKaHa-
0o0BeKTa JIOB, T100aJIBHBIX HH()OPMALOHHBIX CETEH, apEH/YEMbIX KaHAJIOB)
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Tabruya 6 — Knaccughuxayus u nepeuensv cyObeKmusHbIX Ys36UMOCHel UHPOPMAYUOHHOU

bezonacnocmu

Oumoxu
(XaJlaTHOCTb)

ITpu noaroroske u ucnons3oBaruu 110 (pu pa3paboTke aIropuTMOB, IPH
HMHCTAJULILIHK | 3arpy3Ke, IPU IKCIUTyaTaluy, IPH BBOJE JaHHBIX, IIPH
HACTPOHKE CEPBHCOB)

le/[ OKCILTyaTallUl TEXHUYECKUX CPEACTB (HpI/I BKJIFOYEHUH/BBIKJIFOUECHHH
TEXHUYECCKUX CPEACTB, IIPU UCITOJIb30BAHUN TEXHUICCKUX CPEACTB OXpaHBI)

HexomnerenTHble aeictust (Ipr KOHGUIYPHUPOBAHMH U YIIPABJICHUH CIIOK-

HOM cucTeMsl, pu Hactpoiike I10, mpu opraHu3alnuy ynpasieHus IOTOKaMU
obMeHa HH(HOPMALIMH, TP HACTPOHKE TEXHHYECKUX CPEACTB, IIPU HACTPOHKE
LITATHBIX CPEJICTB 3aILUTHI)

Heywmbinuiennsie gefictBus (nospexaenue win ynanenue [10, nanHbIX, HO-
curteneil nHQOpPMAIMY, KaHAJIOB CBS3H

Hapymenus

PexxuMa OXpaHbl M 3aIUTHI (HOCTyNa Ha OOBEKT, K TEXHUYECKHM CPE/CTBAM,
co0JIHOIeHHs] KOH(DHIEHIIMAIbHOCTH)

PexxnmMa sKcrutyaranuu TexHudeckux cpencts u [10 (sHeproobecreuenus,
)KPI3HCO6CCHC‘-[CHHS{, yCTaHOBKl/l HEUITATHOI'O 060py)103a1-n/m, HWHCTAJIIALUA
UIPOBOro, 00y4YaroIIero, HeTaTHOro TexHosornyeckoro [10)

Ucnonb3osanus uHdopmarnu (00paboTku 1 oOMeHa nHdOpMale, XpaHe-
HHS M YHUYTOXEHUSI HOCUTeNed MH(POPMALUK, YHUUYTOXKEHUS POU3BOJI-
CTBECHHBIX OTXOJIOB U Opaka)

IIcuxorennsie

[Mcuxosnornyeckne (aHTArOHUCTUYECKUE OTHOLICHHS, HEY/[OBJIETBOPEHHOCTh
CBOMM MOJIOKECHUEM, e CTBHSMHU PyKOBOJICTBA, ICHXOJIOTHYECKast HECOBM e~
CTUMOCTB)

Icuxudeckue (IICHXHYECKHE OTKIIOHCHHS, CTPECCOBBIE CHTYAIINHN)

Dusponorudeckue (pU3NIECKOe COCTOSIHAE, ICHXOCOMATHYECKOE COCTOSHHUE)

Tabnuya 7 — Knaccugurayus u nepedens ciyyaiHblX ysa36UMocmell UH@GOpMayuoHHOU

besonacrocmu

COou 1 0TKa3bI

OTKas3bl ¥ HEMCIPABHOCTH TEXHUYECKUX CPencTB (0OpabaTpiBarommx HHOOP-
Maluio, 00eCIeYnBaIOIMX PadOTOCIOCOOHOCTD CPeaCTB 00pabOTKH HHPOP-
Mal[uH, 00eCIIeYNBaOIMX OXPaHy U KOHTPOIIb J0CTYIIA)

CrapeHne 0 pa3MarHMYUBaHUe HOCHTENeH nHPpopMalu (CheMHBIX HOCUTE-
JIeHl, JKECTKHX [IMCKOB, DJIEMEHTOB MHKPOCXEM, KaOelell i COeMHHUTENbHBIX
JIMHAN)

C6omu I1O (onepanuonnbix cucteM U CYB/I, mpuKIagHbIX IpOrpaMm, cep-
BHCHBIX IPOTPaMM, aHTHBHUPYCHBIX IIPOTPaMM)

C6omu anekTpocHad)eHus (060pynoBaHus, 00padaThIBaOIIEro HHGOPMAIHIO,
BCIIOMOraTeIbHOr0 000PY/1OBaHMs)

CoBokymHOCTh ys3BuUMOcTel nHpopMmanmonHoi cucteMsl V = {Vy, Vo, ... Vi, }
(ot anmrn. vulnerability) orpannumBaer cdepy ee dKCIUTyaTald U PEXXUMBI (PYHK-
[UOHUPOBAHHUSL. MaKCUMAIBHO TIOJTHOE TIPEJICTABICHHE 00 YSI3BUMOCTSIX TIO3BOJISET
OPUMEHUTH AJCKBATHBIC MEPHI M0 MX MUHHAMU3ALMH W, TeM CaMbIM, YCTPAHUTh
BO3MOJKHBIC [TOCIIEACTBUS OT BO3ACHCTBHS yrpo3.

IMpy HaTMYMK MHOXKECTBA YA3BUMOCTEH MH(OPMALIMOHHON CHCTAMBI i MHOJKe-
CTBa yrpo3 ee GEe30MaCHOCTU B PEATbHBIX YCIOBUSIX (DYHKIIMOHHUPOBAHHUS BEJIHKA
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BEPOSTHOCTh PeaM3aliy OJHON U3 TAKUX YIPO3 Yepe3 KaKylo-TH00 YSI3BHUMOCTb.

ATaka — 3TO BO3MOXXHBIE ITOCIIEACTBHS peal3aluyl yrpo3bl IpH B3auMO/IeH-
CTBMM MCTOYHHKA YIPO3BI Yepe3 MMEIOUINEcs] ySI3BUMOCTH. ATaka — 3TO BCEraa
rapa «UCTOYHUK — YS3BUMOCTBY, peali3yIomiasi yrpo3y ¥ HPUBOASIIAs K YIIEp-
Oy. B3auMocBs3p MmoHSATHH yrpo3a, YI3BUMOCTh U aTaka IPOWLIIOCTPUPOBaHa Ha
pucynke 13. Jlnist Toro, 4ToObI MPOM30ILIA aTaka HEOOXOANMO, YTOOBI peaTn30Ba-
Jlach KOHKPETHAs Yrpo3a MpU B3aMMOJEUCTBUY MCTOYHUKA JAHHOH yrpo3bl ¢ KOH-
KPETHOH YSI3BHUMOCTHIO WH(OPMAIMOHHOW CHUCTEMBI B 00XOJ CHCTEMBI 3alllUTHI
nHdopmaryu (pucyHok 14). Jlns xaxmoi u3 yrpo3 6e3onacHocTH MH(OpPMaIMOH-
HOHM CHCTEMBI MOXKHO OIPEAENUTh TOIMHOXKECTBO ysizBumocted VT < V, uepes
KOTOpBIE JaHHAs YTPO3a MOXKET peaTu30BaThCs.

Be3onacHbIil WK 3aIMAIIEHHBIH 00bEKT — 3TO O0BEKT CO CPEICTBAMH 3a-
LINUTBI, KOTOPBIE YCIEIHO ¥ 3((EKTUBHO MPOTUBOCTOAT Yrpo3aM 0e30MacHOCTH.

McTouHmKn

Yrposbl
yrpo3

YazsumocTu

NHdopmaumoHHasn

cucrtema

Pucynok 13 — B3aumocBsi3b MOHATHIA YProsa, ysi3BUMOCTb M aTaka

3.3 Pucku nngopManuoHHOI 6€30MaCHOCTH

Ynpasienne nHGpOPMALUMOHHBIMM PUCKAMHU — CUCTEMHBIH NPOLECC UIIECH-
TU(UKAIUH, KOHTPOJISA M YMEHBIICHUS HH()OPMAIIMOHHBIX PUCKOB OpraHHU3alMil B
COOTBETCTBHH C ONpPE/IEICHHBIMU OTPaHHYCHUSIMA HOPMAaTHBHO-TIPABOBOH 0a3bl
(HITB) B obmactu 3ammThl HHPOPMAIMK B COOCTBEHHOW KOPIIOPATHBHOMN ITONH-
THKH 0€30I1aCHOCTH.

3ammra akTHBOB CBS3aHA C JEATEIBHOCTHIO IO MPEIOTBPALICHHIO YIpo3,
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KJIaccH(UIMpyeMBbIX B 3aBUCHMOCTH OT XapakTepa ymiepda, KOTOPbIii OHH MOTYT
HAHECTH dTHUM akTuBaM. Bo BHUMaHue JOJIKHBI IPUHUMATBCA BCE YIPO3bl, HO B
NEPBYIO O4UCPEAb TC, KOTOPLIC CBA3aHbI CO CHy‘IafIHLIMH n IpeaHaMCPCHHBIMU
NENCTBUSIMH YETOBEKA.

Cornacao CTh 34.101.1-2014 puck HapymieHusi 6€30MACHOCTH — 3TO BO3-
MOXKHOCTh Peayu3alii yrpo3bl, KOTOpas HaHeceT ymiepOd Biagenbily. B OCHOB-
HOM ymep6 HAHOCHUTCA aKTUBAM OpraHU3alvu.

AaTtaka
(peanusauus
rpo3bl 7;4epe:

COBOKYMHOCT#
YyS3BUMOCTEN
- Vi

ATtaka
(peanusauus
yrpo3bl 7s4epes
ya3BUMOCTb 1)

MHdopmaumoHHan
cuctema

COBOKYMHOCTb Yrpo3 OT pasfnyHbIX UCTOYHWUKOB
T={T, Ty, T}

PucyHok 14 — COBOKYITHOCTH YTpo3 H YsI3BUMOCTEl 6e301acHOCTH
HMH(OPMALIMOHHOM CUCTEMBI

AKTHBBI OPraHM3aLUHU — 3TO BCE TO, YTO UMEET [IEHHOCTb ISl OpraHU3aLN
B MHTEpecaX JOCTIKEHHUS Ll IeITeNbHOCTH i HAXOIUTCS B €€ PaCIOPSIKEHHUH.
K axTuBam opraHm3anuy MOTyT OTHOCHUTBCSL:

— MH(QOPMALIMOHHbIE aKTHBBI, B TOM YHCJIE Pa3IMYHble BHABI MH(POPMAIUH,
OUPKYIHpYIOmKe B HWHGOOPMAIMOHHON cHcTeMe (cayxkeOHas, yIpaBISIOmIas,
aHAJIUTHYECKas], JAeNIOBas U T. JI.) Ha BCEX dTarax >KU3HEHHOTO LIUKJIa (TeHepauus,
XpaHeHne, 00paboTka, repeada, yHHITOXKEHHE);

— BBIITyCKaeMast IPOAYKIHS 1/ OKa3bIBaeMBbIe YCIIYTH;

—amnmaparypa: MpOLEecCOpbl, MOIYIH, KIaBUATyphl, TEPMHHAIBI, padoune
CTaHLUH, IEPCOHANIBHBIE KOMIBIOTEPBI, IPHHTEPHI, KOMMYHHKAIIHOHHbIE JIMHHH,
CepBepHl, MapIIPyTH3aTOPHI;

—IIporpaMMHOE OOecIiedeHne: UCXOIHBIE TEKCThI, OOBEKTHBIE MOAYIH, YTH-
JIUTHI, TUATHOCTHYECKNE MPOrPaMMBI, ONEPaOHHBIE CHCTEMBbI, KOMMYHHKAIIH-
OHHBIE ITPOTPaMMBI;
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— naHHbIe: 0OpalaTbIBaeMble, HEIIOCPEACTBEHHO JOCTYIHbBIE, apXWBUpPOBaH-
HBIE, COXpaHEHHFIE B BHJIE PE3EPBHON KOINH, PErUCTPAIIOHHBIE KYpHAJIbI, 0a3bI
JIAHHBIX, TIepeaBaeMble 10 KOMMYHUKAIIHOHHBIM JINHUSIM;

— TI0JIb30BATEIH, 00CITYKUBAIOIINIA TIEPCOHAIT;

— JIOKYMEHTalus: 10 IporpamMmam, 0 armaparype, CUCTeMHasi, 110 aMHHH-
CTPaTUBHEBIM IIPOLIEypaM;

— pacxoJHbIe MaTepuaibl: Oymara, GOpMBI H T. JI.

3ammra akTHBOB CBSi3aHAa C JEATEIBHOCTHIO TI0 TPENOTBPALICHHIO YIpo3,
Kiaccu(UIMpyeMbIX B 3aBUCUMOCTH OT Xapakrepa yiiep0a, KOTOpbI OHU MOT'YT
HAHECTH THM aKTHBaM. Bo BHHMaHME JTOJKHBI IIPUHUMATHLCS BCE YTPO3bI, HO B
MIEpBYIO OYepe]b T, KOTOPbIE CBSI3aHBI CO CIyYalHBIMH W TpeIHaMEPEHHBIMHU
JercTBusME denoBeka. Ha pucyHke 15 mpuBeneHbl KOHIENTYalbHbIE TOHSTHS
0€30MacHOCTH M MX B3auMOCBsi3b, peridamentupyembie CTh 34.101.1-2014 «Un-
(dhopMaIMOHHAsT TEXHOJNOTHA. MeTOoIbpl M CpeACTBa 00CCIeYeHUsI 0E30MacHOCTH.
Kpurepun oneHku 0e30macHOCTH HHPOPMALMOHHBIX TexHosoruid. Yacte 1. Bee-
JICHUE U 00I11ast MOJIEIIbY.

OLEHHBAKT
Bnaaenbis )

npeanpHHuMarT

YTOOBI YMEHBIIHTE

Konrpmepsr KOTOPhIE MOTYT
HMETH

KOTOPBIE MOTYT
Y

OBITh peLleHbl _{/—
> YA3BUMOCTH

MOTVT 3HaTh XOTAT

BEAYIIHNE K ‘FHHSHTb

(  Hapymmrenn ) KOTOpBIE Prck )
TIORBIITAROT

PeaTH3YHY
;| —
Z > AKTHBEI

VYrposs!

XOTAT 310YTIOTPEDIATE

Pucynok 15 — Cxema KOHIIENTYyalIbHBIX TOHATHI 6€30MACHOCTH M MX B3aUMOCBSI3b

B 3ammiTe aKTHBOB 3aMHTEPECOBAHBI MX COOCTBEHHUKH (Bianenbiisl). Ho atn
aKTUBBI MPEJICTABISIOT MHTEpEC M IJIsl HapyIIUTeNnel, KOTOpble CTPEeMSTCS HC-
TIOJTb30BaTh aKTHUBBI B CBOMX IIEJISIX, BONPEKHW MHTEpecaM BiajenbleB. Hapymre-
HUsE 0€30ITaCHOCTH OOBIYHO BKJIIOYAIOT (HO HE OrPaHWYMBAIOTCS TOJIBKO STHMHU
KaTeropusMH): HECAaHKLMOHHUPOBAHHOE PACKPHITHE (NOTEPI0 KOHPHUICHIINATIBHO-
CTH), HECAHKIMOHMPOBAHHYIO MOAM(UKAIHUIO (TTOTEPIO0 LIEIOCTHOCTH) WM He-
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CaHKIMOHMUPOBAHHOE JINIIEHHE JIOCTYIa K aKTUBaM (IIOTEPIO JOCTYITHOCTH).

Brnanensupl akTMBOB JOJDKHBI NMPOBOAWTH aHAIU3 PHUCKA, T. €. ONPEIENATh
YTpO3BI, YA3BUMBIE MeCTa, BO3MOXHBIN yIiepO OT peanu3anny KaKI0H YTpo3bl U
KOHTpMepbl. UT0OBI BHINOIHAIACH TpeOyeMast BIaJenbleM IOIUTHKA 0e30MacHo-
CTH aKTHBOB, HEOOXOJMMO MPUHITH MEpHl MO YMEHBUICHUIO YWCIIa YSI3BUMBIX
MECT, TaK KaK HapyIIUTEIN MOT'YT UX UCIOIb30BATh.

Eme 1o BBOAA B 3KCIUIyaTallMio HH(GOPMAIIMOHHON CHCTEMBI Bilajenel] 3auH-
TEpecoBaH B OICHKE d(PPEKTUBHOCTU Mep MPOTUBOAEHCTBUS yrpo3aM. Pe3ynbra-
TOM TaKOH OLIEHKHU SBJISETCA 3aKII0UEHHE O CTENEeHU rapaHTHH, ¢ KOTOPOH Mephl
MIPOTUBOACUCTBUS YMEHBIIAIOT PUCK JUIs aKTUBOB. ['apaHTHel Ha3bIBaeTCS OCHO-
BaHHe ISl YyBEPEHHOCTH B TOM, YTO MH(OpMAIIMOHHAsl CUCTEMa OTBEYaeT 3a/a-
9gaM 0e30MaCHOCTH.

J171 OLleHKU pPUCKOB CYIIECTBYIOT KaU€CTBEHHbIE M KOMMYECTBEHHBIC METO/BI.
KauectBennas METOAMKa NpE€AHa3HA4YCHa Jid IMPOBCACHUA 061116171 U YaCTHBIX
OLICHOK, IIO3BOJIIOLIMX PYKOBOAWUTENIO OPraHU3aldd HPHHATE OOOCHOBaHHOE
peleHre 0 HeoOXOAUMOCTH 3aIIUThl KOH(PUACHIIMAIbHONH HHPOPMAIMHY, LUPKY-
JIUPYIOLIEH BHYTPU OpPraHM3alMM, OT KOHKYPEHTOB C OLIEHKOW IPEACTOSIINX
pacxoloB Ha 3alUTy. MeToauka Mo3BoJIsAeT OBICTPO U JOCTATOYHO OOBEKTHBHO
MPOBECTH 3KCIIPECC-OLEHKY HEOOXOOMMOCTH 3aIIUTHl KOH(HICHINAIbHONH HH-
(dopManuM M Ha e€e OCHOBE OIEPAaTHBHO IPUHATH COOTBETCTBYIOLIEE PELICHHUE,
T. €. OHA MI03BOJISIET PYKOBOJUTEIIO N30€kKaTh OONMBIINX KOMMEPUECKUX HEyaad U
HOTepb NPUOBLIN M3-3a JOCTYIHOCTH HH(POPMAaU KOHKYPEHTaM.

CyTh KOIMYECTBEHHOM OLIEHKM PUCKOB CBOIMUTCS K IOUCKY €IMHCTBEHHOI'O
ONTHUMAJIBHOTO DEIIEHHS M3 MHOXKECTBA CyLIecTBYIOIMX. K KOIMUECTBEHHBIM
METOJIMKAM yIpaBieHus puckamu otHocsatcs Mmeroauku CRAMM, MethodWare
U JIp.

JUIs KOJIMYECTBEHHOH OLICHKHM PUCKa MOXET UCIONIB3YeTcs ciemyromas Gpop-
Myna:

R=P,-U, D
roe R — PHCK OT pean3alyy yrpo3bl;
Pa — BEPOSITHOCTH PEANTU3aIIMH YTPO3HI;
U — BEIIMYMHA yIepoa.

BeposTHOCTS peanu3aniy yrpo3sl COCTOUT M3 BEPOSITHOCTH MOSIBICHHS HCTOY-
HHUKa YIPO3bl M €r0 TOTOBHOCTH aTaKOBaTh, a TAKXKE BKIIOYAET BEPOSITHOCTH HAIH-
Y y WH()OPMAIIMOHHON CHCTEMBI MOAXOISIIEH YSI3BUMOCTH M €€ JOCTYITHOCTh
JUISL YTPO3BI:

Py =P Py, @

rne Pyr — BeposATHOCTH MOSBICHUS HCTOYHUKA YIPO3HI U €r0 TOTOBHOCTH aTaKo-
BaTh;
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Pyss — BeposTHOCTh Haimmuusi y WH(OPMAIIMOHHOM CHCTEMBI IOAXOJSIICH
YSI3BUMOCTH U €€ JOCTYITHOCTb AJIS yITPO3BL.

YpoBeHDb 3alIIMIICHHOCTH HH(OPMALMOHHOM CHCTEMBI — 3TO MEpa, OIpee-
JSIOIas BO3MOXKHOCTh IPENOTBpAllieHHs yIiepOa, HAaHOCHMOIO BIIAJIENbIly HH-
(opMaMOHHON CHCTEMBI, B CJIEJCTBHU HCIOIB30BAaHHS KOHKPETHOIO KOMILIEKCa
CpEICTB 3allUThl HH(POPMALUK TIPU peau3aluy yrpo3 0e30MacHOCTU Yepe3 ycTa-
HOBJIEHHBIE YSI3BUMOCTH 3TOH HH(POPMAIIIOHHOH CHCTEMBI.

YPpoBeHb 3aUIEHHOCTH OIPEeNsieTcs 1o cenyromel popmyie:

-t )
PA U- Pnc3
rae Z — 3alIUIIICHHOCTDb HH(I)OpMaHPIOHHOﬁ CHUCTEMBI OT BOS}IeﬁCTBHH KOH-

KpPETHOMU YTpO3Bbl;
Prics — BEpOSITHOCTD TPEO/IOICHHS CPEICTBA 3alUThl MH(pOpMau HHOOp-
MalMOHHON CHUCTEMBI B POLIECCE pean3aliy yrpo3bl.

[lpu aHanuze 3alIUIIEHHOCTH HWH(POPMAIOHHON CHUCTEMBI OT HECKOJBKHX
yrpo3 OLIEHKa YPOBHS 3allMIIEHHOCTH OYyIeT pacCUUTHIBATHCS IO CIIEIYHOIIen
bopmyie:

5 N (4)
N :
Z(PAi 'Ui 'Pnc3i)
i=1
rie N — KOIHYecTBO yrpos.

Cy1iecTByeT 4eTbipe METo/ia OLEHKH A((PEKTHBHOCTH 0€30MacHOCTH, OCHO-
BaHHBIX Ha aHAJIHU3€ PHCKOB:

— Ba3oBblii MeTO OCHOBaH Ha MCHOJB30BAaHWH CTAaHIAPTOB MH(POPMALMOH-
HOH 0€301acHOCTH.

— MeTox AeTaJIbHOIO AHAJIM3a PHCKOB TIPEAIIONATacT CHCTEMATHYECKHUH
aHaJIN3 MCXOAHBIX JAHHBIX [UISI KOHKPETHOW MH(OPMAIIMIOHHON CHCTEMBI C LIEIIBIO
OLICHKU PUCKOB HApYILIEHH €€ 6E30MacHOCTH U BHIOOPA CPEICTB 3aIUTHI, COOTBET-
CTBYIOIINX 3aJaHHBIM TPEOOBAHUSIM.

— DKCHepTHBI MeTO/l OCHOBaH Ha IPOBEICHHUHM HE(POPMAIBHOTO aHaIHM3a
PHCKOB, Pe3yIbTaT KOTOPOTO OCHOBAH HA 3HAHMSX U OIBITE IKCIIEPTOB.

— KomMOuHMpOBaHHBII MeTO/A MpeAIonaraeT MUCIOIb30BAaHNE B Pa3IMIHBIX
COYETAHUAX TPEX MPEIBIAYIINX METO/IOB.

IlepBbie TpU METOAA UMEIOT CBOM MPEUMYILECTBA U HENOCTATKU. [lepBrlil Me-
TOJI IPOCT U HAJISKEH, OTHAKO OIMUpaeTcs Ha 0a30BbIi Habop TpeboBaHwMil U Tpe/I-
TIOJTaraeT MCIIONb30BaHNUE INTATHBIX METONOB 3aIIuThl MH(popMarmu. Bropoii me-
TOJ] TOCTATOYHO CIIOXKEH B pean3aliy, TpeOyeT MaKCUMAaJIbHBIX 3aTpaT BPEMEHH 1
yeunuid. TpeTnit MeTox 10CTaTOYHO CyObEKTHBEH M HE CHCTEMaTHYEH.
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B cBsi3u ¢ 3TUM, 17151 ”HHOPMAIIMOHHBIX 00BEKTOB KEIE3HOJOPOKHOIO TpaHC-
nopTa OyJIeT ONTUMAITbHBIM HCIIOJIB30BaTh KOMOMHUPOBAHHBIA METOM OLECHKH 3 (-
¢bekTrBHOCTH Ge30macHOCTU. [Ipu 3TOM, OMUPasich Ha JIEHCTBYIOIIUE CTaHIAPTHI
nH(popMaMoHHOH Oe3omacHocTH (0a30BBIA METOJ), NETABHO MPOpadaTHIBAIOTCS
pucku 6e30MacHOCTH WH(POPMAIIMOHHBIX CHCTEM C Y4€TOM MHOXKECTBA YTPO3 KX
6e30macHOCTH (METOJI ICTAIFHOTO aHaJM3a PUCKOB), a JJIsl OLICHKH BEPOSITHOCTEH
peau3ali yrpo3 uepe3 KOHKPETHBIC YSI3BUMOCTU B O00XOJ CHCTEMBI 3alllUThI, a
TaKKe BETUYMHBI BO3MOKHOTO yIiepOa, KOTOpbIA OyIdeT mpu 3TOM HaHECEH, Mc-
TMOJTB3YETCS SKCIEPTHAS OLICHKA (KCIIEPTHBII METO/).

OleHKy PHCKOB 0€30I1aCHOCTH MH(OPMAIMOHHONH CHCTEMBI JKeJIe3HOIOPOXK-
HOTO TPAHCIIOPTA CIIEyeT HaYaTh C ONPE/IENICHHSI MHOKECTBA YIPO3 0€30MacHOCTH.
JIi1st KaXI0¥ U3 yrpo3 SKCIepTaM MpeiaraeTest IaTh OLEHKY MO0 IBYM KPHTEPHUSIM:

— kpurepuit C; (ot anrn. Criterion) — BO3MOXHOCTh BO3HUKHOBEHHS HCTOY-
HHKa yrpo3bl B JOCTATOYHOM OKPY)KEHHUHU OT HH(OPMAIIMOHHOIN CUCTEMBI JUTs pea-
JIU3AIUK YTPO3bI (€CIIH BO3MOXXHOCTh BOSHHKHOBEHHSI HCTOUYHHKA YTPO3BI BBICOKA,
TO 3KCMEPT CTABUT BBICOKYIO OIIEHKY, €CIIH MaJia — HU3KYIO);

— kpurepuit C, — cTeneHb FOTOBHOCTH UCTOYHHKA YIPO3bI pean30BaTh yrpo-
3y.

Kpurepun oneHMBaroTcs SKCIEpTaMy 10 JecATUOALIBHOM IIKane (IUCKPETHO
ot 1 mo 10).

Crenyronum 1IaroM ONpeZenseTcs MHOXKECTBO ys3BHUMOcTell HH(OopManuoH-
HOM cucrtembl. [l KaKOOM ysA3BUMOCTH JKCHEPTAM IPEAJIAracrcs JaTh OLIEHKY
TaKoKe 110 IBYM KPUTEPHSAM:

— kpurepuit C3 — pacpocTpaHEHHOCTh YA3BUMOCTH 10 HH()OPMALIIOHHON CH-
CTeMe HMIIM YacTOTa €€ TIOABJICHUS;

— kpurepuit C4 — ZOCTYNHOCTh YA3BUMOCTH IS peaIi3aliiy 4epe3 Hee yrpo3.

3ateM A KOKHOH U3 yrpo3 OIpenersercs MOAMHOXKECTBO yA3BUMOCTEH, de-
pe3 KOTOpbIe yrpo3a MOXeT ObITh pealn3oBaHa (Tabmuma §). YTpo3sl, i KOTOPBIX
MIOIMHOKECTBO YSI3BUMOCTEH SBIISIETCS IMYCTHIM, YAAISIOTCS U3 CIIHCKA yrpos. s
KXIOH YA3BHMOCTH U3 ITOAMHOXKECTBA dKCIIEpTaMu onpenensiercs: kputepuid Cs —
(aTaJbHOCTD OT peaH3aliy Yrpo3bl HCTOYHHKOM YIpO3bl Yepe3 YA3BUMOCTh HH-
(hopMaIMOHHON CUCTEMBIL.

OmueHka pucKa OT peaTu3aly KOKIOH M3 yrpo3 MPH HCTIOIb30BAHUN OIIEHOK
9KCTIEPTOB MPOU3BOANTCS T10 ClIeayromiei popmye:
M

M M M M
chj ’Zczj 'chi 'ZCAJ' ‘ZCSJ'
_ 4 j=1 j=1 j=1

j=1
R = VE = ®)
rae M — KOJIMYCCTBO SKCIICPTOB;
Cij —s3HaueHHUE i-TO KPUTEPHS, BEICTABICHHOTO j-M SKCIICPTOM.
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B nanHoit popmyne, B ormmunm ot ¢opmyi (1) u (2) npumenstoTes: He 3Hade-
HUSI BEPOATHOCTEH M BEIWYMHBI ymiepOa, a OLEHKH JKCIIEPTOB, YTO HE ITO3BOJIUT
TIOYYHUTh YPOBEHB yIepOa B €IWHHIAX, B KOTOPBIX M3Mepsiercs ymepd. OmHako
9TO MO3BOJUT COIOCTABIATH YPOBEHh HAHECEHHOTO yIepOa Biaaenbily HHpopMa-
LIMOHHON CHCTEMBI MOCPEICTBOM pean3aluy pasHoro Habopa yrpo3 Oe3omacHo-
ctu. B dopmyne (5) kpurepuu C; u C, coorBetcTByIOT Py M3 opmyisl (2), C3 u
C4 — Pyg3 u3 27101 3xe popmyisl, a Cs — U u3 hopmyisr (1).

Tabnuya 8 — Buibop noommodicecms yszgumocmeli UHGOPMAYUOHHOU cucmemvl Ol KOH-
KDEmHuix y2po3

VYs13BUMOCTH HH(OPMALIOHHO CHCTEMBI
B 8 B 2 8
Yrpo3s g _ g . g . S g . =
0Oe30macHOCTH £ g g3 g g g 2 g4 o
g [} [} [~ =] S]
o} o} o} [} o}
= =® xR xR xR
> > > > >
VYrposa Nel X X X
Yrposa Ne2 X % %
Yrposa Ne3
Yrposa Ne4 x x
UT. .

[pu Hamauu M skcneptoB st ynportueHust Gopmyssl (5) kpurepun C; u C,
ya00HO npenacTaBuTh napamerpom Cyr:

M
Cyr = chj . Cz (6)
=l

. jl
=

<

JiN

Kpurepun Cs, C4 u Cs BBIOMpAIOTCS TONBKO ISl OHOM U3 ySA3BUMOCTEH MOJI-
MHOeCTBA. DTa YA3BUMOCTh UMEET MaKCHMAJIbHOE 3HAYCHHE IIPOU3BEICHHS IaH-
HBIX KPHTEPHUEB, BBICTABICHHBIX BCEMH JKCIIEPTAMH U IS yI00CTBA HPEACTABIIS-
ercst mapameTpoM Cygs:

M M M
Cups =2 Cy- 2 Cy+ Y Cyy — max. )

j=1 -1 j=1

[pu TakoM pacuere MaKCUMaJIbHOE 3HAYECHUE PHCKA PEATM3allH YIPO3BI IIPH
BBICTaBJICHHH SKCIIEPTAMH TONBKO MAaKCHMAIBHBIX OajIOB MO BCEM KPHTEPUSIM
6yaer pasHo 10°. MuUHHMaITBHOE 3HAYCHHE PHCKa (BCE SKCIIEPTHI BEICTABHIIA TOMb-
KO MUHUMANbHBIE Oayurer) — 1.

Ipu ouenke ¢aranbuocTr (kputepuit Cs) OT peanusanuu yrpo3sl mis HHPOp-
MAaIMOHHBIX OOBEKTOB JKEIE3HOJOPOXKHOTO TPAHCIIOPTA BaXKHO HE TOJBKO MPUHH-
MaTh BO BHUMAaHHE HapylIeHne WH()OPMAIMOHHON 0e30MacHOCTH, HO TaKXKe Y4H-
THIBaTh U (PYHKIMOHAIBHYIO Oe30macHocTh. B Tabmune 9 npencrapneHsl pekoMeH-
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JIallvX JUTS 9KCIEPTOB IPH BBICTABIICHUH 0aJUIOB 110 JaHHOMY KPUTEPHUIO UCXOAS 3
CcOOOpakeHUI TIEPBOCTETICHHOM Ba)KHOCTH oOecrieueHHst (QyHKIMOHAIBLHOW 0e3-
OIIACHOCTHU JUIsl OOBEKTOB JKEIE3HOIOPOXKHOI0 TPAHCIIOPTA.

Tabruya 9 — 3uauenus 6ann08 Kpumepus pamanbHOCmMu OM Peanu3ayu yepo3sl

YpoBHH HapylIeHUs 6E30IIaCHOCTH
MH(OPMALIMOHHON CHCTEMBI
] 3 g g o
E 2 e g =
o E = IN 5]
= > = Q E’s =
Bann i 5 o 2 %9 2
5 X = el R =
< =) 1) A S ==
SRS H = o = g o o ] = &o
o g = o = o = 0o 9 = 50 5=
=z o = = = SECE= O = O =
T o S T S == ol o o = ol -
o g = o = o = o= = Z = 9 = = 2
228 25 =& 558 | EEE S5%
2E S 2 s s g2es 5 £ g &S5
< O I < = I I < = & 20 AT s
IS N = NN St A= O
1 +
+
2
+
3 +
+ +
+ +
+ +
4
+ + +
+ + +
+ + +
5 + + + +
+ +
6 + +
+ +
+ + +
7 + + +
+ + +
+ + +
+ + +
+ + +
8
+ + + +
+ + + +
+ + + +
9 + + + + +
10 +
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DyHKIMOHANTBHAS 0€30MIACHOCTh — 3TO COBOKYIHOCTh TAKUX YCIOBUH (yHK-
OHUPOBaHUSI UH(POPMAIIMOHHONW CHUCTEMBI, MPU KOTOPBIX MPEIOTBPALIAIOTCS
WITH MEHUMH3HPYIOTCS TOCIECTBHUS OT BHEIIHUX WM BHYTPEHHHX ECTPYKTHB-
HBIX BO3JICHCTBUMA, IPUBOSIIIMX K HAPYIICHHIO MPOIECCca MTATHOTO ee (hyHKIH-
OHHPOBAHHUSL.

JI71st OLIEHKH YPOBHS 3aIIUIICHHOCTH HH(POPMAIIMOHHOH CHCTEMbI HEOOXOUMO
BBECTH JIOTIOTHUTENbHBIN KpHuTepuit Cg — CTENeHb MPEOIONICHHs CPEICTBA 3aIUThI
uH(bOpMAIMK B TIpOIlecce peanu3ali yrpo3sl. Js omneHku 3¢ hekTHBHOCTH 3a-
UIMIIEHHOCTH MOXHO BBIOUPATh OTACIbHBIC CPEACTBA 3aIIUTHl HH(POPMAIIUH HITH
UX KOMOHHAITHH.

Komiieke cpeicTB 3aMTBI — COBOKYITHOCT IPOrPAMMHBIX M TEXHUYECKUX
CpENCTB, CO3aBAEMbIX U MOICPKUBACMBIX st 0OeceueH s HH(POPMAIIMOHHON
0e30macHOCTH 00bEKTa.

JIiis KaXJ0ro CpeicTBa 3alUThl MH(DOPMAIMK KCHEPThI TAKKE MO JECSITH-
OampHOM 1mKaine (auckpetHo ot 1 o 10) onpenensitor kpurepuii Cq. [Ipn komOu-
HUPOBAHUM CPEACTB 3alIUTHl MH(OPMAIUK HCIOJB3YETCsl TOJIBKO OJHO MAaKCHU-
MabHOE 3HAYCHHE J]AHHOTO KPUTEPHS M3 €ro 3HAUCHHH ISl KaXKI0TO U3 CPE/ICTB
3alIMThl MHPOPMALIUHK 10 OTAENbHOCTH. [Ipy Hammunu M skcrnepToB 1uist yrpolie-
HUS IAHHBINA KpUTEpH# yI00HO rpeacTaButh napamerpoM Cesyt

M
Cc3v1 = ZCQ' (8)
=

Ucnonszys popmynst (3), u (5) — (8) 3HaUeHHE ypOBHS 3alMIICHHOCTH HH-
(hopMaIMOHHON CUCTEMBI OT OJJHOW M3 Yrpo3 ornpeaensercs no Gopmyie:

6
7o M ©
Cyr 'CysB 'Cc3v1

Torma, npu aHanu3e 3aMUIIEHHOCTH WHPOPMAIIMOHHON CHCTEMBI OT HECKOJb-
KHX yrpo3 OIEHKA YPOBHS 3alIWIIIEHHOCTU OYIET paCCUUTHIBATHCSA IO CIEAYIOIIEeH

dbopmyrne:

Z=

N-M® (10)
N .
Z(Cyri : Cymi : Ccavn )

i=1

I

Takol OIX0J] O3BOJISAET KOJIMYSCTBEHHO CPAaBHUTH YPOBEHb 3aIULICHHOCTH

WH(OPMALIMOHHBIX CHUCTEM >KEJIE3HOIOPOKHOTO TPAHCIIOPTa MPU MCIOIb30BAaHUH

Pa3IMYHBIX CHCTEM 3aIIUThl HHQOpMaiy 1 X KoMOuHauil. [Ipu oneHke ypoBHs

3aMIMIIEHHOCTH MH()OPMAIIMOHHONW CHCTEMBI 03 MCIOIB30BaHMUs CPEJICTB 3AIIUTHI

nHpopmarym mapamerp Cesy B popmyie (9) u Cosy B popmyne (10) cnemyer mpu-
HATH paBHBIMHE 10.
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3.4 Moaens HapymmTe sl HH()OPMALMOHHON (€30MacHOCTH

Mopnenr HapymmTeass WHGOPMAUMOHHOI 0e30mMacHOCTHM — 3TO HabOp
TIPEANIOIOKEHHH 00 OJTHOM MIJIM HECKOJIBKHX BO3MOXKHBIX HapyIIUTEISIX HHOP-
MAaIMOHHON 0€30MacHOCTH, MX KBAJU(HKAIMM, TEXHUUECKHX M MaTepUalIbHBIX
CpeACTBax M T. 1.

[IpaBuibHO pa3paboraHHas MOJENb HAapYyHIUTENs SIBISETCS TapaHTHEH Io-
CTPOEHHUS a/IeKBaTHOW CHCTEMBI olecrieueHus: HHPpOpMaIMOHHOH 0€30MacHOCTH.
Onupasich Ha IOCTPOECHHYIO MOJENIb, MOKHO CTPOUTH aJIeKBAaTHYIO CHCTEMY HH-
(OopMaIOHHOM 3aIIUTEI.

Yame Bcero cTpourcs He(opMalbHas MOJENb HAPYLIMTENs, OTpa)karolas
TIPUYUHBI 1 MOTHBBI €r0 JICHCTBHHA, BO3MOXXHOCTH, allpHOPHBIE 3HAHUS, Tpecie-
JyeMBbI€ 1IeJIH, UX MPUOPUTETHOCTH JJISl HApYLIUTENS,, OCHOBHBIE ITyTH JOCTHXKE-
HMS TIOCTAaBJICHHBIX IIeJed: CIOCOOBI pealu3alMy UCXOAAIIMX OT HEro Yrpos,
MECTO W XapakTep AEHCTBUs, BO3MOXKHAs TaKTHUKa W T. M. s AOCTHX)EHUd mo-
CTaBJICHHBIX ueneﬁ HapymuTejb AODKCH MNPUIOXKHUTH OHPEACIICHHBIC YCHUINA U
3aTpaTHTh HEKOTOphIE pecypchl. Hampumep, Monenb HapymHTenass MOXET ObITh
npencTasieHa B popMe TabiHIbl, KOTOPAasi OMKUCHIBAET XapaKTEPHUCTHKH HEKOTO-
poro HapymmTens (tabnuima 10).

Tabnuya 10 — @opma npedcmaaneniist MoOeu HAPYUIUMETS, UHPOPMAYUOHHOU OE30NaCHOCIU

XapaKTepucTHKa Hapyumrens
BeruncaurenbHas MOIMIHOCTh TEXHHYECKHUX CPEICTB
JlocTynl K MHTEpHETY, THI KaHAJIOB JIOCTyNa
DHUHAHCOBBIE BO3MOXHOCTH
Yposenb 3Hanuii B obnactu IT
Hcnonp3yeMble TeXHOJIOTHU
3HaHMs O TOCTPOCHUH CHCTEMBI 3aILUThl 00 BEKTA
IIpecnenyemble nenu
Xapakrep AeHCTBHH
I'my6uHa IPOHUKHOBCHHS

OmnpenenuB OCHOBHBIE NPHUYMHBI HAPYIIEHUH, MPENCTABIACTCS BO3MOKHBIM
OKa3aTh Ha HUX BIMSHUE WIH HEOOXOMUMBIM 00pa3oM CKOPPEKTHPOBATH Tpedo-
BaHMS K CHCTEME 3aIWUTHI OT JAaHHOTO THMa yrpo3. Ilpu aHanuse HapymieHuH 3a-
OMTHL HEOOXOAMMO VIENSATh BHHUMAaHWE CYOBEKTYy (JITMYHOCTH) HApPYIIUTES.
YcrpaHeHne IpUYNH WM MOTHBOB, MOOYAMBIINX K HAPYIICHHUIO, B AaJbHEHIIIEM
MOJKET IIOMOYB U30€KaTh IOBTOPEHUSI TOIO0OHOTO CITydasi.

Mopnenb MOXeT OBITh HE OJHA, IIETECO00Pa3HO MOCTPOUTH HECKOIBKO OTIH-
YAIOIMUXCs MO pa3HBIX THIIOB HapYIIUTENeH HHPOPMAMOHHON Oe30IacHO-
CTH O0BEKTA 3aIIUTHI.

Jnst mocTpoeHnsT MOJENH HapyIIMTENsl WCIONb3yeTcs MH(OpPMAaLUs, TONy-
YEeHHas OT CIIY)KO 0€30MacHOCTH M aHAIMTHYECKUX TPYIII, JaHHBIE O CYIIECTBY-
IOIIMX CPEeACTBax JNOCTyNa K MH(opManuu u ee o0pabOTKH, O BOZMOXHBIX CIIO-
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co0ax IepexBaTa JIaHHBIX Ha CTa[HsX MX Iepeiadr, 00pabOTKH M XpaHeHUH, 00
00CTaHOBKE B KOJUICKTHBE M Ha OOBEKTE 3aIUTHI, CBEACHUS O KOHKYPEHTaX U
CHUTyallUl Ha pBIHKE, 00 MMEBIIMX MECTO CBEPIIMBIIMXCS CIydasX HapyIIeHHS
nH(pOpMaMOHHOH 6€30MacHOCTH | T. II.

Kpome aToro oreHuBaroTcsi peanbHblE ONEpaTHBHBIE TEXHHYECKHE BO3MOXK-
HOCTH HapYILIHUTEIs JUIsl BO3/ICHCTBUS Ha CUCTEMY 3alllUThl WIM Ha 3alIHIIAEMBIH
00bekT. [log TEXHHMYECKUMH BO3MOXHOCTSIMH ITOJIpa3yMEBaeTcsl MepeueHb pas-
JINYHBIX TEXHUYECKHX CPEJCTB, KOTOPBIMH MOXKET pacrojiaraTb HapyIIWTENb B
MIPOLIECCE COBEPILICHUS JICHCTBUI, HANIPABIEHHBIX IPOTHB CHCTEMBI HH(pOpMaIU-
OHHOM 3aIlUTHI.

B mocnenHee Bpemst Mozaenb Hapylutens WH)OPMALMOHHOW 0e301macHOCTH
repecraer ObITh IPOCTOI (POPMATFHOCTHIO M HAUMHAET OKa3bIBaTh OOJIBIIOE BIIH-
SIHUE Ha TIepeYeHb aKTYaJbHBIX Yrpo3 Uil WH(OPMAIOHHOW cucTeMbl. B me-
peuHe yrpo3 aisi HHGOPMAIMOHHOW CHCTEMBI JJIsl KaKA0W yrpo3bl 3aJiaH THI U
MOTEHIIMAJ HapyIIUTENs, KOTOPBI MOXET ee peain3oBaTh. 3a CYET ATOro ycTa-
HaBJIMBACTCA B3aWMOCBA3b MEXAY NEPCUHAMU YIpO3 W HAPYIIUTECISIMU HH(bOp-
MallMOHHOM 0€3011aCHOCTH.

HOTCHHI/Ia.]'I HapymuTeiast MOXET 6I>ITI> BbBICOKMM, CPEIHUM WU HHU3KUM. 21.]'[5[
KaXKIOT0 U3 BApHAHTOB 3aJaH CBOI HAOOp BO3MOKHOCTEH.

Tak, HapyIIUTeNIn ¢ HU3KUM MOTEHLUAIOM MOTYT JUIS peaii3aluy aTak uc-
0JIB30BaTh MH(OPMAIHIO TOJBKO M3 OOIIENOCTYIHBIX UCTOYHUKOB. K Hapymu-
TESIM C HU3KUM MOTEHIMAJIIOM MOXXHO OTHECTH JIOOBIX BHEIIHUX JIUI, a TaKoKe
BHYTPEHHUI MEPCOHAN U TOJIb30BaTeNel NH(OOPMAIIOHHOI CUCTEMBI.

BHemnune HapymmTeny, K KOTOPIM MOT'YT OTHOCHUTBCS M OBIBILIHE COTPYAHU-
KH{, IMEIOT BO3MOXKHOCTh CAMOCTOSITETIBHO CO3/]aBaTh CIIOCOOBI aTak, IPOBOJUTh
UX TOATOTOBKY M PEAIM3aIMI0 TOJBKO 3a IPEAeNaMU KOHTPOIUPYEMOH 30HBI.
BHyTpeHHui nepcoHans uMeeT BO3MOKHOCTb MIPOBOAUTH aTaku B Mpejenax KOH-
TPOIMPYEMOI 30HBI ¢ BO3MOXHBIM (DM3HYECKHM ITOCTYIIOM K allapaTHBIM Cpell-
CTBaM, Ha KOTOpPBIX peanu3oBaHa MC, B 3aBHCHMOCTH OT BEIMYMHBI IITATHBIX
TTOJTHOMOYH.

HapymunTenn co cpegHMM NOTEHIMAIOM HMMEIOT BO3MOXHOCTbH IPOBOAUTH
aHaJIU3 KOZa MPHKJIAIHOTO IPOrPaMMHOI0 0OECIIEYeHNUs, CAMOCTOSITEIIHHO HaXO0-
JUTh B HEM YS3BUMOCTH W HCITONB30BaTh MX. K TaKMM HapymmTensiM MOXKHO OT-
HOCHUTB TEPPOPUCTHUECKHNE W KPUMHHAIBHBIE TPYIIBI, KOHKYPUPYIOIIHE OPTaHH-
3alUH, aIMHHUCTPATOPOB CHCTEMbI M Pa3pabOTIYMKOB MPOrpaMMHOIO obecrede-
aus (I10). DTH HApYITUTETM UMEIOT BO3MOKHOCTh MPHBJIEKATH CIIEIIHATINCTOB C
OIBITOM pa3pabOTKM W aHaNIM3a CHCTEM KOMIUIEKCHOW 3aIiWThl WH(OpMaIn
(CK3D).

HapymunTenn ¢ BBICOKMM MOTEHIHAIOM HMEIOT BO3MOXKHOCTH BHOCHTDH 3a-
KJIaJIKd B ITPOTPaMMHO-TEXHHYIECKOE 00ECIIeYeHNEe CHCTEMBI, IIPOBOANTE CIICIIH-
QJIbHBIE WCCIIEOBAHNS M MPHMEHATH CIIEHAIbHBIE CPEICTBA NPOHUKHOBEHUS U

60



noOeBans MHGopManuu. K TakuM HapymIUTENsIM CIIeAyeT OTHOCHUTH TOIBKO
WHOCTpaHHBIE M OTEUECTBEHHBIE CHENCIY:KObl. OHM UMEIOT BO3MOXKHOCTH TIPH-
BJIEKATh CIIEIHAINCTOB, MMEIOIINX ONBIT pa3paborku u ananm3a CK3U (cnenma-
JIUCTBI B OOJIACTH WCIIONB30BAaHMS aTak HEAOKYMEHTHPOBAaHHBIX BO3MOXHOCTEH
anmnapaTHOr0 W IPOrPaMMHOIO KOMIIOHEHTOB Cpeabl (yHKIMOHHPOBAHUS HH-
(OpPMAIOHHBIX CHCTEM).

Hapymutenun wHpOpManMoOHHOW 0€30IMacHOCTH OBIBAIOT BHYTPCHHUMHU U
BHemHUMH. Cpei BHYTPEHHUX HapyIIUTENeH B IEPBYIO OYepeb MOXHO BBIZE-
JIUTB!

— HETIOCPE/ICTBEHHBIX MONb30BaTeNIell W OnepaTopoB MH(MOPMAIMOHHOW CH-
CTEMBI, B TOM YHCJIE PYKOBOIUTENIEH pa3IMYHBIX YPOBHEI;

— a/IMUHUCTPATOPOB BBIYUCIHUTENBHBIX CeTed M MH(QOpMAIMOHHON Oe3omac-
HOCTH;

— IPUKJIQ/IHBIX U CUCTEMHBIX ITPOrPaMMHCTOB;

— COTPYZHUKOB CITy»ObI O€30I1aCHOCTH;

—TEeXHUYECKUH TepcoHall MO OOCHY)XMBAaHHIO 3JIaHWH M BBIYHUCIUTEIBHON
TEXHHUKH, OT YOOPIHIIBI 10 CEPBUCHOIO HHKEHEPa;

— BCIIOMOTATENbHBII NIEPCOHAN U BPEMEHHBIX PA0OOTHUKOB.

Cpenu nmpuuuH, MO0YKIAIOINX COTPYJHUKOB K HEPAaBOMEPHBIM JCHCTBUSIM,
MOXHO yKa3aThb:

— 0€30TBETCTBEHHOCTE,

— OIIMOKY HOJIb30BaTeNel ¥ aIMHUHUCTPATOPOB;

— IIEMOHCTPALIMIO CBOETO IPEBOCXOACTBA (CaMOYTBEp)KICHHE);

— «6oprOY C cucTeMoity;

— KOPBICTHBIE HHTEPECHI TT0JIb30BATEIEH CUCTEMBI;

— HeIOCTATKH UCHOJIb3yeMbIX HH(POPMAIIMOHHBIX TEXHOIOTHH.

I'pyniy BHEMIHUX HapyLIATENEH MOTYT COCTABIISTh:

— KJIMCHTBHI;

— IIpUIJIANIEHHBIE TIOCETHTEINN;

— IIPENICTaBUTENN KOHKYPHPYIOIINX OpraHN3alIvi;

— COTPYAHUKH OPraHOB BEIOMCTBEHHOT'O Ha/[30pa U YIPaBICHNUS;

— HapYIIUTEIH TPOIYCKHOTO PEXKIMA;

— HaOJIOAATeNH 3a peieNlaMy OXPaHIEMOI TepPUTOPHHL.

ITomumo 3TOrO KiIaccuUKAMIO MOKHO TMPOBOJHUTH IO CIIEAYIOLIMM Tapa-
METpaM.

Hcnionp3yemble METOIBI M CPEACTBA:

— cOop HH(pOpPMAIVH U TaHHBIX;

— IIaCCHBHBIE CPECTBA IIEPEXBATA;

— MICTIOJIB30BaHME CPEACTB, BXOSIINX B HHYOPMAIIMOHHYIO CUCTEMY WU CH-
CTEMY €€ 3aINTHI, U UX HeIOCTATKOB;
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— aKTHBHOE OTCIIS)KUBaHWE MOAM(PHUKALNNA CYIIECTBYIOMINX CPEICTB 00padboT-
K1 MH(OpManuy, TOJKIIOYEHIE HOBBIX CPE/ICTB, HCIIOJIb30BAaHUE CIICIIHAIN3UPO-
BaHHBIX YTHJIHUT, BHEJPEHHE MPOTPaMMHBIX 3aKIaJOK M «YEPHBIX XOJOB» B CH-
cTeMy, MOAKITIOYEHUE K KaHajlaM Tiepeadyl JaHHbBIX.

VYpoBeHb 3HaHMH HAapyMIUTEIs] OTHOCHUTEIBHO OpPTaHM3alud WHPOpMAIMOH-
HOU CTPYKTYpBI:

— THIIOBBIE 3HAHHUS O METOAAX MOCTPOCHUSI BBIYHCIUTEIBHBIX CHUCTEM, CETe-
BBIX IIPOTOKOJIOB, UCTIOIB30BAaHKE CTAHJAPTHOTO HAOOpa MpOrpamm;

— BBICOKUI ypOBEHb 3HAHUHN CETEBBIX TEXHOJOTHi, ONBIT PadOTHI CO CIIelHa-
JIU3UPOBAHHBIMU MPOrPAMMHBIMU MPOAYKTAMH W YTHIIMTaMH;

— BBICOKHE 3HAHUS B OOJIACTU MPOTrpaMMHUPOBAHHMS, CUCTEMHOI'O MPOEKTHPO-
BaHUS U OKCIUTyaTallid BBIYUCIIUTENBHBIX CHCTEM;

—obnanaHue CBEJCHUSMH O CPEICTBAX M MEXaHM3Max 3allUThl aTakyeMon
CUCTEMBI,

— HapYIIUTENb SIBISUICS Pa3paOOTYMKOM WIIM NPUHUMAI y4acTHe B peal3a-
IIUM CUCTEMBI 00ecredeHrss HH(POPMAIMOHHON 0€30MaCHOCTH.

Bpemst nH}popMannoHHOro BO3/I€HCTBUS:

— B MOMEHT 00paboTku HH(OpMaInHy;

— B MOMEHT IIepe/laut JaHHbIX;

— B IIpoliecce XpaHEeHUs JaHHbBIX (YUuThIBas pabouee n Hepabouee COCTOSHUS
CHUCTEMBI).

ITo mecTy oCylEeCTBIEHHS BO3IEHCTBUSL:

— YIaJICHHO C WCIIOJb30BaHHEM IepexBaTa MH(OpMaImy, mepenaromeiics mo
KaHaJaM Nepefadn JaHHBIX, WIN 0e3 ee HCIIOIb30BaHNs;

— JIOCTYII Ha OXPaHAEMYIO TEPPUTOPHUIO;

— HETIOCPE/ICTBeHHbIN (DU3NYECKHI KOHTAKT C BBIYMCIHUTEIBHOW TEXHUKOM,
IPH 3TOM MOKHO BBIAGIHUTH: AOCTYI K padOYMM CTaHLMSIM, CepBepaM OpraHu3a-
LIUH, CUCTEMaM aJMHHUCTPUPOBAHUS, KOHTPOIS M YNpPaBICHUS MHPOPMAIMOH-
HOHM CHCTEMOM, IporpaMMaM yIpaBJICHHs CUCTEMbI 00ecTiedeH s MH(OPMAIOH-
HOH 6€30I1aCHOCTH.

B Tabnune 11 npuBeaeHbl MpUMepbl MoJieell HapyluTeneid nHPOpMaIHoH-
HOI 0€30MacCHOCTH U UX CPAaBHHUTENbHAA XapaKTEPHCTHKA.

KOHTPO.]'I])H])IE BOIIPOCHI

1 Jlaiite moHsTHE Yrpo3bl 6€30MACHOCTH HHPOPMAITUOHHON CHCTEMBI.

2 Yro sBASETCS HCTOYHHKOM YrpO3bI?

3 INepeuncnute OCHOBHBIE TPYIIIBI HCTOYHUKOB YTPO3.

4 JlaiiTe MOHATHE YI3BUMOCTH HH(OPMAIIIOHHON CHCTEMBL.

5 TlepeuncnuTe OCHOBHBIE KIIACChl YA3BUMOCTEH HH()OPMALIMOHHBIX CHCTEM.
6 JaiiTe moHsITHE aTaKk HA UHPOPMAIMOHHYIO CHCTEMY.
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Tabnuya 11— Cpagrnumenvras XapakmepucmuKa HeCKOIbKUX MOOenell Hapyuumens

Toccrpykrypbl
Xapakrepuctu- Xakep- PYKTYPBI,
I'pynna xakepos KonkypenTst crieoapaszene-
Ka OIMHOYKA
HUS
Brraucimrenb- JIBC, ucnomnb3o-
Ilepconains- Heorpannuennas
Hasi MOIHOCTh o BaHUE UYKUX Mousbie BEIYUCTH-
HBbIi KOMIIb- BBIUUCIIUTEIIbHAS
TEXHUYECKUX BBIUUCIHUTEIBHBIX | TEJbHBIC CETH
Tep o MOIIHOCTh
CPEACTB cere
Hcnonb3oBanue CamocrosiTelb-
JocTtyn k uH- CoOcTBeHHbIC KaHa- o
Monem nim YyXHUX KaHAJIOB C M HBII KOHTPOJIb
TEpHETY, TUI . JIbI C BBICOKOU TIpPO-
BBIJICJICHHAS BBICOKOM Tpo- . HaJ MapuipyTu3a-
KaHaJIoB JI0- . MYCKHOM CIOCOOHO- .
JIUHUS MyCKHOMW CIoco0- ueit tpaduka B
cryna CTBIO
HOCTBIO WnTepuere
DuHaHCOBBIE CuiibHO Bonbime Bo3mMox- [IpakTruecku
OrpaHu4eHsl
BO3MOXKHOCTH OrpaHu4eHbl HOCTH HEOrpaHUYCHHbIE
YpoBeHb 3Ha- Beicokwii, pa3pa-
HHH B 00acTH HeBbicokuii Bricokuit Bricokuit 060T4YMKHU CTaHIap-

IT

TOB

[Torck HOBBIX

CoBpeMeHHbIE Me-
TOJbI l'lpOHl/lKHOBe—

JlockoHanbHBIE

["oToBbIE N 3HaHUA UHpOpMa-
YA3BUMOCTEH, HHUS B HH(OpMAaIH-
Hcnonb3yemblie IIPOrpaMMBEl, IUOHHBIX TEXHO-
HU3TOTOBJICHUEC OHHBIC CUCTEMbI U o
TEXHOJIOTHU H3BECTHBIC o JIOTHH: BO3MOX-
BPEZIOHOCHBIX BO37IeHCTBUS HA
YA3BHMOCTH HBIE YA3BUMOCTH
HpOrpaMm MOTOKH JaHHBIX B
. U HEZOCTATKU
Heil
MoryTt npennpunu-
YT upeanp B npouecce cep-
MoryT npeanpu- MaTh YCUJIHA JUIS
TU(UKALMU CH-
Henocratou- HHMMATh YCUIIHS TOIY4YEHHs TIpeji-
CTeMBI IIpeaCTa-
3HaHus 0 1o~ HBIC 3HAHUA O | JUIS TIOMY4eHHS CTaBJICHUS O IIPUH-
BHUTEIH rOCopra-
CTPOEHHUH CU- MIOCTPOCHUH MIPEeICTaBICHUS O nunax pyHKIHOHH- HOB MOLVT Lo
CTeMBI 3aIIUTH | MH(OpMaNu- MIPHHIAIAX POBaHHUS CHCTEMBI YT oy
- 9aTh JOCTATOYHO
oObeKTa OHHOH cucte- | (QYHKIMOHHPOBA- 3aIHUTHI, BHEAPATH
MOJIHYI0 UH(OP-
MBI HUS CHCTEMBI CBOETO IPE/ICTaBH-
MaIHIO O ee Io-
3aLIUTHI TeJs B Ciyx0y 6e3-
CTPOCHUH
OIACHOCTH
bnokuposka ¢yHk-
Bhecenne ucka- P by
IIpecnenyemsbie o LIMOHUPOBAHUS Henpenckasye-
DKCIEpUMEHT | KEeHHi B paboTy
icyit CHCTEMBI, IOAPBIB MbIe
CHCTEMBI
HMMHUDKA, pPa30peHHe
. Moxet HE
Xapakrep neit CrpuITbIii i OT- aTb ce0st
paxrep A CKpBITBII CKpBITBII KPBITBIA JeMOHCTpa- YIPYAA
CTBHI o COKPBITHEM CBOHX
THBHBIN o o
JeiicTBuit
Yamie Bcero Jlo momenTa
OCTaHAaBIIH- JOCTHKEHUSI
o Hwuuero ue cro-
I'my6una mpo- BaeTCs OCIE | IOCTaBICHHOI Mo mobennoro
COOHO MX OCTaHO-
HHUKHOBEHHS epBOro LIeIT! WITH TTOSIB- KOHIIa BUTE
YCIIEIIHOTr 0 JIeHUSI CePbe3HOr0o
BO3JIEHCTBUS MIPEISITCTBHS

63




7 Yro Takoe yrpaBiieHHe HH)OPMALHOHHBIMU PUCKaMU?

8 JlaiiTe MOHATHE PUCKY HAPYLICHHS OE30MACHOCTH.

9 YTo OTHOCHTCS K aKTHBaM OpraHu3aiuu?

10 [TaiiTe noHATHE YPOBHIO 3aIIMIICHHOCTH HH(POPMAIIMOHHOH CHCTEMBI.

11 INpuBenuTe KIaccH(PUKALUIO METOROB OLEHKH 3(deKkTHBHOCTH 6€30MmacHOCTH, OC-
HOBAaHHYIO HA aHAJIN3¢ PUCKOB.

12 Yo Takoe GpyHKIMOHAIEHAS 0€301acCHOCTh?

13 [aiiTe MOHATHE KOMIUIEKCY CPEJICTB 3aIIHTHI.

14 Yo Takoe Monens HapyImUTes: HHPOPMAIOHHOH 6e30macHOCTH?
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4 METO/bI 3BAIIUTHI TH®OPMALIMA HA ®UINYECKOM YPOBHE

4.1 Knaccupmkamusi MeTOI0B 3aIUTHI MH(PpOPpMATHHI

COBOKYITHOCTB 3alIUTHBIX METOJIOB M CPEJCTB BKJIIOYAEeT B ceOsi Mporpamm-
HBIE METO[IbI, allapaTHbIE CPEACTBA, 3alUTHBIE TIPE0OPa30BaHuUs, a TAKKE Opra-
HHU3AIMOHHbBIC MEPONPHUSITHS (PHUCYHOK 16).

‘ COBOKYNHOCTb METOAOB M CPEACTB 3aLmnThl MHbopMaLLMK ‘

1 -— I I 1
1 ‘ ‘I | Mporpammtble ‘ I ‘ 3alMTHbIE | l { OpraHw3ayuoHHble ‘ i
1 | AnnapatHble cpeacTea || I I ]
1 I cpencTsa | npeobpa3sosanus | MepOonpHATHA ]
- = U B A |
| |
3alnTa LLEHTPaNbHOro AyteHTudurayma Opranusauma
HATa LUEHTP i YTeHTHUKEL I | MeTog, nepectaHoBKu P "
npoueccopa H neAb3oBarena NPONYCKHOIO pexunma
|
3auMTa OCHOBHOM ! Wpentndukayma [Nopbop v noaroToBka
‘ w " | A bukau ‘ ‘ MeTog, 3ameHbl | ADOP Al ‘
NamaTn ! TEPMUHANG KaApOB
|
3awmTa cuctem BBOAa- | | o TMpoTtBoONCKapHas
H Ad | 3awmra daiinos AJOMTUBHBIE METOABI P P
BbIBOAA : 3aluTa

3awmta OCwu

‘ 3alnTa BHEWHeR ‘
npobaemHbIX Nporpamm

OpraHn3auma cuctembl ‘
namaTn

HabaogeHua

‘ Obwme meTogpl ‘| BcnomoraTenbHble ‘

‘ XpaHeHWe AOKYMEHTOB ‘
3aLUNThI Nporpammbi 3almMThl

Pucynok 16 — COBOKYITHOCTb METOJIOB U CPEJICTB 3aIUThl HHpOpMaLUN

CyLIHOCTh anmmapaTHOM MWK CXEMHO#l 3alUTBI COCTOMT B TOM, YTO B
YCTPOMCTBAX M TEXHHUYECKUX CPEJICTBAaX 00pabOTKM MH(OpMAIMK MPeaycMaTpHU-
BAaCTCS HATMYKE CHCHHMATBHBIX TEXHUYSCKUX PELICHUH, 00SCICUNBAIOIIHX 3aIlU-
Ty U KOHTPOJb MH()OPMALHH, HAPUMEP IKPAHHPYIOLIME YCTPONCTBA, JOKAIHU-
3YIOIIHE DJIEKTPOMATHUTHBIC H3JYYCHHUS MM CXEMBI IIPOBEPKH HMH(pOpMAIUK Ha
YETHOCTD, OCYIIECTBIIIIONICH KOHTPOJIb 3a MPABIIBHOCTRIO Hepenadn uupopma-
MU MEXKIY Pa3IHIHBIMU YCTPOHCTBAME HH(POPMALIMOHHOW CHCTEMBL.

IMporpaMMHubIe METOOBI 3ALIMTHI — 3TO COBOKYITHOCTH aJITOPHTMOB H IIPO-
rpamMM, OOECHEYMBAIONINX PAa3TPAHUYCHUE JOCTYNA M MCKIIOYCHHE HECAHKIHO-
HHUPOBAHHOTO UCIIOIB30BAHMS HH(POPMALIHIL

CyLIHOCT METO/I0B 3alMTHBIX MPeOOPa30OBaHMil COCTOMT B TOM, YTO WH-
bopmanwsi, XxpaHUMasi B CHCTEME U IlepenaBacMasi o KaHaiaM CBsI3U Ha (u3nde-
ckom yposHe mozenu OSI, mpeacTaBisieTcss B HEKOTOPOM KOJIE, MCKIFOYAOIIEM
BO3MOJKHOCTB €€ HEIIOCPEICTBEHHOTO UCIIOIb30BaHHSL.

Opranu3anHoHHbIe MEPONPUSITHS MO 3alUTE BKIIOYAIOT B CeOSl COBOKYII-
HOCTB JACHCTBHIl MO Moa0Opy W MPOBEpKE MepcoHaja, y4acTBYIOIIETO B MOATO-
TOBKE M DKCIUTyaTalliy NPOrpaMM U MH(POPMALUH, CTPOroe periaMeHTHPOBaHUE
nporecca pa3paboTky ¥ HYHKIUOHUPOBAHHS HH(POPMAIIMOHHOH CHCTEMBI.
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JImp KOMIIIEKCHOE HCIONB30BAHUE PA3JIMYHBIX 3alIUTHBIX MEPONpPUSTHH
MOXeET 00eCHeYNTh HaJISKHYIO 3aIIUTY, TaK KaK KX/l IIPUEM MM METOX UMe-
€T CBOM CJ1a0ble ¥ CHIIbHBIE CTOPOHBI.

Jpyroii BO3SMOXXHBII BapHaHT KJIACCU(HUKALUK METOJOB 3aIlUTHl MH(OpMa-
LM TIpEJICTaBJIeH Ha pUcyHke 17.

Knaccudmrauma MeToaos v cpeacTs 3aluTel nHgopmaumm |

I Mo uenam I I [ I ]
i I MNpeaynpexaeHua BblABNEHMA OBHapymeHua MNpecedeHuna Nlukeupaumna
AgAcTBIN P nocneacTeni
|— Mo Hanpas. I I ]
6 MpaBosan saupTa OpraHu3auMoHHana WHMeHepHo-TexHWYeckan
obecnes. 3almTa 3almTa
I Mo Bupam I I |
Ot pasrnawenna OT yTeukn OT HECAHKUMOHMPOBAKHOIO
yrpo3 P Aocryna
— Mo I I [ [ ]
obberTam ‘ TeppuTOpHA ‘ ‘ ELEDTE] MNomeLleHua ‘ Annapatypa ‘ AnemeHTsI ‘
|_INo yposHam I [ \
oxBaTa ‘ ObbeKTreHaA ‘ Ipynnosaa ‘ ‘ WHAKBMAYaNbHaA
| No euaam I I 1
5] MNepcoxan Marepuanshbie u WUHdpopmaua
OUBEKTOB ¢1HAHCOBbIE LLEHHOCTH
L No
aKTUBHOCTU ‘ AKTHBHbIE ‘ NaccueHble

Pucynok 17 — Kiraccudukarys METOIOB ¥ CPEICTB 3aluThl HHQOpMaun

4.2 MeToas! 3aiiMTH HH(pOpManuu Ha pusnyeckoM yposHe Moaenn OSI

®usnueckuii yposenb monenu OS| omuckIBaeT mpoLecchl, MPOUCXOAAIINE Ha
ypoBHe cpensl nepexaun. Mudopmarms, obpabaTeiBaeMasi B CETEBBIX YCTPOIi-
CTBaX, IPEACTABICHA B JHCKPETHOM BHUJE W MNP Iepeade B 3aBUCHMOCTH OT
XapaKTEPHUCTUK CPEIBI MPEACTABISASTCS HU(PPOBBIM CUTHAIOM C KOAUPOBAHUEM U
Monyssuend. CTaHAapThl (U3NIECKOT0 YPOBHS ONMCHIBAIOT TPEOOBAaHUS K dIe-
MEHTaM cpenbl Iepenadn: KaOenmbHOW cUcTeMe, pa3beMaM, BHJIY CHTHAJOB U
(bopMe UMITYITBCOB MPH KOJUPOBAHUU M MOIYIISLIHH.

OGecrieunTs 3amuTy HHGOpManmu Ha Quzndeckom ypoBHe Moxaenn OSI
MOXHO 32 CUET CTPYKTYPU3ALHMN (PU3NIECKUX CBSI3EH MEXIY y3JIaMH CETH.

OCHOBHBIMH YTpo3aMHy Ha (PU3MUECKOM yPOBHE SIBJISIOTCS:
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— (M3MYeCKUil TOCTYII K HOCUTEISIM HH(pOpMAIHH,

— yrpo3a 060py/10BaHHUIO;

— yrposa KabenbHOI cucTeMe;

—BO3MOXKHOCTh CheMa U Moau(uKanuy HH(GOopManuy B IpoLecce ee nepea-
Y.

3anmra HOcuTenel MH(POPMAIIUH, CETEBBIX YCTPOWCTB U IOMEIIEHHUH, B KOTO-
PBIX OHHM PacCIIONIaraloTcsl, OT HECAHKIIMOHUPOBAHHOTO K HUM JIOCTYIIa OCYIIECTB-
JISIETCSI 33 CUET UCIIOIb30BAHMS CIIEYIOIINX OPTaHN3aI[MOHHBIX MEPOIPHSTHHA:

— pasrpaHM4eHHe JIOCTyINa Ha TEPPUTOPUIO OPraHW3allMd M B OTAENBHBIE MO-
MEILEHHS, B KOTOPBIX Pacrojaraercsi CEeTeBoe 000py10BaHHE;

— MICTIOJIb30BaHUE CHCTEM ayTeHTH(UKAIMHU Mojb30BaTeneii mpu pabore ¢ ce-
TEBBIMH yCTPOWCTBAMHU;

— HUCIIOJIB30BAHUEC CUCTEMbI BI/I}]eOHa6HIO)IeHI/I$[ nu OXpaHHOﬁ CUTHaJIU3aluu.

[Tpu 3ammre kabenbHON CUCTEMBI HanOoIee YSI3BUMBIMH SIBIISIFOTCSI CETH I10-
CTPOEHHBIE TI0 TOIOJIOTHH «O0INas IIMHA» WU HUCIOIb3YIOUIHE KOHIIEHTPATOPI
JUISl COSIMHEHUS CETEBBIX YCTPOMCTB (haKTHUECKH 00pasys eIUHYI0 Cpely Iepe-
Jla4¥l COOTBETCTBYIOLIYIO TOIOJOIMU «OOIIas IIMHA». B Takux cersix, eciu
HapyUINTENb SBIAETCA OJHUM M3 IOJIb30BaTENEH CETH, TO €My JOCTYIEH BECh
ceTeBOol TpadMK U1 MOHUTOPHHIA U y HETO €CTh BO3MO)KHOCTh YIIPaBIIATh MPO-
LeccoM Iepenaud MHpopManuu B ceTH. HapyiieHne neiaocTHOCTH KaGelIbHOro
CerMEHTa MPUBOAMT K OTKa3y Bceil ceTu.

Ecnu B cetn ucnonb3yercst 38€3[jHasi WM JPEBOBUAHAS TOMOJIOTHS, TO Hapy-
LIEHHE IIEIOCTHOCTH Cpelbl OJHOr0 KabeIbHOro CerMeHTa He BIUseT Ha paboTo-
CIOCOOHOCTH Beel cetu. Hambonee ysi3BUMBIM 3JIEMEHTOM CETH SIBISETCS LCH-
TpaJlbHOE KOMMYHHMKAIIMOHHOE YCTPOUCTBO (KommyrtaTop). KommyraTopsl mc-
TIOJIB3YIOTCS VISl OCYILECTBJIEHUS IOIEPEMEHHOTO IOCTYIa y3JI0B K Cpefie mepe-
naun. PazneneHue ¢usnueckoil cpeabl Mepenadd MEXAY y3JaMd BO BpPEMEHH
3aTpyJHAET NPOCIYIIMBAHUE CETH HAPYIIUTENEM W CO3JAa€T JONOIHUTEIbHYIO
TIperpagy IJIsl OCYLIECTBICHHS aTaK OTKa3a B JIOCTYIE, OCHOBAHHBIX Ha IMPOKO-
BELLATENIHOMN pacChlIKe.

[Tpn Hanmmumy y HapymmTens (GU3NIECKOro IOCTYIA K CHCTEME 3JICKTPOIHTA-
HUS CETEBBIX YCTPOMCTB OH MOXET BBI3BATH OTKa3 BCEW CeTH. [ MEOHBIX Ka-
OENBbHBIX CHCTEM, HCIIOIb3yEMBIX B KAUECTBE CPEBI MIEPEAAUHN, OMACHBIM SIBIISET-
¢Sl HaIM4#e MOOOYHOTO AIEKTPOMArHUTHOTO M3nydeHus u HaBomok (IID9MUH),
KOTOpBIE MO3BOJISIOT HAPYIINTENIO aHATN3UPOBATh NIMKN CETEBOWH aKTUBHOCTH, a
MIPY HAJIMYUM AHAJIM3aTOPa CHEKTPa SJIEKTPOMArHUTHOTO H3JIy4eHHs, OCyIIe-
CTBWTH IIEpEXBAT nepenaBaeMor nHGopmarmu. [Ipu ncrmons30BaHNH BOTOKOHHO-
ontryecknx kabenei ceszu [IDMUH orcyTcTBYyeT, 9TO CYIIECTBEHHO 3aTPYIHS-
eT mepexBar MH(GOPMAIMHY B IIPOIECCE €€ Nepeadn.

[Ipoxnanka cereBoro kademst JOJMKHA OCYIIECTBIISICTCS B CKPBITOH MPOBOJIKE,
100 B 3aKpBIBaEMBIX KaOellb-KaHallaX ¢ BO3MOXKHOCTBIO OIle4aThIBaHMS. Maru-
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CTpaJIbHBIN KaOelb, BBIXOISIINNA 32 TEPPUTOPHIO OpPTaHU3AINH, 3aIIUTUTH Topas-
no croxsee. J{s 3amuTel HHGOPMAMK OT HECAHKIMOHHUPOBAHHOTO K HEH J10-
CTyna 1 MOAU(HKAIMN WCIIONB3YIOTCSI METOABI Kpunrorpaduueckoro npeodpa-
30BaHUs, a JJIsI 3aIUTHI OT MOBPEXIEHNS KaOemsl (HapylleHne JOCTYITHOCTH HH-
(opmaryn) — pe3epBHbIC JIMHUN CBS3H.

4.3 OcobdenHocTH GeCcITPOBOIHOI CpeAbI mepeaadyn

OcHOBHBIE TPOOIEMbI GECTIPOBOTHON CPE/IBI MEPEIAUYM C TOUKH 3PEHHS 3alllH-
Thl HHPOPMAIMK 3aKIFOYAIOTCS B HEBO3MOYKHOCTD MOJHOCTBIO KOHTPOJIMPOBATH
TEPPUTOPUIO, HA KOTOPYIO PACHPOCTPAHSETCS 3JIEKTPOMATHUTHOE H3JTydEHHs
0a30BBIX CTAHIIMI M HEBBICOKOE KAUeCTBO PaJMOKAHAJIOB 33 CUET BO3JICHCTBHS Ha
HHUX 3JIEKTPOMATHUTHBIX MOMEX W MPEJIHAMEPEHHOTO JICKTPOMArHUTHOIO BO3-
neiictBusi. MuTeHcuBHOCTH 0uTOBBIX ommbok (Bit Error Rate, BER) B Gec-
MPOBOJHBIX JIMHUAX CBA3U MOXKET AOCTUTATh BCIMYUHBI ].0>3 (}1_]’[?{ CpaBHCHUA B
TPOBOIHBIX JINHHSIX CBsi3H oHa pasHa 10°-1070).

Jnst 3ammTel OecrpoBOJHBIX ceTel Ha (u3mueckom ypoHe moxenu OSI
NPUMEHSETCS TEXHHKA PACIIMPEHHUs CHEKTPA, KOTOpas IO3BOJISIET MOBBICHTH
MIOMEXOYCTOHYNBOCTh MEPEAaBaeMbIX J@HHBIX JJISi CUTHAJIOB MaJIOi MOIIHOCTH.
Bbigessior ciieytonye MeTo/Ibl PACHIMPEeHH s CIIEKTpa CUTHAIA!

—pacIIMpeHue CIIeKTpa CKA4YKO0Opa3HOil  TNepecTpPoiiKoi  4acTOThI
(Frequency Hopping Spread Spectrum, FHSS);

— IpsIMOro mocJiefioBaTe/ibHOro pacmmpenusi cnexkrpa (Direct Sequence
Spread Spectrum, DSSS).

CosMectHO ¢ FHSS 1 DSSS 10moimHUTENIBHO MOXKET UCIOIB30BATHCI METOJ
MHOKECTBEHHOr0 JocTyna ¢ KomoBbiM pasgenenuem (Code Division
Multiplexing Access, CDMA).

Meron FHSS ucnone3yercs miist Toro, 4ToObl paArnooOMeH Helb3sl ObLIO Tie-
peXBaTUTh WM TMOJABHUTH Y3KOMOJIOCHBIM IIyMoM. J[jis 3TOro pamuonepenady
MIPOU3BOJAT C MOCTOSIHHOM CMEHOM Hecyllell B Mpezenax MIMPOKOro Juara3oHa
4acTOT. MOIHOCTh CUTHANA PACIPEIEIISIETCS 110 BCEMY BBIICIICHHOMY JHANa30Hy
YacTOT, U MPOCIYNIMBAHUE KaKOU-THOO OIMpEENIeHHON YacTOThl HE TO3BOJSET
MPOCITYIINUBATH CUTHAI IIEITUKOM.

Hecyast yacrora MeHsI€TCS B COOTBETCTBUM C HOMEPAMHU YaCTOTHBIX MOJKA-
HAJIOB, BBIPA0ATHIBACMBIX aJNTOPUTMOM IICEBIOCHYYalHbIX 4mcen. IlceBmociy-
YaifHasi TOCIEJOBATEIbHOCTh 3aBUCUT OT HEKOTOPOro Mapamerpa, KOTOPIi
HA3bIBAIOT HAYAIBHBIM YHUCIIOM. ECITU MPUEMHHUKY U MEPeIaTYUKy M3BECTHBI all-
TOPUTM M 3HAYCHHE HAYAIILHOTO YHCIIA, TO OHM MEHSIOT YaCTOThI B OJIMHAKOBOMN
MOCJIEI0BATEILHOCTH.

Meronet FHSS npumensrorest B 6ecripoBomabix TexHomorusx |IEEE 802.11
(Wi-Fi) u Bluetooth.
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B merope DSSS uwacTOTHBIN quana3oH pacIIupseTcs 3a c4eT TOro, YyTo Kax-
ne1i OuT mHpopMaruu 3amenseTcst N OuTamMu, MO3TOMY TaKTOBask CKOPOCTh ITe-
penaun curHanoB yBenmuuBaercs B N pa3. CriekTp CuTHala TakKkKe pacIIdpsieTcs
B N pas.

Hens komupoBauust merogoM DSSS Ta ke, uto Metogom FHSS — moBbrieHne
MTOMEXO0YCTONYMBOCTH. Y 3KOMOJIOCHAS ITOMeXa OyJeT MCKaXaTh TOJBKO OIpejie-
JICHHBIC YaCTOTHI CIICKTpa CHTHAJA, TaK YTO MPUEMHUK C OOJBIIOW CTCIICHBIO
BEPOSATHOCTH CMOKET MPABHJIBHO PACIIO3HATH IepeiaBaeMyi0 HHPOPMAIIHIO.

Kox, KOTOpbIM 3aMeHsIeTCS JBOWYHAS CAWHHIIA HMCXOMHOW HH(OPMAIHH,
HA3BIBACTCS PACIIUPSIONICH MMTOCICI0BATEIBHOCTRIO. JIBOUYHBIA HYJIb KOAHPYET-
Cs WHBEPCHBIM 3HAYCHUEM PACIIUPSIONICH IMOCICAOBATeAHOCTH. [IpueMHHKH
JIOJDKHBI 3HATH PACHIMPSIONIYIO TOCIE0BATEILHOCTh, KOTOPYIO UCIONB3YET Ie-
penaT4uk, 9To0bl OHATH MEpeIaBacMyr0 HH()OPMAIHIO.

[TpuMepoM pacIIMPSIONICH MOCICIOBATEIILHOCTH SIBISCTCS MOCIEAOBATEb-
HocTh bapkepa, koropas coctout u3 11 6ut. J{ns qBOMYHOM €AMHUIIEI OHA UMEET
Bua: 10110111000, mmst myas — 01001000111,

[TocnenoBarenbHOCTh bapkepa mo3BossieT MPUEMHHUKY OBICTPO CHHXPOHH3H-
pOBAaThCS € MEPEAATIYMKOM, TO €CTh HAJCKHO BBISIBIIATH HAYAJIO MOCICIOBATEIb-
HocTH. [IpuemMHHK ompezaerser Takoe COOBITHE, TIOOYEPEHO CPaBHUBAS MOTyda-
eMble OUTBHI ¢ 00pa3IOM I0CIIEA0BATENLHOCTH.

Meronq CDMA 3akiodaercsi B TOM, YTO KaXKAbIH y3€l CeTH 3aJIeHCTBYET Co0-
CTBEHHOE 3HAYCHHUE PACLIMPSIOUICH MOCIEA0BATEIbHOCTH, KOTOPOE BHIOUpAETCS
TaK, 4TOObI NPUHUMAIOIIUIA y3eJ MOT BBIACIHUTH JAHHBIC TEPEArOIIEero y3a H3
CyMMapHOro CHrHaja, 00pa3yrolerocsi B pe3y/bTaTe OJHOBPEMEHHOM Iepeiadn
uH(pOpMAIINN HECKOIBKUMHE Y3JIaMH.

Kaxxnpiit y3en ceru, pabdorarommii mo meroqy CDMA, noceuiaeT J1aHHbBIC B
paszensemMyro cpefy 0e3 Kakoi-Tin00 CHHXPOHH3ALWHU C APYTHMHU Y3TaMH CEeTH.
KoMOHHaIMK paciIupsIIONIMXCs TOCIEN0BATEILHOCTEH JTOMKHBI 00J1a1aTh CBOM-
CTBOM OPTOTOHAJIBHOCTH, KOTOpO€ HEOOXOAUMO IJIsi BO3MO)KHOCTH BBIICIICHUS
KOJIa OTAETHHOrO y371a U3 00IIero Curaaia.

4.4 Kpunrorpaguueckue MeToIbl 3aIUUTHI HHPOPMALHH

Kpunrosnorusi — 310 Hayka, W3ydaromas MaTeMaTH9eCKHe METOJbI 3allUThI
nHpOPMANINHU TTyTeM ee mpeobpa3oBanmst. OHa pa3mensieTcs Ha Ba HATPABICHUSI
— KpUnrorpa(uio ¥ KpUNTOAHAIIH3.

ITon kpunrTorpapuyeckoi 3aUTO HHPOPMALMHM TOHUMAETCS TAKOE Ipe-
o0pa3zoBaHNe MCXOMHON MH(OpManny, B pe3yabTaTe KOTOPOrO OHAa CTaHOBUTCS
HEJIOCTYITHOM JUIS 03HAKOMJICHHUS ¥ MCTIONb30BAHMS CYOBEKTaMH, HE UMEIOIINMHU
Ha 3TO ITOJTHOMOYHH.

W3BecTHBI pa3muyHbIe MOAXO0Ab! K KIacCH(pUKAIMA METOI0B KpUnTorpaduae-
ckoro mpeobpasoBanus nH(Gopmanuu. [1o Buay Bo3aelCTBHS HA MCXOOHYIO MH-
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(opMaryo MeToabl KpUNTorpagudeckoro npeodpa3oBaHusl HHPOPMAIH MOTYT
OBITH pa3/eseHbl Ha CIIeIyIOINe TPYIIIHL:

— CXKATHE WK apXHuBalys HHopMaIuy;

— KOJMpOBaHNE HHPOPMAIHH;

— mmQpoBaHue HHPOPMALIIH;

— cTeraHorpadus.

B HEKOTOpBIX MCTOYHMKAX KOJMPOBAHHE U CKaThUEe HH(POPMALIMK OTHOCSATCS K
OTpacisiM 3HaHUH, CMEXHBIX C KpUnTorpaduei, Ho He BXOJSIINX B HEe.

C:xkatne mHpopManmum MoXeT ObITh OTHECEHO K METOAaM KpumTorpadude-
CKOro npeoOpa3oBaHusl MH(QOPMALIUH C ONPEAEIEHHBIMUA OTOBOPKaMH. JTH METO-
Jbl HE TpeJHa3HAa4YeHbl JUIS COXPaHEHWS KOH(UAEHIMANbHOCTH HH(pOpMAaIHH,
OCHOBHOH MIX IIEJIBIO SIBJISIETCSl COKpaleHre o0beMa HHQOpMalnK PH XpaHEHUN
WM TIepeayuyl 1o JIMHUSAM CBS3H. B TO e BpeMs cxaTast HHpOpMaIys HE MOXKET
OBITh MIPOYKMTAHA MJIM MCIIONB30BaHa 0e3 00paTHOro npeodpa3oBaHus. Y YUTHIBAS
JOCTYITHOCTH CPEJICTB CXKATHUsI U 00PaTHOTO Mpeo0pa3oBaHus, TH METOIbI HENb3S
paccMaTpuBaTh Kak HaJeXKHbIE CPEJICTBA KpUNTOrpadryeckoro npeodpa3oBaHus
unpopmanun. Jlaxke ecnu nepxaTh B CEKpPETe allTOPUTMbI, TO OHH MOTYT OBITh
CPaBHUTENIBHO JIETKO PACKPBITHI CTaTHCTUYECKMMHM MeTonamu obpaborku. Ilo-
9TOMY CxKaTble (aiinbl KoH(puAeHIMATbHONH HH(OPMALIMK MTOJABEPratoTCcs mocie-
Iyromemy mudpoBaHuio. [y cokpalieHns BpeMeHH Lenecoo0pa3Ho COBMEIATh
npolecc cxaThs ¥ mrppoBaHus HHPOPMAIIUH.

CozmepxaHueM Ipolecca KOJAUPOBAHUS HHEAOPMALMM SBIICTCS 3aMeHa
CMBICIIOBBIX KOHCTPYKIIMH UCXOIHOW MH(OpMaiuu (CJIOB, MPeAIoKeHHd) Koaa-
MH. B KkagecTBe KOJOB MOTYT HCIIONB30BAThCS codeTaHus OykB, u(p, OyKB H
uudp. Ilpu KoqupoBaHUM U OOPATHOM TPEOOPA30BAHUHU HCIIONB3YIOTCS CIICIIHU-
anpHBIe TaOMUUBl Win cioBapd. KomupoBanue HH(pOpMalmy Lexecoo0pa3Ho
NPUMEHATh B CUCTEMaxX C OIPaHMYEHHBIM HAO0OPOM CMBICIOBBIX KOHCTPYKLIHH.
Taxoii BuI KpunTorpaduyeckoro npeodpa3oBaHus MPUMEHHM, HAIIpUMep, B KO-
MaHJIHBIX JIMHHSAX aBTOMAaTHU3MPOBAHHBIX CHUCTEM ympasieHus. HemoctaTkamu
KOJIMPOBaHMs KOH(QHAESHINAIBHON HH(OpMAIHU SBISIETCS HEOOXOIMMOCTD Xpa-
HEHHS M PACIPOCTPaHEHUsI KOJUPOBOYHBIX TaOJIHI], KOTOPbIEe HEOOXOIMMO YacTo
MEHSTH, YTOOBI N30€KATh PACKPHITHSA KOJOB CTATUCTUIECKHMH METOIaMHu o0pa-
OOTKM MepeXBavYeHHBIX COOOIICHNUI.

OCHOBHBIM BHIOM KpHUNTOTpadudeckoro mpeoOpa3oBaHus HH(poOpMAIu B
HHGOPMALMOHHBIX CHUCTeMaXx sBisercs mudposanue. [lon mmdpoBannem mo-
HUMAeTCs IpoIiece Mpeodpa3oBaHms OTKPHITON HHG)OPMAITNH B 3alIi(QpPOBAHHYIO
(mmmdpotekcr). IIporece mpeoOpa3oBaHUs 3aKPHITOH HHPOPMAIIH B OTKPHITYIO —
pacummppoBanue.

[ponecc muppoBaHus 3aKiIr0YaeTcs B NIPOBEACHHN 00paTHMBIX MaTeMaTHYe-
CKHUX, JIOTHYIECKUX, KOMOMHATOPHBIX M JAPYTHX NpeoOpa3oBaHMN MCXOTHOM WH-
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(bopmanuu, B pe3yibTaTe KOTOPBIX 3amuppoBaHHas HHPOpMALKs TPEIACTABISCT
c0o00ii XaoTHueckuit Habop OyKB, MU(P, APYTHX CUMBOJIOB HITH JTBOMYHBIX KOJIOB.

Just b poBaHus MHGOPMALIHK UCTIONB3YIOTCS ATOPHTM MPeoOpa3oBaHus U
ki1r04. Kak mpaBuito, alnroputm AjIs ONpe/IeNieHHOr0 MeTo/ia IH(POBaHUs SBIIsI-
eTcsi HeM3MEHHBIM. VICXOJHBIMH TAaHHBIMH UTS aITOPUTMA MIH(PPOBAHHUS CIYKAT
uHbOpMalusl, TmoIeKallas IUPPOBAHUIO, U KTt mmdpoBanusa. Kiawu — koH-
KpPETHOE 3HAYCHHE HEKOTOPBIX MapaMEeTpOB ajropuTMa KpPUMNTOTPadHIecKoro
npeoOpa3zoBaHus, obecreyrBaroniee BIOOp mpeodpazoBanus u3 cemeicrea. OH
COJICPXKUT YIPABJIIONIYI0 HH(OOPMAIIHIO, KOTOpasi ONpPEeNsAeT BHIOOp mpeodpa-
30BaHMs Ha OMpENEIICHHBIX [Iarax alrOpuTMa W BEUYMHBI OMEPaH/IOB, UCIIONb-
3yeMble NPH PeaT3allii alropUTMa H(PPOBAHUSL.

3a MHOTOBEKOBYIO HCTOPHIO HCIIOIb30BAHHUS MIM(ppOBaHUS WHOpPMAIMU Ye-
JIOBEYECTBOM M300pETEHO MHOXKECTBO METOIOB Iin(poBanus, win muppos. Me-
ToaoM ummmdpoBanus (mmdpom) Ha3BIBAETCA COBOKYITHOCTH O0PATHMBIX ITPEOd-
pa3oBaHUl OTKPHITOH MH(OpPMAIMU B 3aKPHITYIO B COOTBETCTBHH C aITOPUTMOM
mmgpoBaHus. BoONBIIMHCTBO MeTONOB MM(POBaHHS HE BBIIEPIKAINA MPOBEPKY
BpEMEHEM, HO HEKOTOPBIC UCIIOJIB3YIOTCA U A0 CUX ITOP. ITossBNEHHE KOMIIBIOTE-
POB HHHIIMHUPOBAIIO TMPOIECC Pa3spabOTKH HOBBIX MIM(PPOB, YIUTHIBAIOIINX HX
BO3MOXKHOCTH Kak Ui MM(POBaHUs, TaKk U sl JemudpoBaHus HHPOPMALUK
JemmpoBanueM Ha3bIBalOT MPOLECC BOCCTAHOBIICHHUS IIEPBOHAYAIBHOIO OT-
KPBITOTO TEKCTa HA OCHOBE IIM(POBAHHOr0 0€3 3HAHUSI KIIF0Ya.

CoBpeMeHHbIE METOABI MHU(POBAHUSA JOJKHBI COOTBETCTBOBATH CIEAYIOLINM
TpeOOBaHUSIM:

— CTOMKOCTh mM(pa K KPUNTOAHAIN3Y (KPUITOCTOMKOCTH) JOJDKHA OBITH Ta-
KOH, 4TOOBI BCKPBHITHE €r0 MOIJIO OBITH OCYLIECTBIEHO TOJBKO ITyTEM PEIICHUS
3aJ]a4M MOJHOTO Iepedopa KIroYei;

— KPUNTOCTOHKOCTH 00ECIIeUUBACTCS HE CEKPETHOCTBIO aNropUT™Ma HIH(ppOBa-
HHSL, @ CEKPETHOCTBIO KIIF0Ua;

—I(POTEKCT HE JOJDKEH CYLIECTBEHHO IPEBOCXOOHTH MO 00BEMY HCXOI-
HYI0 HH(OPMAIIHIO;

— OIIMOKH, BOSHUKAIOIINE NP IH(POBAHUH, HE JODKHBI IPUBOAUTH K HCKa-
KEHHSAM U TOTepsSM HHPOpMaLHH;

— BpeMsi II(POBaHUS HE JOIKHO OBITH OOJBIIHM;

— CTOMMOCTh HIM(POBaHUS NOJDKHA OBITH COIVIACOBaHA CO CTOMMOCTBIO 3a-
KpBIBaeMOW MH(POpMAITHH.

KpunrocroifkocTs mudpa sSBISETCS €ro OCHOBHBIM TMOKa3areneM 3P QeKTHB-
HocTH. OHa M3MepsieTcss BPEMEHEM WIIM CTOMMOCTBIO CPENCTB, HEOOXOIUMBIX
KPHUITOAHAJIHUTHKY JUISl TONYyYEeHHs HMCXOAHOW MH(GOPMAIMH MO MH(PPOTEKCTY,
TP YCIIOBUH, YTO €MY HEU3BECTCH KIIFOY.

CoXpaHHTh B CEKpeTe MIMPOKO HCIIONb3YeMBIH anropuT™ MK(POBAHUS TIPaK-
THYECKH HEBO3MOXHO. [l03TOMY anroputM He JODKEH HMETh YSI3BHMOCTEH
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(CKpBITBIX cIIAOBIX MECT), KOTOPBIMH MOTJIH ObI BOCHOJIB30BaThCS KPUIITOAHAIH-
TUKH. Eciy 3TO yCIoBHE BBIMONHSETCS, TO KPUIITOCTOMKOCTH IIHMdpa onpenens-
ercsl JUIMHOM Kifo4ya, TaK KaK €JUHCTBEHHBIH IMyTh BCKPBHITHS 3amr(poBaHHOMN
nH}opmanum — nepedop KOMOWHAIIMIA KJTF0Ua M BBITIOJTHEHUE allTOpUTMa JIeI Q-
poBanusi. Takum 00pa3om, BpeMst U CPEIICTBa, 3aTpauuBaeMble Ha KPHIITOAHAIIN3,
3aBHCST OT JUIMHBI KITI0Ya M CJIOYKHOCTH JITOPUTMA ITUPPOBAHHSI.

B koniie 70-X roioB HCIIONB30BaHKUE KITFOYA JJTUHON B 56 OUT rapaHTHPOBAIIO,
YTO ISl pacKpBITHA mH(ppa NoTpeOyeTcsl HECKONBKO JIET HEMPEepbIBHOW padoTHI
caMbIX MOIIHBIX 110 TEM BpeMeHaM KOMITbioTepoB. IIporpecc B obmacTu BeIYHC-
JIUTENILHON TEXHUKU IO3BOJIMII 3HAYMTEILHO COKPAaTHTh BpEMS ONpEIeNeHUs
KJII0Ya ITyTeM IOJIHOTO niepedopa.

Ouapro Tannenbaym u [xeiimc Yazepomn B cBoell kHure «KomrmbrorepHbie
cetn» (5-e m3nanue 2012 roga) MpUBOIAT HIYTOUHYIO KJIACCU(HUKALMIO KPHUIITO-
croiikoctu PGP (Pretty Good Privacy — moBoibHO Xopoinas KOH(PHIEHIHATb-
HOCTh) C HCIIOJb30BAHHEM anroputmMa RSA B 3aBHCHMOCTH OT JUIMHBI KITFOYa
U (pPOBAHUS:

1) Hecepbesnas (384 6ur): mudp MOXKeET ObITh B3IOMAH CETOMHS e OpTaHH-
3alUsIMU C OOJIBIIAM OFO/IKETOM.

2) Kommepueckast (512 6ut): BO3MOXKHO, P CMOTYT B3JIOMAaTh OpraHH3a-
LUK U3 TpeX OYKB.

3) Boennast (1024 6ut): HUKTO Ha 3eMiie HE CMOXKET B3JIOMATh 3TOT IIH(D.

4) Mexmnanernast (2048 OuT): HUKTO BO BCell BceneHHON He CMOXKET B3IIO-
MaTh UQp.

CoBpemeHHast Kpunrorpadusi BKIIOYaeT B ce0S YeThIpe OCHOBHBIE I'PYIIIIEI
KpHIITOrpaduuecKux METOI0B 3alUThl HHQOpMALIUH:

— CHMMETPHYHBIE KPUIITOCHCTEMBI (KPUIITOCHCTEMBI € 3aKPBITHIM KIIIOUOM);

— aCHMMETpPUYHbIE KPUIITOCUCTEMBI (KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM);

— CHCTEMBI DIIEKTPOHHOM 1IU(POBOH MOIHCH;

— CHCTEMBI yIpaBJICHHUS KITIOYaMH.

B cMMMeTpHYHBIX KpUIITOCHCTEMaX ULl IIM(pPOBAaHUSA U pacIIn(poBaHus HC-
TIOJTB3YETCS OJIMH | TOT ke Kitod (prucyHOK 18).

Kritoy /3aLIJMU.|,eHHbIl7I KaHan
fffffffffffff | ----------=""pacnpocTpaHeHus Knioua

OTKpbITbIN i MNepBoHa4arnbHbl

WndpoTtekcT -
TeKCT OTKPbITbIA TEKCT
— » lUndposaHue PacwudposaHne ——»

Pucynok 18 — IlTudposanue u pacumppoBaHue ¢ OXHUM KITFOUOM

K TpaguimmoHHBIM (KTaCCHYECKUM) CHMMETPHYHBIM METOIaM MIM(ppOBaHMS
OTHOCSTCS IHU(PHI TIEPECTAHOBKH, IMU(PBI TPOCTOH M CII0KHON 3aMEHBI, a TaKKe
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HEKOTOpbIe UX MoanuKanyy 1 komOnHarmy. KomOouHanmy mudpoB nepectano-
BOK 1 IIU(POB 3aMEHBI 00pa3yloT Bce MHOI000pa3ue MPUMEHIEMbIX Ha IPaKTHKE
CUMMETPHYHBIX IU(POB.

[Tpn mmdpoBannm nepecTaHOBKONH CHMBOJBI MIM(PPYEMOTro TEKCTa IepecTaB-
JSIIOTCA II0 ONpEeJIeNIeHHOMY IpaBUIly B Ipefenax Onoka 3toro Texcra. Iludps
TIEPECTAaHOBKH SBJISIFOTCSI CAMBIMH MPOCTBIMU M CAMBIMH JIPEBHUMU I (paMu.

OnmHUM M3 caMbIX MPOCTHIX HIM(POB MEPECTAHOBKHU SBISIETCS MIMQpYIOmas
tabnuna. B kauecTBe KiIro4ya B MMGPYIOMMX TaOIUIAX HCIOIb3YIOTCA: pa3Mep
TaOnuIbl, CI0BO WiH (pa3a, 3aJal0Ue IEPECTaHOBKY, OCOOEHHOCTU CTPYKTYPBHI
TaOJIHIIBL.

[Tpu mmdpoBannn 3ameHol (MOACTaHOBKOI) CUMBOJBI MIM(PYyeMOro Tekcra
3aMEHSIOTCSA CUMBOJIAMH TOT'0 K€ WM JPYyroro andasuTa ¢ 3apaHee yCTaHOBJICH-
HBIM TIPaBWJIOM 3aMeHbl. B mmdpe nmpocroli 3aMeHbl KaXKAblii CHMBOJ HCXO/IHOTO
TCKCTA 3aMCHACTCA CUMBOJIAMH TOI'O XK€ aﬂ(l)aBI/ITa 10 OAHOMY IIpaBUJIy Ha BCEM
npoTsbKeHnu Tekera. Yacto mudpsl NpocToil 3aMeHbl Ha3bIBAlOT MIMppamMu Of-
Hoas(haBUTHOM MmoAcTaHOBKHU. [IprMepamu mudpoB MpoOCTOil 3aMeHbI SIBIISIOTCS
mmdp Lezapst u Addunnas cucrema nopctaHoBok Lezapsi.

OOBIYHO KPUNTOAHAIUTHUYECKAs] aTaka MPOTHB CUCTEMBI OJIHOAI(AaBUTHON
3aMEeHbl HAYMHAETCS C IOJACYETa 4YacTOT IOSBICHUS CHUMBOJOB: ONpPEIEIseTCs
YHCIIO TOSBICHUH Ka)kaod OyKBBEI B MIM(POTEKCTE. 3aTeM IONy4EeHHOE pacrpe-
JielleHHe 9acToT OykB B MHM(POTEKCTE CPAaBHUBAETCS C PaclpeielICHHEM YacTOT
OykB B anaBuTe HCXOJHBIX COOOLIeHNH. BykBa ¢ HauBbICIIIeH YaCTOTOM MOsBIIE-
HUA B IHU(PPOTEKCTE 3aMEeHAETCS Ha OYKBY C HAMBBICIICH YacCTOTON MOSBICHUS B
andasute U T. 1. BEposATHOCTh YCHEIIHOrO BCKPBHITHS CHCTEMBI MIU(POBAHUS
MOBBIIIAETCS ¢ yBENMYEHUEM IMHBI mmpporekcTa. Bmecte ¢ TeM unen, 3aio-
JKEHHBIe B cucTeMe mudpoanus Lle3aps, oka3ainuch BecbMa IUIOIOTBOPHBIMH, O
9YeM CBUIETEIbCTBYIOT HX MHOI'OUHCIIEHHBIE MOIU(DUKALIIH.

u¢per cnoxHONW 3aMEHBI HA3bIBAlOT MHOTOAN(aBHTHBIMH, TaK Kak s
(g poBaHU KaXKIOTO CHMBOJIA UCXOIHOT'O COOOIIEHNUS IPUMEHSIOT CBOM mHU(p
MpocToi 3aMeHbl. MHOroan(aBUTHas ITOJCTAHOBKA IOCIIEIOBATENBHO M IIUKIH-
YEeCKU MEHSET UCIONb3yemblie anpaBuThl. DPdexT ucrnonp3oBaHus MHoOroanda-
BUTHOW TOACTAaHOBKH 3aKIIOYAETCSl B TOM, YTO OOECHEYMBAETCS MAacCKHPOBKa
€CTECTBEHHOW CTAaTHCTHKU HCXOIHOTO f3bIKA, TaK KaK KOHKPETHBII CHMBON M3
HCXOMHOTO andaBuTa MOXKET OBITH MPEOOPA30BAH B HECKOIBKO PA3NMIHBIX CHM-
BOJIOB MHA(POBATBHEIX andaBuToB. [Ipumepamu mmdpoB CIOKHON 3aMEHBI SB-
JISFOTCS I (PBI ¢ UCIIOIB30BAHNEM TaOIUIBI BrokuHepa u mucka Ans0epTu.

[lourn Bce mnpuMeHseMble HA TPAKTUKE IMHUQPH XapaKTEpU3YIOTCAd Kak
YCIOBHO HaJEXHbIE, IIOCKOJIBKY OHH MOTYT OBITh B NPHHIUIE PACKPBITHI TPH
HaJIMYUM HEOTPAHMYEHHBIX BBIYMCIUTENBHBIX BO3MOXXHOCTEH. AOCONIOTHO
Ha/IeKHbIE MHQPHI HENb3sl pa3pylInTh Jake IPH UCTIOIB30BAHUN HEOTPaHMYEH-
HBIX BBIYHCIHUTENBHBIX BO3MOKHOCTEH. DTO JOCTHUraeTcst 3a CUeT TOro, 4To Cy-
IIECTBYET €IMHCTBEHHBIN TAaKOW MM(p, MPUMEHIEMBIH HA MPAaKTHUKE, — OHOpa-
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30Bast cucTeMa mM(poBaHust. XapaKTepHOH 0COOCHHOCTBIO OJHOPAa30BOW CHUCTe-
MBI OIH(POBAHUS SBISETCS OAHOPA30BOE HUCMOIB30BAHKE KITIOUEBOW ITOCIENI0BA-
TENBHOCTH.

Otor mmdp aOCOTIOTHO HANESKEH, €CIIM HAOOpP HCIONB3yeMBIX UM KITFOUCH
JEHCTBUTEIBHO CIyYaeH W HerpeackasyeM. Ecii KpunToaHaJWTHK ITONBITAeTCs
WCIIONIB30BAaTh VISl 3aJaHHOTO MIM(POTEKCTa BCE BO3MOXKHBIE HA0OPHI KITFOUYel U
BOCCTaHOBUTH BCE BO3MOXKHBIE BapHaHTHI UCXOJHOI'O TEKCTa, TO OHU BCE OKa-
XKYTCSl pAaBHOBEPOSTHBIMU. TeOpeTHvyecKy J0Ka3aHo, YTO OJHOPA30BbIE CUCTEMBI
SIBJISAIOTCS HeAeUIH(PPUPYEMbIMU CUCTEMaMH, MMOCKOIBKY HX MIH(PPOTEKCT HE CO-
JICPXKHUT JIOCTATOUHON MH(OPMAIMH [T BOCCTAHOBIICHHSI OTKPBITOTO TEKCTA.

B03MOXHOCTH IPUMEHEHHUSI OTHOPA30BOIl CHCTEMbI OTPAHHYEHBI YHCTO MpaK-
THYECKUMHU acriekTamu. CyIeCTBeHHBIM MOMEHTOM SIBIISICTCS TPEOOBaHKE OJTHO-
pPa30BOro MCHOJB30BAHUS CITy4allHOM KJIFOUEBOH mociienoBarensHocTh. Kiroue-
Basi MOCIIEIOBATENLHOCTh C JJIMHOW, HE MEHbILICH JUIMHBI COOOIICHUs, JOJKHA
HepefaBaThCs MONYJaTeN0 COOOIIEHHUs 3apaHee WM OTIENbHO 10 HEKOTOPOMY
CeKpeTHOMY KaHaiy. Takoe TpeOOBaHHE CIIOKHO OCYIECTBUTH Ha MPAKTHUKE IS
COBPEMEHHBIX CHCTeM 00paboTku HMHQOpMaImu, rae Tpedyercs mudpoBaTh B
peaNbHOM PEXUME BPEMEHH C BHICOKUMHU CKOPOCTSIMH.

Ilox ramMmupoBaHHEM MOHMMAIOT HPOLECC HANOKEHHS IO ONpPEeNeICHHOMY
3aKOHY TaMMblI IH(pa Ha OTKPbITHE JaHHbIE. ['aMMa mmdpa — 310 nceBRoCIy-
YalfHasl IOCJIEJOBATEILHOCTb, BHIPA0OTaHHAS IO 33JAHHOMY ANTOPUTMY IJIA
MU(POBAHUA OTKPHITHIX JaHHBIX U paciiu(poBaHMs NPUHATHIX JAHHBIX.

[pouecc mmdpoBaHus 3akiroyaercss B TeHepalMd TaMMbl mudpa U
HaJIO)KeHUH IIOJydeHHOW I'aMMBl Ha HMCXOIHBIH OTKDBITBI TEKCT OOpaTHMBIM
00pa3oM, HalpuMep, ¢ UCIIOIB30BAaHUEM ONEpaliy CI0OKEHHS IO MOAYIIO 2.

INepen mudpoBaHueM OTKPHITHIE JaHHbIE PAa30HUBAIOT HA OJIOKH OIUHAKOBOM
nmnbt (64, 128, 256 u T. 1. 6ut). ['amma mudpa BeipabaTsiBaeTcs B BHIE MOCTE-
JI0BaTEIbHOCTH aHAIOrH4HOH uHbL. [Iponecc pacmmppoBaHus CBOIUTCS K IO-
BTOPHOM TeHepalMy raMMbl OIH(ppa W HAIOKEHHUIO STOH TaMMbI Ha TPHHSTHIC
JaHHEIE.

[Nomy4aeMbIit 5THM METOIOM LIM(PPOTEKCT JOCTATOYHO TPYICH IUIS PacKpbl-
THS, TIOCKOJIBKY Teleph K4 sBIseTcs nepeMeHHbIM. [lo cytu nema, ramma
mudpa JOIHKHA H3MEHATHCS CIyJalHBIM 00pa3oM IS KaXIoro mudpyemoro
Oroka. Ecnmu meproJ; raMMbl MpeBBIMIAeT JUIMHY BCero MH(pyeMoro Tekcra u
HApYIIUTENI0 HEM3BECTHA HUKAaKas 4acTh MCXOJHOI'O TEKCTa, TO TaKOW IUdp
MOKHO PacKpbITh TOJBKO NPSAMBIM ITepeOOpOM BCEX BapHaHTOB Kitoda. B aTom
ciTydae KpANTOCTORKOCTh Mr(pa OmpenenseTcs IIHHON KITF0Ya.

Hctopudecku pa3znuyarot mmdpaTophl ¢ BHEITHEH U BHYTPeHHEH rammamu. B
mmdparopax ¢ BHEIIHEH raMMOW B KauyecTBE KJIFOYa HCIOJIB3YeTCs ClydaifHas
MOCIIEJIOBATENIbHOCTh OJHOKPAaTHOrO WCIOJIBb30BAHMS, JUIMHA KOTOPOil paBHa
JUHE mHuppyeMoro coobienus. B mmdparopax ¢ BHyTpeHHeH raMMoil B Kade-

74



CTBE KJIIOYAa IPUMEHSETCS MHOTOKPAaTHO HCTIONb3yeMasl CilydaiHasi MocIiesoBa-
TEJNIFHOCTh JUIMHOW, MHOT'O MEHBIIEH JUIMHBI MH(pPYEMOro TeKCTa, Ha OCHOBE
KoTopo# (opmupyercst ramma mudpa. [ludparops! ¢ BHyTpeHHE#H raMMoid, T. €.
obJiajaromiue CBOMCTBOM NPAKTUYECKOW CTOHKOCTH, B HACTOSIEE BpPEMs SBIIS-
I0TCS TIPeo0IaJaronMMH IPH TOCTPOSHUH CHCTEM MH(POBaHHON cBsi3u. OCHOB-
HBIM UX JIOCTOMHCTBOM SIBJISIETCS [IPOCTOTA B YIPABICHUH KJIIOYaMH, T. €. UX 3a-
TOTOBKa, paclpe/ielieHne, JT0CTaBKa W yHHYTOXKeHWe. JlaHHOe NpenMyIiecTBo
TI03BOJISIET HA OCHOBE HMIM(PATOPOB C BHYTPEHHEH raMMOIl CO3/1aBaTh CHCTEMBI
K POBAHHON CBSI3M MPAKTUYECKH JIFOOBIX pa3MepoB, HE OrpaHUYMBAsl UX I'eo-
rpaduio ¥ KOJIUIECTBO a0OHCHTOB.

AMepukaHckuii craHgapt mmdpoanus aanneix (Data Encryption
Standard, DES) omybnukoBan B 1977 r. HaiwioHampHBIM GHOPO CTaHIapTOB
CIIA. On mpeaHa3HaueH JJisl 3alUThl OT HECAHKIIMOHMPOBAHHOIO JOCTyMa K
Ba)KHOM, HO HE CEKPETHON MH(OpPMALMK B TOCYIApCTBEHHBIX M KOMMEPUYECKHX
opranm3anusax CIIA.

OcHoBHbIe JocTOMHCTBA anroputma DES:

— UCTIONIBb3YEeTCs TOJBKO OIUH KITIOY JIJTMHOU 56 OUT;

— OTHOCHTEJbHAsI POCTOTA aJNrOpUTMa 0OECTIEUUBAET BBICOKYIO CKOPOCTh 00-
padoTkw;

— IOCTATOYHO BHICOKAsi CTOMKOCTD aJITOPUTMA.

Anroput™m DES ocHoBaH Ha KOMOMHHPOBaHHM METOJOB MOJCTAHOBKU U IIe-
PECTAHOBKM M COCTOMT U3 UYepeNyIOIIEHCs IOCIeI0BaTeIbHOCTH OIOKOB Iepe-
cTaHOBKH M nojcranoBkd. DES ocymiectBisiet mmdppoBanue 64-0UTOBBIX OJI0KOB
JAHHBIX C IMOMOIIBI0 64-OUTOBOTO KII0Ya, B KOTOPOM 3HAYAIIMMU SBISIIOTCA 56
6uT (ocTanbHbIe 8 OUT — MPOBEPOYHBIC OWUTHI IS KOHTPOJS Ha YE€THOCTH). Pac-
g posanue B DES siBnsiercst onepanueii, o0paTHOM mHU(pPOBAHUIO, U BHITTONHSI-
eTcsl IIyTeM ITOBTOPEHHMS Ollepaluil MH(ppOoBaHU B 00paTHOI IOCIea0BaTeNbHO-
ctu. O0o6IIeHHas cxema Tporiecca mudpoBanus B anroputme DES moka3ana Ha
pucyske 19.

[Mpouecc mmdpoBanus 3akiIr0YaeTcs B HaYalbHOW IEpecTAaHOBKE OHMTOB
64-6utoBoro 0JyioKa, MIECTHAAIATH IUKJIAX IMU(POBAHUS W, HAKOHEI], B KO-
HEYHOU IepecTaHOBKe OUTOB

Yrobbl Bocmob3oBaThest ainroputMom DES s pemienus pa3zHooOpa3HbIX
KpUnTorpaguyecKkux 3amad, pa3padoTaHbl YeThIpe padOvIHnX PeKuMa:

—anexTponHas konosas kaura (Electronic Code Book, ECB);

— crierutenne 6mokos mudpa (Cipher Block Chaining, CBC);

— obpatHas cBs3b 1o mmdporekcry (Cipher Feed Back, CFB);

—obparnast cBsi3b 1o Beixony (Output Feed Back, OFB).

B pexume «InekTpoHHast KooBasi KHUTa» (dain M ¢ naHHBIMK Ui IUQpo-
BaHMs pa3OmBaioT Ha 64-OutoBBIC OTpe3ku (O10Kkm) : M = My, My, ..., M, mo 8
Oaiit. Kaxnpii u3 3THX OJIOKOB MMIM(PYIOT HE3aBUCUMO OT HCIIOJIB30BAHUS
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OJHOTO ¥ TOro e Kimoda mmdposanus (pucyHok 20). OcHOBHOE JOCTOWHCTBO —
NpoCTOTa peanu3aiud. HeqocTaTok — OTHOCHTENBHO ciadas YCTOHYHBOCTD
NPOTHB  KBAJTH(HUIMPOBAHHBIX KPUINTOAHAIUTUKOB. I3-3a (QUKCHPOBaHHOrO
Xapakrtepa IU(poBaHus MPU OrpaHUYCHHOM JHHEe O6J0Ka B 64 OHTa BO3MOXHO
IPOBEICHUE aTaKU C IepebopoM «IIO0 CIOoBapio». BIIOK Takoro pasMepa MoOXeT
MOBTOPHUTHCS B COOOIICHUH BCIICJCTBUE OONBINOH H30OBITOYHOCTH B TEKCTE HA
€CTECTBEHHOM SI3bIKE. DTO MPUBOIUT K TOMY, YTO UACHTHYHBIC OJIOKH OTKPBHITOTO
TeKCTa B  COOOIICHWH OYyIyT TpPEACTAaBICHbl HMJICHTHYHBIMH  OJOKaMu
HIM(PPOTEKCTa, YTO JAeT KPHUITOAHAIMTHKY HEKOTOPYIO HH(MOpPMAIHIO O
COZIepIKaHUH COOOIICHHSI.

OTKpBITBII TEKCT

v

Havanbnas IepecTaHoBKa

v

16 pa3 Hudposanue «——  Kirou

v

Koneunas TIIepeCTaHOBKa

v

udporexct

Pucynok 19 — O606mieHHas cxema mudpoBanus B anroputme DES

B pexume «Creruienue 6510koB mmppa» UCXOOHBIN (Gaiin s mmppoBaHus
paszbuBaetcsi Ha 64-OutoBbie Onoku. [1epBblii 670K M CKIIaIBIBAETCS 10 MOIYITIO 2
¢ 64-OMTOBBIM HaYalbHBIM BeKTOpoM IV, KOTOpBII MeHseTcs eXKEAHEBHO U
nepxutcs B cekpere (pucyHok 21). TlomyuenHass cymma 3atem mmdpyercs c
ucnonp3oBaHueM Kimoda DES, W3BeCTHOro u OTHpaBUTENIO, W IOIy4aTelro
undopmanun. [Tonyuennsiii 64-6utossiii mudp C; CKIaIbIBACTCS O MOAYIIO 2 CO
BTOPHIM OJIOKOM TEKCTa, Pe3yAbTaT IH(PPYETCs U MOTyJaeTcsi BTOPOil 64-OMTOBBIN
umdp C, u T. 1. [Iporeaypa mosTopsiercst 10 Tex Mop, Moka He OyayT 00paboTaHbl
Bce Omoku Tekcra. Takum oOpasom, uist Bcex | = 1 ... n (N — umciao GIIOKOB)
pe3ynerar mmdposanust Cj onpenernsiercs cenyromumM odpasom: C; = = DES (M; ®
Ciy), tne Cy = IV — HavanpHOe 3HaueHue mu(pa, paBHOE HAYATHLHOMY BEKTOPY
(Bexropy mHMIMANm3anyy). [locnennuii 64-OUTOBBIN OJIOK MU(POTEKCTa SABISETCS
(GyHKIMEH CEeKpeTHOro KIFoYa, HAayaJlbHOIO BEKTOpa M KAKAOrOo OMTa OTKPBITOrO
TEKCTa HE3aBUCHUMO OT €ro UIMHBL OJTOT ONOK MHM(pPOTEeKCTa Ha3bIBAIOT KOJOM
ayreatuukaimy coodmenns (KAC). Kon KAC moxer OBITH JIETKO NPOBEpEH
TIOJTy4aTeNeM, BJIAJICIONIMM CEKPETHBIM KIIFOYOM M HAYaJIbHBIM BEKTOPOM, ITyTEM
TIOBTOPEHMSI TPOLIEYPHI, BBIMTOIHEHHOH oTTipaBuTeneM. IlocToponHuii, oqHako, He
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MOXET OCymecTBUTh renepainio KAC, KOTOpbIi BOCIIPUHSUICS ObI MOydaTesieM
KaK IMOJJTMHHBIN, 4TOOBI TOOABHTH €ro K JIOKHOMY COOOIIEHHUIO, JTHOO OTIACIUTH
KAC or ucTUHHOrO COOOIIEHMSA I KCIOJIB30BAHUSA €r0 ¢ W3MEHEHHBIM WU
JIOKHBIM COOOIIIEHUEM.

| M, 64 | | | M 64
+ + Indposanue
G 64 |
G . 64| | G '64|...|Cn i 64 |
DES DES o # Pacumposare
| M, 64| | M 64 | | My 64 |

Pucynok 20 — Cxema anropurma DES B pexxiMe aeKTpOHHOM KOJJOBOI KHUTH

[ IV 64| | M, 64| |[M 64| | M 64 |

Nah) e e
% % %
DES DES DES
Iudposanue HIudposanue HIudposanue
¥ ¥
| ¢ 64 | | G 64 | | G 64 |
v v v
v 64| | ¢ 64 | | G 64 | | G 64 |
v v v
DES DES DES

Pacumdpoanue | | Pacumdppopanue | | Pacmdposanue

, L an
9 —o Lo L

| M, 64| | M, 64| | My 64 |

Pucynok 21 — Cxema anropurma DES B pexxuime crerienust 6;10koB mudpa

JIoCTOMHCTBO AaHHOTO PEXHMMa B TOM, YTO OH HE IO3BOJISIET HAKAIUTMBATHCS
ommbOKam npu nepenade. biok M; sBnsercs pynkuuert Tonsko Ci g u C. Iloato-
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My OMIMOKa IIpY Iepejade MpUBEIET K IMOTepe TOIBKO ABYX OJIOKOB MCXOIHOTO
TEKCTa.

B pexnme «O6paTHas cBA3b 1o mudpy» pasmep 0JI0ka MOXKET OTIINYATHCS OT
64 our. Paitn, nomtexamui mudpoBaHNIo (PacHIMPpPOBAHUIO), CUATHIBACTCS
nocrneoBaTenbHbIME O710KaMu uiHHON K outoB (K = 1, ..., 64). BxogHoii 6ok
(64-6uTOBBII pErMCTp CHBUra) BHAYale COMNCPXKUT BEKTOpP HHHIHATHA3AINH,
BEIPOBHEHHEIH 110 IPAaBOMY Kparo.

Pexxum «OOpaTHast CBSI3b 10 BBIXOAY» TOXKE HCIIONB3YeT epeMEHHBIN pa3Mep
0JI0Ka ¥ CABHMIOBBIN PErucTp, MHULMAIH3UPYEMBIH TaK jKe, KaK ¥ B MPEIbLIyIIEM
pEeXUMe, a UMEHHO — BXO/IHOW OJIOK BHayalle COAEPKHUT BEKTOP MHUIMATH3ALUH
IV, BEIpOBHEHHBIH 110 TpaBOMY Kparo.

B acuMMeTpPHUYHBIX KPHNTOCHCTEMAX HCIOIB3YIOTCS /IBa KIII0Ya — OTKPBI-
THIH W CEKPETHBIH, KOTOpPbIE MAaTEMaTH4eCKH CBS3aHbI JIPYyr C ApYroM (pucy-
HOK 22). Mndpopmarms mudpyercs ¢ MOMOIIBIO OTKPHITOrO K04, KOTOPBIi J10-
CTYIIEH BCEM JKEJIAIOIINM, a pacun(pOoBbIBAETCSA € HOMOIIBIO 3aKPHITOro KI0Ya,
U3BECTHOT'O TOJIBKO MOIYYaTeo COOOIICHUS.

Koy Koy
3a1upoBaHus pacumdpoBaHust
OTKpBITHIH IlepBoHavanbHbIH
HIudporexcT o
TEKCT OTKPBITHII TEKCT
——» llludposanue » PacumgpoBanne ———»

Pucynok 22 — IlludpoBanue u pacumppoBaHue ¢ AByMs KIIOYaMHU

AaroputMm RSA mpemnoxunu B 1978 1. Tpu aBTopa: Ponansa Pun Pusecr,
Amu Hlamup u Jleonapg Makc AmeMaH. ANTOPUTM TOMYIHII CBOE Ha3BaHHE 110
NepBbIM OyKBaM (paMUIIUiL €ro aBTOPOB.

HanexxHocTh anropurMa OCHOBBIBA€TCS Ha TPYOHOCTH (haKTOpH3alMu OOJb-
IIUX YUCET B MPOM3BEACHUE MPOCTHIX MHOXHTENel. B kxpunrocucteme RSA or-
KPBITBIA Kitou K, cekpeTHbIi Kittod K,, coobmienne M u kpunrorpamma C mpu-
HauTeKaT MEHOKeCTBY menbix uncen Zy = {0, 1, 2, ..., N— 1}, tme N — momayns N =
= PQ. 3necy P u Q — ciyuaiiaeie Oonblime npocteie uucia. Jns obecrieueHus
MaKCHMAaJIbHON 0e30macHOCTH BeIOUpatoT P 1 Q paBHOIA JUTHHBI U XPaHST B CEK-
pere. MHOXecTBO Zy ¢ ONepanisiMi CIOXKESHHAS U yMHOXKEeHHsI 110 Moaymto N 00-
pasyet apudmeruky mo Moaymro N. OTKpHITHI Kifod K;; BEIOUPAIOT CIyIalHBIM
o0pa3om Tak, uro0bl BeimonHsuTHCh yenoust: 1 < K, < o(N), HOI(K,, ¢ (N)) =1,
o(N) = (P-1) (Q— 1), tme ¢(N) — pyukms Ditnepa. Bropoe u3 ykasaHHBIX BBI-
e YCJIOBMHM O3HAYaeT, YTO OTKPHITHIA Kitod K, W 3HadeHue QyHKIMH Ditnepa
¢(N) momxHbBI GBITH B3aUMHO MPOCTHIMU. Jlaiee, HCHONb3Ysl PACIIMPEHHBIH anro-
putM EBKIIHIa, BBIYUCISAIOT CEKPETHBIN KiTt04 K, TaKOi, 9TO
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k,K,=1[mod ¢ (N)] mwm k, = K, [mod(P — 1)(Q — 1)]. (11)

DTO MOKHO OCYIIECTBHTH, TaK KaK IPH MU3BECTHO mape mpocTsix yucen (P,
Q) moxHo nerko Haitti O(N). Kk, 1 N 10mKHBI OBITh B3aUMHO TPOCTHIMU. OTKPBI-
TBIA K04 K, UCOONMB3YIOT Ui m(POBaHUs JAHHBIX, @ CEKPETHBIN Koy K, —
Jutst pacmdpoBaHus.

[IpeobpazoBanue mmdpoBanus onpeesser kpunrorpammy C depes3 mapy «oT-
KPBITBIH K04 K, cooOIIeHue M» B COOTBETCTBUU CO CIIEAYIOICH (OpMYIIOit:

C=E, (M)=E(M)=M" (modN). (12)

B kadecTBe anroputma OBICTPOrO BhIYUCICHUS 3Ha4YeHHsT C UCIOMB3YIOT Psit
MOCIIe/I0BATENIbHBIX BO3BEACHMUIT B KBaparT 1enoro M u ymuoxenuit Ha M ¢ npu-
BezieHneM 1o Moayro N.

O6parmmenne Gynximu C = M (mod N), T. e. onpenenenne 3nauenus M 1o
m3BecTHBIM 3HaueHusM C, K, u N, mpakruuecku He ocymectumo mpu N ~ 2 °2,
OnHako oOpaTHyro 3ajmady, T. €. 3aaady pacumdposaHus kpunrorpammsl C,
MOXKHO DEIIUTh, UCIIONB3Ys Mapy «CEKpEeTHbIH Kiou K, kpuntorpamma C» 1O
crepymouiei popmysie:

M =Dy (C) =D4(C) = C* (mod N). (13)
[loxcrasinss B 310 ypaBHeHHe 3HaueHue C, moaydaeM
(M*J* =M (mod N) wm M ** =M (mod N). (14)

ConocraBisis 3TO BbIpakeHHE ¢ (GOpMyNnoH pacminpoBaHUs, MONydaeM
Kiks =n @(N) + 1 mnm, uto To ke camoe, KK, = 1[mod ¢(N)].

CrenosaTenbHo, ecnu kpuntorpammy C = M (mod N) Bosectu B cremneHb
Ks, TO B pe3ysIbTaTe BOCCTAHABIMBAETCS HCXOIHBIN OTKPBITBIN TEKCT M, Tak Kak

(M K, )kn — M K, kg — M no(N)+1 = M (mod N) (15)

Takum oOpa3oM, MomydaTesb, KOTOPBI CO3aeT KPUITOCHCTEMY, 3alHIIacT
JBa Tlapamerpa: 1) cekpeTHbIii kim0 K, u 2) mapy uuncen (P, Q), mpomssenerme
KOTOpBIX naeT 3HaueHne Monyisi N. C Ipyroil CTOpOHBI, OTIPABUTEINIO H3BECTHBI
3HaueHus Monynsi N 1 OTKpbIToro Kirova K. [IpOTHBHHKY M3BECTHBI JIMIIb 3HA-
yenust K, u N. Eciiu 661 oH cMor pasznoxuth 4uciio N Ha mHOXuTenu P u Q, To
OH y3HaJ Obl Tpoiky uucen {P, Q, K}, Beruncnun 061 3HaueHNe GyHKINN Ditne-
pa o(N) = (P —-1)(Q — 1) u onpe/eni 3HaYEHHE CEKPETHOTO KIF0Ua K.
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Paznoxxenne odeHp Gompiioro N Ha MHOXHTENHM BBHIYUCIHUTEIHFHO HE OCYIIe-
CTBMMO, TIPH YCJIOBHH, YTO JUTMHBI BEIOpaHHBIX P 1 Q cocraistor He meHee 100
JIECITHIHBIX 3HAKOB.

Urobbl anroputM RSA mMmen mpakTHYecKyro IIEHHOCTb, HEOOXOANMO UMETh
BO3MO)KHOCTH 0€3 CYIIECTBEHHBIX 3aTpaT TeHEpHPOBATh OOJBIINE MPOCTHIE YHC-
714, YMETh OTNIEPATUBHO BBIYKCIAT 3HaYCHUs Kitouel K u K.

Kpunrocucrembr RSA peanu3yroTcs kak anmapaTHbIM, TaK U IPOrpaMMHBIM
myreM. J{Jst anmapaTHO# peanu3anyy onepanuii mudpoBaHus 1 pacnpoBaHUs
RSA paspaboranbl crernmaibHbIC MPOIECCOPBl. AmmapaTHas peaynm3anus RSA
npuMepHo B 1000 pa3 MeaneHHee ammapaTHOM peanu3aldil CUMMETPUYHOTO
kpunroanroputma DES. Ilporpammuas peanuzamus RSA npumepno B 100 pa3
MeJieHHee TporpaMMHoil peamuzanuu DES. C pa3BuTHeM TEXHONOTUU 3TH
OLIEHKH MOTYT HECKOJIbKO N3MEHSATHCS, HO aCHMMETpHYHAsl KpunTocucteMa RSA
HHUKOraga HE JOCTUT'HET 6bICTpOﬂeﬁCTBHﬂ CUMMECTPHUYHBIX KPUIITOCUCTEM. Marnoe
ObicTponeiicTBue KpunrtocucreM RSA orpaHnumBaer 00JacTh WX NPUMEHEHHS,
HO HC YMCHBINACT UX HCHHOCTD.

Cxema Db I'amans, npennoxenHas B 1985 1., MokeT OBITh HCIONB30BaHa
Kak Ui muQpoBaHus, Tak U 1 LU@poBEIX nmoamuceil. besomacHOCTh cxembl
Onb ["amans 00yciIoBiIeHa CI0KHOCTBIO BHIYMCICHUS TUCKPETHBIX JIOrapiu(MOB B
KOHEYHOM IIOJIE.

JJist TOro 4TOOBI FeHEPUPOBATh NMapy KItOUeH (OTKPBITHINA KO — CEKPETHBIN
KJII0Y), CHayajla BBIOMPAIOT HEKOTOpOe OOJBIIOe MPOCTOe YHucio P u Oonblnoe
uenoe uncio G, npuuem G < P. Uucna P u G MOryT OBITh pacpOCTPaHEHBI Cpe-
JI TPYIIIBI IONB30BaTeNei. 3aTeM BBIOUPAIOT K04 X — ClIydaifHOe Leloe YHCIIo,
npudeM X < P. Yucno X sBIs€TCS CEKPETHBIM KIIOYOM U JOJDKHO XPAHUTHCS B
cexpere. Jlanee Berancisor Y = G* mod P. Uncno Y sBIseTcs OTKPBITBIM KITIO-
YOM.

st Toro uToOb! 3ammdpoBark coobiienne M, BRIOHpAIOT ciaydaiiHOe Lienoe
grcno 1 < K< P — 1, takoe, uto uncna K u (P — 1) SABASIOTCS B3aUMHO TIPOCTBIMHU.
3areM BeHuCIMOT uncia a = GK mod P, b = Y M mod P. Iapa gwucen (a, b) sB-
nstercs mudporekcToM. JimnHa mmdporekcta BBoe OONbIIe UIMHBI HCXOIHOTO
OTKpBITOrO TeKcTa M.

Jlst Toro uTo6BI pacimudpoBats mmppoTeKCT (@, D), BEIMHUCISIoT

M = b/a* mod P. (16)

B peanbHbix cxemax mu(poBaHUS HEOOXOIUMO HCIONB30BaTh B KauecTBE
Mojynst P Gonbliioe 1enoe mpocToe YKMCiIo, UMEIOIIee B IBOMYHOM IMPEACTaBIIC-
HuM Ay oT 512 no 1024 our.

['MmaBHBIM TOCTOWHCTBOM KPHUITOCHCTEM C OTKPBITBHIM KIFOYOM SBIISICTCS WX
TTOTEHIINATFHO BBICOKAsT OE30MACHOCTh: HET HEOOXOAMMOCTH HU TepeiaBaTh, HU
c000mmaTe KoMy OBl TO HH OBLIO 3HAYEHUS CEKPETHBIX KITFOUEH, HU yOSKIAThCS B
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UX IOUIMHHOCTH. B CHMMETpPHYHBIX KPHUNTOCHCTEMax CYIIECTBYET ONACHOCTh
PacKpBITHSI CEKPETHOTO KJIF0Ya BO BpeMs mepenayun. OIHAKO aJrOpUTMEL, Jexa-
i€ B OCHOBE KPUITOCHUCTEM C OTKPBITHIM KIIIOYOM, UMEIOT CIIEAYIOLIHE Hello-
CTaTKH:

—TeHepalysi HOBBIX CEKPETHBIX M OTKPBITHIX KJIF0Uel OCHOBaHA Ha TeHEpaIin
HOBBIX OOJIBIINX MPOCTBIX YHCEN, a IPOBEPKa IMPOCTOTHI YUCENT 3aHUMAET MHOTO
IIPOIIECCOPHOIO BPEMEHH;

—npouenypsl muppoBaHus U pacm(poBaHuUs, CBSI3aHHBIE C BO3BEICHHEM B
CTENeHb MHOT'O3HAYHOT'0 YHCIIA, JIOCTATOYHO TPOMO3/IKH.

HMeHHO mO3TOMY OBICTPONEHCTBHE KPUNTOCHCTEM C OTKPBITBIM KIIHOUOM
00BIYHO B COTHH M OoJiee pa3 MEHbIIE OBICTPOICHCTBISI CHMMETPUYHBIX KPHIITO-
CHCTEM C CEKPETHBIM KITFOUOM.

KomOnHupoBaHHbI (THOpUAHBINA) MeTo] MHU(POBAHUS MO3BOJISIET COUETAThH
MnpeuMyuiecraa BBICOKOM CEKPETHOCTH, MNPUCYHIHUE AaCUMMETPHUYHBIM KPHUIITOCHU-
CTeMaM C OTKpPBITBIM KJIFOYOM, C MPEHMYILIECTBAMH BBICOKOW CKOPOCTH padoThl,
IIPUCYILIMMHA CUMMETPUYHBIM KPUIITOCHCTEMAM C CEKpETHbIM KitouoM. lIpu rta-
KOM IOAXO0A€ KPUINTOCHUCTEMA C OTKPLITHIM KIIFOYOM MPUMECHACTCA A IHI/Iq)pO-
BaHMs, NEPeNlavu U MOCIIEIYIONIEero pacindpoBaHus TOIBKO CEKPETHOTO KITHoYa
CUMMETPHYHOM KPHUIITOCUCTEMBL. A CUMMETPHYHAsl KPUITOCUCTEMA MPUMEHSET-
csl Ui U(POBaHUA U NepeJadd UCXOTHOTO OTKPBITOro TekcTa. B pesyibrare
KPHUIITOCUCTEMA C OTKPBITBIM KJIFOYOM HE 3aMEHSIET CUMMETPUYHYIO KPUITOCH-
CTEMY C CEKPETHBIM KJIIOUOM, a JIUILb JIOMOJIHAET €€, MO3BOJSI MOBBICUTD B Iie-
JIOM 3allUIIEHHOCTDh TepenaBaeMoi nHpopMaimu. Takol Moaxo HHOTIA Ha3bl-
BAIOT CXEMOH AJIEKTPOHHOTO IIU(POBOTO KOHBEPTA.

Ecnmu monp3oBatens A4 XodeT mepenaTh 3ald(ppoBaHHOE KOMOHMHHPOBAHHBIM
METOJIOM cooOIIeHre M ToNIb30BaTeNto B, TO MOPSIOK ero JeUCTBUil OyIeT TaKoB:

1 Coznath (HanpuMep, CreHepUpoOBaTh CIIyYaiHbIM 00pa30M) CUMMETPUYHBII
KJI10Y, Ha3bIBAEMBIA B 9TOM METOJIE CEaHCOBBIM KIIFOUOM K.

2 3amudpoBats coodrieHre M Ha ceaHcoBOM Kittoue K.

3 BammdpoBath ceaHCOBBIN K04 K, HA OTKPBITOM KITtoue K, Toabp30BaTens B.

4 Tlepenath 1Mo OTKPHITOMY KaHAIy CBSI3H B aJIpec IOJIb30BaTeNs B 3ammdpo-
BaHHOE COOOIIIEHNE BMECTE € 3ali(ppOBaHHBIM CEAHCOBEIM KITFOYOM.

JeiicTBUs TONB30BaTENs B MpH MOMYyYSHUN 3aIIU(PPOBAHHOIO COOOMICHUS U
3amu(ppPOBAHHOTO CEAHCOBOTO KITF0YA JTOJDKHBI OBITH OOPaTHBIMHU:

5 PacmmdpoBath Ha CBOEM CeKpeTHOM Kitode K, ceaHcoBBIi Kitrod K.

6 C moMOIIBIO TTOYYEHHOTO CeaHCOBOro Kimoya K, pacumdpoBaTs U MPOvH-
TaTh coobmenne M.

[Tpn ncrionp30BaHUM KOMOMHHPOBAHHOTO METO/1a MHN(pPOBAHIS MOKHO OBITH
YBEPEHHBIM B TOM, YTO TOJBKO ITOJH30BATENb B CMOXET MpaBHIBHO pacuindpo-
BaTh KJII0Y K, ¥ mpounTaTh coodmienue M.
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KoMOuHHpOBaHHBII METO MIM(POBAHUS ABIISETCS HANOOJIeE pAlHOHATBHBIM,
o0benuHssl B ceOe BBHICOKOE OBICTPONEHCTBHE CHMMETPHYHOTO IMU(QPOBAHUI U
BBICOKYIO KPHIITOCTOHKOCTb, TAPaHTUPYEMYIO CHCTEMaMH C OTKPBITBIM KITIOUOM.

Auexrponnoii uudposoii nmoanmucnio () Ha3pIBaeTCS NPUCOETUHEHUE K
TEKCTY €ro Kpunrorpaduieckoro npeodpa3oBaHusi, KOTOPOE MTO3BOJISIET MPH T10-
Jy4eHUH TEKCTa JPYTUM MOJIb30BaTElIeM MPOBEPUTH aBTOPCTBO W LENOCTHOCTH
COOOIIEHMSI.

[Ipn oOMeHe 31EeKTPOHHBIMH JOKyMEHTAMH O CETH CBSI3M BO3HHKAET IpO-
OneMa ayTreHTH(UKAIMU aBTOpa JOKYMEHTa U CaMOro JOKYMEHTa, T. €. YCTaHOB-
JIEHUS IOJUTMHHOCTH aBTOpa U OTCYTCTBUSI M3MEHEHHH B MOJTy4EHHOM JOKYMEH-
Te. B 0o0ObuHON (OymMakHOH) MH(pOPMATHKE ITH MPOOJEMBI PEUIAlOTCS 3a CUeT
TOro, 4Tto MH(poOpManus B JOKYMEHTE M PYKONHCHAs MOJIINCH aBTOPA JKECTKO
CBsI3aHBI ¢ (QU3MYEeCKUM HocuteneM (Oymaroif). B aneKTpOHHBIX JOKyMEHTax
TaKoOU CBSI3U HET.

OUII ucnonb3yercs A ayTeHTU(DUKAIUH TEKCTOB, EpPefaBaeMbIX IO Tele-
KOMMYHUKAIlUOHHBIM KaHaJiaM. CDyHKLH/IOHaHI)HO OHa aHaJIOrM4yHa O6bl‘-lHOI>i py-
KOITUCHOM moANnucCHu nu o6nazlaeT €€ OCHOBHBIMHU JOCTOMHCTBAMMU:

— YAOCTOBEPSET, 4YTO HO}]HI/IC&HHI)Iﬁ TEKCT HUCXOAUT OT JiMla, IMOCTaBHUBLICTO
TIOAIIHCH;

—He J]aeT caMOMY 3TOMY JIMI[y BO3MOXXHOCTH OTKAa3aTbCsl OT 00s3aTENbCTB,
CBSI3aHHBIX C IIOJNUCAHHBIM TEKCTOM;

—rapaHTHPYyeT LEeJIOCTHOCTh ITOAITUCAHHOTO TEKCTA.

udpoas moanuch mpeacTaBiseT coO0H OTHOCUTENBFHO HEOOIBIIOE KOMHYe-
CTBO JIOTIOJIHUTENHHOM HU(PPOBOI HHPOpMAIIHH, TTepeiaBaeMOi BMECTE C MOITH-
ceiBaeMbIM TekcToM. Cuctema OLII BkimrodaeT ABe mporenypsl: 1) IOCTaHOBKU
MOATIACH; 2) IPOBEPKHU MOAIICH. B mponeaype mocTaHOBKH HOAIMCH UCHONIB3Y-
€TCSI CeKPETHBIH KJII0Y OTHPaBHUTENS COOOLICHNS, B IPOLEAYPE IPOBEPKH MOIIH-
CH — OTKPBITBIN KIIFOY OTIPaBHTEIS.

IIpu dopmupoBanuu DLIT oTmpaBUTENh NpEXae BCErO BBIYUCIAET XOII-
¢yakuuro h(M) moamucsiBacmMoro Tekcra M. BbrumciieHHOE 3HAa4YeHHWE XOII-
¢yakuun h(M) mpezacTasisier coboil OMH KOPOTKUit GJI0OK HH(pOpMamuu M, Xa-
pakTepm3yrommii Bech TekeT M B menom. Xom-GyHKOWS NpenHasHadeHa I
CKaTUs MOJIIMUCHIBAEMOr0 JTOKyMEHTa M 10 HECKONBKHX JECATKOB WM COTEH
6ur. Xour-¢pyukuus h(M) npuHuMaeT B KauecTBe apryMeHTa cooOIIeHre (JT0KY-
MeHT) M pou3BOJIBHON JIMHBI M BO3Bpamiaer xanr-3aadenrne h(M) = m ¢ukcu-
poBaHHOH UTHHBI. OOBIYHO XAIIMPOBAHHAS MH(POPMAINS SBISIETCS CKATBIM IBO-
WYHBIM TIPECTaBICHUEM OCHOBHOTO COOOILICHHS MPOWU3BOJIBHON JUTMHBL. 3Hade-
are xom-(yrkaun (M) croxubIM 00pa3oM 3aBucuT OT qoKymeHTa M 1 He 1mo3-
BOJISICT BOCCTAHOBUTB CaM JIOKYMEHT M.

3ateM 4ucIO M MIU(PYETCs CEKPETHBIM KIIIOUOM oTmpaButens. [lomydaemas
TP 3TOM I1apa yucen npencrapisier codoi DI s nanHoro Tekcra M.
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IIpn nposepke OIII momydarenb COOONICHHS CHOBa BBIYMCISET XOIII-
¢bynkuuro m = h(M) npunsaToro mo kanany coobueHuss M, mocne yero mpu mo-
MOIIX OTKPHITOTO KII0Ya OTIPABHUTENS MPOBEPSET, COOTBETCTBYET JIU TONyYEH-
Hasl ITOAINUCH BEIYMCICHHOMY 3HaYESHHIO M X31I-()yHKIUH.

Oyukiwmsa h(M) — sBisercs: Xa1m-QyHKIKEH, eclIi OHa YIOBJIETBOPSIET Cleay-
IOIINM YCIIOBUSIM:

— MICXO/IHBIN TEKCT MOXKET OBITh MPOU3BOJILHOM [IMHEI,

— camo 3Hauenue (M) umeeT HUKCHPOBAHHYIO JJTHHY;

—3Havenue ¢pyHkuun (M) Jterko BEIYHCIACTCS AJIs JIF000r0 apryMeHTa;

— BOCCTQHOBHUTBH apryMEHT 10 3HAYEHHIO C BBIYUCIUTEIBHOW TOYKH 3PEHUS —
MPaKTHYECKH HEBO3MOXKHO;

— pyukiws h(M) — oqHO3HAYHA.

W3 ompeneneHust cieayer, 4ro Ans JO00H XdUI-QYyHKIUH €CTh TEKCThI-
ONM3HEIBI — UMEIONIME OJMHAKOBOE 3HAUEHHE XAII-QYHKIMU, TAK KK MOIHOCTb
MHOXKECTBA apTyMEHTOB HEOIPaHWYEHHO OOJIBIIE MOIIHOCTH MHO)XKECTBA 3HaYe-
Hui. Tako# Qakt nomy4dnn HazBaHue «3QOEKT JHS POKASHHUSD).

HauGonee usBectHbie U3 xaur-pyukimii — Message Digest Algorithm pasusix
Bepcuit (MD2, MD4, MD5) u Secure Hash Algorithm (SHA).

[TpuHuunuansHeIM MoMeHTOM B cucteMe DL sBisieTcss HEeBO3MOKHOCTD IO~
nenxu DI nomb3oBatens 6e3 3HAHUsI €ro CEKPETHOro KITHoua MOANUChIBaHus. B
Ka4ecTBe ITOJINCHIBAEMOr0 JOKYMEHTa MOXET ObITh HCIIOIb30BaH JI000H (aii.
[Moanucanuplii Qaiin co3maercss U3 HENOANUCAHHOTO MyTeM T00ABICHUsSI B HEro
OIHON WM OoJiee PIEKTPOHHBIX moamuceil. Kaxnas moamuch COmep)XUT creny-
0Ly HH(OpMAIIHUIO:

— J1aTy TOJIINCH;

— CPOK OKOHYaHUs AEUCTBUA KIIF0Ua JAaHHOHM IOJIHUCH;

—wunapopmanmo o sune, noanucasmeM dain (O.1.0., TomKHOCTB, KpaTKoe
HaMMEHOBaHUE (HUPMBbI);

— WACHTU(PHUKATOP TOATIHCABIIETO (MM OTKPBITOTrO KITI0Ya);

— COOCTBEHHO IU(POBYIO TTOIKCH.

Texnonorus npumenenust cucremsr DLII npexamonaraer Hamuaue cetu abo-
HEHTOB, MOCHUTAIOIINX APYT APYT'Y HOANNCAHHBIE 3JEKTPOHHBIE JOKYMEHTHI. J{7Is
KaKIOro abOHEHTa TeHEepHpyeTcs Tapa KIoUel: CeKpeTHBIH M OTKPHITHIH. Cek-
PETHBIN KIIF0Y XpaHUTCS aOOHEHTOM B TaifHE W MCIONB3YeTCst UM ISl (hOpMHPO-
Banus DI, OTKPBITHIN KITFOY U3BECTEH BCEM IPYTUM TOJIB30BATEISIM H TIPETHA-
3HaveH s nposepku DL momydareneM MOANMCAHHOTO IEKTPOHHOTO JOKY-
MeHTa. MlHaue roBOpsl, OTKPBITHIN KITIOY SBISIETCSI HEOOXOIMMBIM HHCTPYMEHTOM,
TIO3BOJISIIOIUM TTPOBEPUTH MOTMHHOCTH 3JIEKTPOHHOTO JOKYMEHTa M aBTOpa
noarmcy. OTKPBITHIA KITI0Y HE TTO3BOJISIET BEIYMCINTD CEKPETHBIN KITIOU.

Jnst reHepanyy maphl KIOYEH (CEKPETHOrO M OTKPBITOr0) B aJITOPHUTMax
OUII, kak ¥ B aCHMMETPUYHBIX CHCTeMax MM(POBAHMS, UCIONB3YIOTCS pa3Hble
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MaTEeMAaTU4YECKUE CXEMBbI, OCHOBAaHHHIE HA IPUMEHEHHUH OJHOHANpPaBIECHHBIX
(GyHKIMHA. DTN CXeMBI pa3JessIIoTCsl Ha JIBe Ipynmbl. B ocHOBe Takoro pasziere-
HUS JISKAT U3BECTHBIE CIIOXKHBIE BBIYMCIUTEIBHBIE 3a/JaUH:

— (paxTopuzanuy (pazIoKeHHUs] Ha MHOXKHTENH) OOJBIINX IIETBIX YHCET;

— JIMCKPETHOTO JIOTaprU(pMUPOBAHUSL.

YrnpasiieHue KJIIOYaMH — 3TO TPOLECC CHCTEMBI 00paOOTKH MH(pOpMAIHH,
BbIpa0aTHIBAIONINI U pactpe/iesITIONNi KITI0YH (OTKPBITBIE U CEKPETHBIE) MEXY
MIOJIb30BATENIAMU.

Kak Obl HM ObLIa CIIOKHA W HAJIe)KHA cama KPUITOCHCTEMa, OHA OCHOBaHA Ha
ucronbp3oBaHuu Kiroueil. Ecim ans obecnieuennst KOHQUACHIMANEHOTO oOMeHa
nHdopMmanmeld MeXIy ABYMs IOJIb30BATENSIMH MPOILIECC OOMEHa KII0YaMH TpH-
BHAJIEH, TO B CHUCTEME, I'/ileé KOJUYECTBO IOJIb30BaTeNEl COCTABISET AECATKU U
COTHH YIIpaBJIEHUE KII0YaMH, — 3TO cepbe3Has Ipodiema.

[MTox xmodeBol MHpOpMaIMEl MOHMMAaEeTCsi COBOKYIMHOCTh BCEX JEHCTBYIO-
muXx B cucreMe kioueil. Ecinu He o0ecrieueHo 10cTaTOuHO HaJeHOE yIpaBie-
HHE KIIIOUeBOW MHQOpMaIMeii, To, 3aBjajieB €10, 3I0YMBIIUICHHUK MONYy4aeT He-
OrpaHUYEHHBIH JJO0CTYI KO BCel MH(OPMALIUH.

VYnpasiieHne KII04aMy BKIIFOUaeT B ceOsl TPH JIEMEHTa:

—reHepaLuo KIoyei;

— HaKOIJICHUE KITFOUEH;

— pacnpeneneHue KIrouen.

B peanbHBIX cHCTEMax UCHONB3YKOTCS CHENMANbHBIC allapaTHbIE U
[IpOrpaMMHBIE METOIBl TEHEepalMu CcilydaiHbelx Kiroded. Kak mpasuio
UCTIONB3YIOT AATYUKU CilydaiHeIX ducend. OIHAKO CTENEeHb CIy4alHOCTH HX
reHepalyy J0DKHA OBITh JOCTATOYHO BBICOKOI. M ieanbHpIMU reHepaTopaMH SB-
JIAIOTCS YCTPOMCTBAa HA OCHOBE «HATYPAJIbHBIX» Cly4dalHbIX mIpoueccoB. Hampu-
Mep, TeHepalus KIodei Ha ocHOBe Oenoro paauonryma. Jpyrum ciydaifHbIM Ma-
TEMAaTHYECKUM OOBEKTOM SIBIIIOTCS ACCITUYHBIC 3HAKH HPPAlMOHATIBHBIX YUCEI,
HalpuMep T WIM €, KOTOPble BBIYHUCIAIOTCS C IIOMOIIBIO CTaHIAPTHBIX
MaTEMaTH4YECKUX METOIOB.

B cucremax co cpeaHMMH TpeOOBaHMSIMHU 3AIIUINECHHOCTH BIIOJIHE MpHEMIIE-
MBI TIPOrPaMMHbIE TEHEPATOPHI KITF0Ueil, KOTOPBIE BHIYUCIIAIOT CoydaifHbIe YHcia
KaK CIOKHYIO (YHKIIMIO OT TEKYIIETO0 BpEeMEHH W (W) YHCiIa, BBEICHHOTO
TIOJTb30BATENIEM.

[lox HaxkomIeHNnEM KITIOYEH MOHUMAETCS OpTaHU3alys MX XpaHEHHs, ydeTa u
ynanerns. [TocKonbKy KITIOY SIBASETCS CAMBIM MPUBJICKATENBHBIM ST 3I0YMBIIII-
JIEHHUKA OOBEKTOM, OTKPHIBAIOIIAM €My IyTh K KOHQHUIESHIIMAaTBHOH HHpOpMa-
II1H, TO BOTIPOCAM HAKOILIEHHSI KIIFOUEH CIIeyeT yIensiTh 0co00e BHIMAHHE.

CexpeTHbIE KIIFOYM HUKOT/a HE JTOJDKHBI 3aITMChIBATHCS B IBHOM BHJIE Ha HO-
cHTele, KOTOPBI MOXKET ObITh CYMTaH WIN CKOMHMPOBAH.
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B nmocratouHo cnoXHOW cHcTeMe OAMH II0Jb30BaTeNlb MOXET padoraTb C
O0BIIM 00BEMOM KIIFOUEBOHM MH(OPMAaILNK, U MHOT/IA Ja)Xe BO3HUKAET HE00X0-
JMMOCTH OpTaHW3alM MUHHMOA3 JaHHBIX 110 KIIt0YeBoi nHpopManun. Takue Oa-
3Bl JAaHHBIX OTBEYAIOT 33 NMPHUHSATHE, XpaHEHHE, YUET U yAaJeHHE HCIONb3YeMbIX
KITFOUEH.

Kaxnas napopmanus o0 MCHONB3yeMBIX KIIIOUaxX JOJDKHA XPaHWUTHCS B 3a-
mmgppoBanHoM Bue. Kimoun, 3ammdpoBbIBatoIiye KII04eBy0 HHPOpMAIHIO Ha-
3BIBAIOTCS MacTep-Kirouami. JKenatelbHo, YTOOBI MacTep-KIFOUH KaXKAbIH MOTb-
30BaTelNb 3HAI HAM3YCTh U HE XPaHWJI MX BOOOIIE HAa KAKUX-JTHOO MaTepHaIbHBIX
HOCHUTENAX.

OueHpb Ba)KHBIM YCJIOBHEM 0€30MaCHOCTH MH(OPMAIIMH SBJISIETCS TIEPHOJIIYE-
CKOe OOHOBJIEHUE KITIOUeBOW MH(opMaluu B cucreme. [Ipu 3TOM nepeHa3HavyaTh-
sl IOJDKHBI KaK OOBIYHBIE KITFOUH, TaK M MacTep-KIoYH. B 0c000 OTBETCTBEHHBIX
crcTeMax OOHOBIIEHHE KITFOUEBOH MH(OpMAIMKU HEOOXOIMMO MPOU3BOIHUTH €XKe-
JTHEBHO.

Bonpoc 00HOBIIeHHS KITI04eBOH HH(OPMALIMH CBSI3aH U C TPETHHM DJIEMEHTOM
YIIpaBJIEHUs KIFOYaMU — pacrpeieieHueM KITrouei.

Pacnpenenenue kirodell — camblii OTBETCTBEHHBIHM IPOLIECC B YIPABJICHUU
koyaMu. K HeMy npenbsaBiIAioTcs ABa TpeOOBaHUS:

— OIEPATUBHOCTb ¥ TOYHOCTh PACIIPEACIICHHS;

— CKPBITHOCTb PaclpeeIsiEMbIX KITIOUeH.

B nocnenHee BpeMst 3aMETEH CIBUT B CTOPOHY MCIIONBb30BaHUSI KPUITOCUCTEM
C OTKPBITBIM KIIIOYOM, B KOTOPBIX MpoOiieMa paclpefeieHus KIo4ed OTmaaaer.
TeMm He MeHee paclpeneieHue KI0UeBOH HHopManuu B cucteMe TpedyeT Ho-
BbIX 3()(DEeKTUBHBIX PELICHHH.

Pacnipeniennenne kiroueil MEXAy NMOIb30BATEISIMU PEAU3yIOTCS ABYMS pas-
HBIMH MTOAXOaMU:

1 Ilyrem co3maHHs OXHOTO WJIM HECKONBKHX LIEHTPOB PACHPEIEICHUS KO-
yei. HemocTaTok Takoro momxosia cOCTOUT B TOM, YTO B IIGHTPE pacIpeleNieHNs
W3BECTHO, KOMY M KaKHe€ KJIIOYHM HA3HAYEHbI, U 3TO MO3BOJAET YNTATh BCE CO0D-
LIEHNS, IUPKYJIUPYIONINE B cUCTeME. BO3MOXKHBIE 3110yTIOTPEOICHNS CYIECTBEH-
HO BJIUSIFOT Ha 3aIIUTY.

2 Tlpsimoit 0OMeH KIIFouaMH MEXKIY MOJIb30BaTEIIMU CUCTeMbL. B aToMm ciy-
yae TpobieMa COCTOWT B TOM, YTOOBI HAJEKHO YHAOCTOBEPHUTH IOJITHHHOCTD
CyOBEKTOB.

Jns paciipeneneHus KiIodaMH BecbMa 3(QEKTUBHBIM OKa3aJCs alrOpUTM
Jduddu-XemmaHa, TO3BOISIONINNA ABYM ITOIB30BATESAM 0€3 TTOCPEITHUKOB 0OMe-
HSATBCS KITFOYOM, KOTOPBIH MOXET OBITh UCITOB30BaH 3aTEM ISl CHMMETPHUYHOTO
A pPOBAHUSL.

B ornmume or apyrux MeTomoB KpunTorpaduueckoro mpeodpa3oBaHHS HH-
(dopmMaryn, METop! cTeraHorpadguu MO3BOIIOT CKPHITH HE TOJIBKO CMBICT Xpa-
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HSIIEWCs WK TIepeaBaeMoi MH(pOPMaIK, HO U caM (DaKT XpaHEHHs WIH Iepe-
Jagyl 3aKpbITOd MH(pOpMauyu. B ocHOBe Bcex METONOB creraHorpadMu JICKAT
MacKHpOBaHME 3aKPHITOW HMH(OPMAIMK Cpeau OTKPBITHIX (aiiimoB. OOpaboTka
MYJIBTUMEIUHHBIX (aiioB B KOMITBIOTEPHBIX CHCTEMax OTKpbUIA NMPAaKTUYECKU
HEOorpaHUYeHHBIE BO3MOXKHOCTH Tiepes creraHorpadueit. I'paduueckas u 3ByKo-
Basi MH(OPMaIMX NPENICTABIIOTCS B YUCIIOBOM BHJIE.

B rpaduuecknx o0BEKTaX HAWMMEHBIIUN 3JIEMEHT W300pakeHHs (ITHKCEb)
MOXET, JUIsl IPEMepa, KOIMUPOBaThCs TpeMs Oaiitamu (110 onHOMY OalTy Ha KaHaI
HWHTCHCHBHOCTH KPAacHOro, 3€JICHOr0 M CUHero 1eetoB B ¢popmare RGB). Buthbt
JBYX MIIQJIIIHMX Pa3psioB KaXI0ro U3 0aliTOB MOXKHO MPOU3BOJILHO U3MEHSTH 03
CYIIECTBEHHOI0 UCKAXXEHUSI MCXOHOTO M300pakeHus (ITOJy4EeHHOE TPH TaKHX
W3MEHEHMSIX HMCKaKEHHs HE JOCTYIHBI 4ellOBEYeCKOMY Tia3zy). [loiHbIid TekcT
pomana JIpBa Hukonaesuua Toncroro «BoitHa U MHp» CONEPKUT UyTh MEHEe
3600000 cumBOIIOB ¢ ydeToM mpodenoB. Mcnonk3ys cxarne nadopmanuu 1 mo-
crenyomniee NMppPOBaHUE TEKCT 3TOr0 pOMaHa MOXHO IMPEJCTABUTh 00BEMOM
1400000 oOatiir. ITpu cokpeiTi 6 OUT MH(GOPMALMKM B OJIUH IUKCENb JJIS 3TOTO
pomana noHaznoourcs 1866667 nukcenei, KOTOpble YMENIATCsl B U300paKeHHH
pasmepom 1600 Ha 1200 nukcenei.

C noMomplo CpeAcTB cTeraHorpaduu MOryT MAacKHpOBaThcs TEKCT, U300pa-
KeHHe, peub, IH(poBas NOANKCH, 3alndpoBaHHOe coobueHne. KomiuiekcHoe
UCIIONB30BaHUE cTeraHorpaduy U mudpoBaHUsS MHOTOKPATHO MOBBIAET CIIOX-
HOCTb PELICHUS 3a/1a4i OOHAPYKEHHUSI U PACKPBITUS KOHPHICHIINATBHOM HHOP-
MaluH.

KOHTPOJ]LHLIC BOIIPOCHI

1 Yro oTHOCHTCS K METOJIaM amlapaTHO 3aliuThl HHpOpMaun?

2 YTO OTHOCUTCS K METOJIaM IPOrPaMMHO# 3aIUThl HHPOpMALUH?

3 ITo KaKuM KpUTEPHSAM HPOM3BOAUTCS KIACCH(UKALMSA METONOB U CPEJICTB 3aIUTHI
uHpopmarmu?

4 Kakue OCHOBHBIE METOIbI 3alUThl MH()OPMALMU HCIOIB3YIOTCS Ha (HU3HYECKOM
ypoBue monenu OSI?

5 B gyeM 3axito4yaeTcst METO CKauK00Opa3HOW NepeCcTPOKH B paIuoKaHaIax?

6 B yem 3akiro4yaeTcs METOZ IPSMOro IOCIEA0BATENBHOIO PACLIMPEHHS CIEKTpa B
paavokaHanax?

7 B ueM 3aKIII04aeTcsi METO MHOXKECTBEHHOIO JIOCTYIA C KOJOBBIM Pa3/IelIeHUEM Ka-
HaJoB?

8 Kaxkue meTos! mpeobpa3oBanus HHOOPMAIIMK OTHOCATCS K KpUITorpaduieckum?

9 Yo Takoe mmdpoBanue uadGopmayn?

10 Kaxkwue TpeOOBaHUsI IPEIBIBISIOTCS K COBPEMEHHBIM MeTOAaM minpoBaHus?

11 Onumure mporecc CHMMETPUYHOT0 Mu(poBaHUs HH(OpMAIHN.

12 Onwmure npouecc aCHMMETPHUYHOT O IH(GPOBaHU HHYOPMALIUH.

13 JInst kakux 1esneil HCrmoab3yeTes dJeKTPOHHAsS [ POBast MOIMUCH?

14 Yro Takoe creraHorpadus’?



5 TEXHOJIOI'MU KAHAJIBHOI'O YPOBHS

5.1 Texnonorusa Ethernet

Texuomoruss Ethernet 6pina n3zobperena 22 mas 1973 roma PoGeprom Mert-
kajxdom. B Hacrosiiiee BpeMs dTa TEXHOJIOTHS SBJSIETCSl HauOoiee pacnpocTpa-
HEHHOW TEXHOJIOTHEH, KOTOpasl MCIIONb3yeTcs Ha KaHAJbHOM YPOBHE Kak B JIO-
KaJbHBIX, TAK ¥ B INI00AJBHBIX MPOBOJHBIX CETSAX. XOTA, T€ TEXHOIOTHH, KOTO-
pble ceifuac HasbIBalOTCs TexHojorusmu Ethernet, maneko mpomsuHynuch Mo
CpaBHEHUIO C MepBOHavYanbHON Texnomorueii Ethernet. J{o cepennunt 2000-x ro-
JIOB, OHA MPUMEHSJIACh UCKJIIOYUTENBHO B JIOKAJIBHBIX ceTsix. Eme paHbie, 10
80-x romoB mpoUIIOro Beka B OTOM TEXHOJOTHH HCIIONIb30Bajach pasjelsieMast
cpesa — Kak yI00HOe U SKOHOMHUYHOE CPEACTBO O0BEANHEHUSI KOMIIBIOTEPOB Ha
¢usmueckom ypoBHe. C cepenunbl 90-X cTany NPUMEHSATHCS KOMMYTHpYEMbIe
BEPCUU TEXHOJIOI'U. HpeI/IMyH_[eCTBOM KOMMYTHPYEMBIX JIOKAJIbHBIX ceTel SIBIIs-
€TCsl BO3MOKHOCTD JIOTHYECKON CTPYKTYpPH3alMH CETH C pa3JieliecHneM ee Ha OT-
ACJIbHBIE CEI'MEHTBI, Ha3bIBAEMBIC BUPTYAJIbHBIMU JIOKAJIbHBIMU CCTSIMU. VYcenex
Ethernet B JIOKaJbHBIX CETSIX MPHUBEN K TOMY, YTO CTajO LEJIecOOOpa3HbIM ee
NpUMEHEHNE W B TJI00aIbHBIX ceTsix. B pesynprare mosiBuimack Bepeus Ethernet
ornepatopckoro kiacca (Carrier Grade Ethernet).

Texuonoruss Ethernet permamentupyercs cranmaptom |[EEE 802.3, B coort-
BETCTBUM C KOTOPBHIM VISl Hee BBIACICHBI TPH (YHKIIMOHAIBHBIX YPOBHS, BIIHCHI-
Baronmxcs B ypouu mogenu OS| (pucyrok 23):

— (u3nUecKuil ypoBeHb, KOTOPBIH MOITHOCTBIO COOTBETCTBYET OIPEIETICHHIO
¢usmueckoro ypoHs Mojenu OSl;

ypoBenb jgocryna k cpene (Media Access Control, MAC) npenocrasiser ce-
TEBOMY YCTPOWCTBY HOOCTYH K pa3leiseMOi cpene M O0ecreyuBaeT NOCTaBKY
KaJpa K Y37y Ha3Ha4eHHs B COOTBETCTBHH C €TI0 aJ[pecoM;

—ypoBeHb ynpaBienus norudeckum kananmom (Logical Link Control, LLC)
obecrieunBaeT HAAKHYIO JOCTaBKY Kaapa OT UCTOYHHMKA K IPHEMHHUKY B CETH
Ethernet.

Ha yposre LLC onpezneneHo Tpu THIA YCIYT:

1) Yeayra LLC1 — yenmyra 6e3 yCTaHOBJIEHHSI COEIAMHEHHS W Ge3 MOATBEp-
KICHUS ITOJIydCHUS TaHHbIX.

2) Yeayra LLC2 — ycyra, MO3BOJISIOIIAS [TOJTb30BATENIO YCTAHOBUTE JIOTH-
YecKoe COCIMHEHHE Iepe]] HayaloM Iepenadu Jro0oro OJIOKa NaHHBIX W, €CITU
9TO TpeOyeTcsl, BBIIOIHUTD NPOLECAYPHl BOCCTAHOBIICHHUS MOCIE OMIMOOK M YIO-
PpsIOYMBAaHKE ITOTOKA OJIOKOB B paMKaX YCTaHOBJICHHOTO COSIUHCHHSL.

3) Yemyra LLC3 — yenyra 6e3 ycTaHOBJICHHS COSIMHEHHS, HO C TIOATBEPXKIe-
HHUEM TOJTy4YeHHs TaHHBIX.
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Bei6op pexxuma pabotsl ypoBHsi LLC 3aBucuT OT TpeOOBaHHMI IPOTOKOJIA
BepxHero ypoBHs. nst texHonmoruu Ethernet msznavaneHO ObUT 3a0XKeEH W TOJ-
JICp’)KUBAETCS B HACTOsIIEE BpeMsl HauOoiee MpOoCTOH JeHTarpaMMHBIN pexnM,
KOTOpHIi hopmainbHO siBisieTcs pexumoMm LLCI.

Iporokoa IP

CereBoii
YPOBEHb A
e il bl
Yposens LLC
(802.2) LLC1 LLC2 LLC3
Kanagpupidi .
YPOBeHb \J
Ethernet
Yposenr MAC (802.3)
Y ___ ____________
Duzuyeckuit  /
YPOBEHE | 10Base-5/2/T/FL | | 100Base-TX/FX | .. |100GBase-SR/LR

Pucynok 23 — @yHKIMOHANBHBIC YPOBHH TexHOMoruu Ethernet

PDU, ucnosnb3yembie B TexHomoruu Ethernet, nassiBatotcs kagpamu. dop-
Mar kajpa texuonorun Ethernet mpencrasnen Ha pucynke 24.

HazBanne noss Preamble DA SA L/T Data FCS

= |SFD

Pa3wmep, GaiiT 7 6 6 2 46 - 1500 4

Pucynok 24 — ®opmar kazapa texnonoruu Ethernet

[lons, mpencraBieHHBIE HA PUCYHKE 24, IMEIOT CIIEeyIOIIee Ha3HAYCHHE:

—Preamble — mpeamGyiia BCIIONIB3yeTCS B KaUeCTBE CHHXPOHU3UPYIOMIEH 110~
CIICIOBATENIBHOCTH IS HHTEPPEHCHBIX [enell U CocoO0CTBYET NEKOIUPOBAHHUIO
6uToB (cemb pa3 moBTopsiercs komOouHarws 10101010);

—SFD (Start-Frame Delimiter) — paznenutens Hauana Kajapa, COCTOSIIHN 13
omHoro Oaiita (10101011), xoTopeIii yKa3pIBaeT HA HAaYaNO IMMoJe3HONH MH(pOpMa-
LMK TIOCTIE HEro;

— DA (Destination Address) — ampec y3i1a Ha3HaYECHHS;

—SA (Source Address) — anpec y3na ornpaButesst ([T JOCTaBKH Kajapa J0-
CTaTOYHO afpeca Ha3HAYCHWUsI, a a[pec HCTOYHMKA TOMEIIAETCs B KaJp IS TOTO,
9TOGBI y3€I, HOIYYHMBIIHHA KaJp, 3HAJ, OT KOro IPHIIe] Kajap U KOMY HY)KHO Ha
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HEro OTBETUTH B CITydae MOCTYIUICHHS C CETEBOr0 YPOBHS COOTBETCTBYIOLIECTO
yKa3aHus);

—L (Length) — nnuHa mons faHHBIX B OalTax;

—T (Type, EtherType) — ycrnoBHBIH KOJ MPOTOKOJIA BEPXHETO YpOBHS (HC-
nonb3yercst B DIX Ethernet, Bcrpedyaercs ropasmo 4aiie), JaHHBIE KOTOPOIO
HAXOMATCS B TOJIE JAaHHBIX Kajapa (Tpedyercs Ui MOMACPXKKH HHTEp(EeHCHBIX
GYHKIMM MYJIbTHILUIEKCHUPOBAHUS M EMYIIbTHIUIEKCUPOBAHKS KAJPOB IIPU B3au-
MOJICHCTBHH C MMPOTOKOJIAMHU BEPXHUX YPOBHEI);

— Data moxer copepxkatb ot 46 o 1500 6aliT naHHBIX, TOCTYNHUBIIMX OT Ce-
TEBOTO YPOBHs (€CITH JUTHHA JAHHBIX MeHbIIe 46 GaiT, TO 3TO MOJe TOMOMHICTCS
JI0 MUHUMAJILHOTO pa3mepa GaiTaMu 3aroHeHuS);

—FCS (Frame Check Sequence) — nosie KOHTPOJIBHOI MOCIIE0BATEIEHOCTH
KaJipa COCTOUT U3 4 GANT KOHTPOJBHON CYMMbI, KOTOPasi BEIYUCISIETCS 11O aro-
purmy CRC-32.

B Hacrosiiee BpeMsi CYIIECTBYIOT CIEAYIONIAE PA3HOBHIHOCTH TEXHOJIOTHH
Ethernet:

— Ethernet (10 M6wurt/c);

— Fast Ethernet (100 M6ut/c);

— Gigabit Ethernet (1 I'6ut/c);

—10G Ethernet (10 I'6ut/c);

— 100G Ethernet u 40G Ethernet (100 1 40 I'Gut/C COOTBETCTBEHHO);

—400G Ethernet, 200G Ethernet u 50G Ethernet (400, 200 u 50 I'6ut/c coot-
BETCTBEHHO).

5.2 JlokanbHbIe agpeca

Vposers MAC nman HaszBanue aapecam cetu Ethernet, koropbie HaspiBaroTCst
MAC-anpeca. B texnonorun Ethernet ucronssyrorcst yHukanbHble 6-0aiiTOBBIC
aapeca. O6sraHO0 MAC-anpec 3anuchIBalOT B BUAE MIECTH Map MIECTHAAIATEPU-
HBIX IUQP, pa3ereHHbIX AeducaMu win aBoeTounsivu, Hanpumep, EC-8C-9A-
42-87-20. Kaxnplii ceTeBoll amanrtep uMmeeT, mo Kpaitneil mepe, omuH MAC-
azpec.

[Homumo otmenbHBIX UHTEpPEricoB, MAC-aapec MOXKET ONMpeneNsTh TPYIITY
uHTEpQEcoB U qaxke Bce nHTepdeiicsl cetn. [lepBrril (Mmaammii) OUT cTapmero
Oaiita ampeca Ha3HAuYeHUS — 3TO MPHU3HAK TOTO, SBISETCS aJpec MHIMBUAYab-
HBIM Wi TpynnoBeiM. Ecin oH paBeH 0, TO aapec SBISSTCS WHIUBUAYAIBHBIM,
TO €CTh WICHTH(UIMPYET OJUH CETEBOM MHTepdeiic, a ecau 1, TO rpyMIIOBEIM
(pucyHOK 25), KOTOpBIH CBsI3aH TOJNBKO ¢ MHTEpdelicaMu, CKOHPHUTYpHPOBAHHBI-
MU KaK 4JIeHBI TPYIIIBI, HOMEp KOTOPOH yKa3aH B TpyIoBOM aapece. Ecnu cere-
BOW mHTEp(eiic BKIIOUEH B IPYIINY, TO, Hapsy ¢ yHUKanbHEIM MAC-aapecom, ¢
HUM acCOLMHpYeTCs elle OJWH aJpec — IpynmnoBoil. B wacTHoM ciydae, ecnu
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rpynmoBoi agpec cocrout u3 Beex enunul (FF-FF-FF-FF-FF-FF), To on unen-
TUQHUIUPYET BCE Y3IIbI CETH W Ha3BIBACTCSI IMPOKOBEIIATEIbHBIM.

Bropoii 6ut craprero 6aiita axpeca onpeeNseT Crioco0 Ha3HAYCHHUS ajipeca.
Ecnut 10T OMT paBen 0 (4ro OBbIBaeT MOYTH BCErja B CTAHIAPTHOM ammaparype
Ethernet), To 3TO TOBOPUT O TOM, YTO aJpec Ha3HA4YEH IIEHTPAIU30BAHHO T10 TIpa-
Bunam |IEEE 802 (pucyHok 25). MHaue agpec ABIACTCS JIOKAIbHBIM.

VHUKaIbHBIN

Ooul
HOMeEp

Crapimii GaiiT | . |

EC-8C-9A-42-87-20

11101100
Anipec HHIMBUAYAIbHBII

Anpec NeHTpaTN30BaHHbIH

Pucynok 25 — ®opmar MAC-anpeca

VYHHKalIbHOCTh IIEHTPAIM30BAHHO PACIPENEIAEMbIX aJPECOB PACHPOCTPAHsI-
€TCsl Ha BCE OCHOBHBIE TEXHOJIOI'MH JIOKAJIbHBIX ceTel. JIokanbHble ajgpeca Ha3Ha-
YaloTcs aAMUHUCTPATOPOM CETH, B O0SI3aHHOCTH KOTOPOTO BXOAUT OOecrey eHrne
UX YHUKaJIbHOCTH.

Komurer IEEE pacnpeznenser Mexay NpOU3BOAUTENSME 000pYIOBaHHS TaK
Ha3bIBacMble OpraHU3aLIOHHO YHUKaJIbHbIC UIIeHTH(HUKATOPHI
(Organizationally Unique Identifier, OUI). Kaxmplii mpon3BOAXTENH TOMEIIIa-
€T BBLACNICHHBIA eMy HICHTU(HUKATOP B TpU CTapIIuX Oaiita agpeca. 3a yHHKab-
HOCTB MJIAJIIIMX TpeX OaliToB agpeca oTBeYaeT NPOM3BOIUTENH 000PYJOBAHUS.

5.3 Pa3zensiemasi cpe/ia nepenaqyu 1 60pso6a ¢ KOJLUTM3USIMU

Pa3nenenne cpeabl mepegayu — 5TO MMPOLIECC PACTIPEISNISHUS OXHOTO MIUPO-
KOBEIaTeNIbHOr0 KaHajla MEXIy MHOTOYHCICHHBIMH IIOJIb30BATEISIMHU, IPETCH-
JYFOLIMMH Ha HEro.

Kanax Moxer npeacraBisaTh co0oil yacTb OECIpOBOIHOrO CIIEKTPa, Pacipo-
CTpaHJIEMOro Ha HEKOTOPOH TEPPUTOPHHU MU OJUH MPOBOJHON KaHal, K KOTOpO-
MY MPUCOCIMHEHO HECKOJBKO Y3J10B. Takoi KaHall COSIUHSAET Ka)XJOro MOJb30-
BaTeNsl CO BCEMH OCTANBHBIMHU IOJIB30BATEISIMHU, W JIFOOOH M3 HHX, MONHOCTBIO
HarpyKaroIii KaHaj, MemaeT JIpyruM NepenaBaTh JaHHbIe. B Takux ycrmoBHsX
IIpy Tiepesiadye WHPOPMAIMN HECKOIBKUMH HCTOYHHKAMH OJHOBPEMEHHO YacTo
TIPOUCXOAT KOJUTU3UH.

Konaususa — 310 oqHOBpeMeHHas nepeada AByMs WM Ooiee NCTOYHHKAMHU
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KaJ[poB B OOIIYIO pacrpereisieMyto cpeny rnepenadn. Kommsus — 3To HopMalib-
Hasl cutyanus B pabore cereii Ethernet.

CyIecTBYIOT CTaTH4YEeCKUE U AUHAMUYECKHE CIIOCOOBI pacIpeaeneHus oorie-
ro kaHana. K cratnueckum crioco6aM OTHOCSATCSL:

—CHCTeMBbI ¢ 4acTOTHBIM yruioTHenueM (Frequency Division Multiplexing,
FDM);

— cuCcTeMBbI ¢ BpeMeHHbIM yiutotHenrneM (Time Division Multiplexing, TDM);

—CHCTeMBI cO crekTpanbHeiM yrmotHenuem (Wave Division Multiplexing,
WDM).

K nunamudecknM criocobam pacnperniesieHns 00IIero KaHajaa OTHOCSTCSL:

—cucrema ALOHA (uncras u auckperHas);

—CHCTeMbI C MHOXECTBEHHBIM JIOCTYIIOM W KOHTpoieM Hecymeit (Carrier-
Sense Multiple Access, CSMA);

— IPOTOKOIIBI Ge3 CTOJIKHOBEHMH (OUTOBas KapTa, mepenada Mapkepa u T. I1.)

B cersix Ethernet Ha pa3nmensemoil IPOBOIHOI cpele HCIONB3YETCST METOJ
nocryna CSMA/CD (Carrier Sense Multiple Access with Collision Detection)
— NPOCIYIIMBAHUE HECYIIEH YaCTOThl C MHOXXECTBEHHBIM JJOCTYIIOM M Pacro3Ha-
BaHHMEM KOJUIM3MH. AJTOpPUTM Mpolecca Mepefadydl JaHHBIX CETEBBIM YCTPOM-
crBoM 110 TipoTokory CSMA/CD mpezcrasien Ha pucyske 26.

¥

‘ O:xuaHNe NaHHBIX JUIsl IepeJadn

!

V ceTeBOro ycTpoicTBa nosBISIOTCS
JIAHHBIE JUIS IePeiaum

I
Y 1

CerteBoe yCTpOHCTBO MPOCTYIIHBAET CereBoe ycTpOHCTBO OKHJIAET B
KaHajn TCUYCHHUC Cﬂy'{ilﬁHOl'O HHTEpBana

BPCMCHH
= Kanan
cBO6OICH = 3QHAT
cB0OGOICH

l WTH 3aHsT?

CoGpiTne ¢
BEPOSTHOCTHIO P?

CerteBoe yCTpOHCTBO NpeKpanaer
nepejaqy JaHHbIX

CeTteBoe yCTpOHCTBO OTIpaBIseT
JIaHHBIE 10 KOHIIA

CerteBoeoe ycTpoiCTBO HaUMHACT
oT llpaBJlSi'l'h JIaHHBbIC

HET A&omn\ na

KOJUIN3UA?

PucyHok 26 — AnropuT™ mporecca nepeaad JaHHBIX CETEBBIM YCTPOMCTBOM
o mporokory CSMA/CD
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Bce cereBblie ycTpolicTBa B CETU Ha pa3lesieMOl Cpelie UMEIOT BO3MOXKHOCTh
HEMEIUICHHO MONYYUTh JaHHBIE, TIepefaBacMble JTIOOBIM M3 KOMIBIOTEPOB B 00-
LIyI0 Cpeny, KoTopas pabotaeT B pexxume KouiekTHBHoro pocryma (Multiply
Access, MA). Uto0Obl OMy4IUTh BO3MOXKHOCT TepeiaBaTh Kajap, UCTOYHHUK JOJI-
kKeH yOemuThCsl, YTo pasiessieMas cpena cBoOOHa. DTO JOCTHIASTCs MPOCTYIIIH-
BaHHEM OCHOBHOW TapMOHHKH CHTHAJIA, KOTOpas ellle Ha3blBaeTCs Hecyleil 4a-
croroii (Carrier Sense, CS). IIpu3HakoM «HE3aHATOCTH» CPEIBI SBIIAETCSA OTCYT-
CTBHE HA Hell Hecylleil YacTOThI, KOTOpas MPU MAHYECTEPCKOM CIIOC00e KOTUPO-
BaHUA U TakToBOM wacrore 10 MI'f paBHa 5-10 MI'y B 3aBUCHMMOCTH OT moOcCIe-
JIOBATEJILHOCTH SAMHUII U HYJIEH, TiepeilaBaeMbIX B JaHHBI MOMECHT.

IMocie okoHUYaHUSI TIepeaYd Kajapa BCe y3ibl CeTH 00sA3aHbI BBIICPKATH TeX-
HOJIOTHYECKYIO Tay3y, paBHYI MexmakeTHoMy uHTepBany (Inter Packet Gap,
IPG) B 9,6 MKc. DTa may3a HyXHa TS TPUBEICHHUS CETEBBIX aJIalITEPOB B UCXOJI-
HOC COCTOSIHHE, a TaKKe JJIsi MPEJOTBPAIICHHsST MOHOMOIBHOIO 3aXBaTa CPEIbl
OJIHUM CETEBBIM yCTpOMCTBOM. Ilocie OKOHYaHUsI TEXHOIOTMUYECKOH May3bl IIPO-
YHe CeTeBbIC YCTPOMCTBA MMEIOT MPABO HAYATH MEpeady CBOETro Kaapa, Tak Kak
cpena cBoOOIHA.

5.4 BCCHPOBOI[HLIC JIOKQJIbHbIC U MIePCOHAIBHBIE CETH

B GecnpoBomHbix JokanabHbix cersx (Wireless Local Area Network,
WLAN) curaan pacrpocTpaHseTcsi C TOMOIIBIO IEKTPOMAarHUTHBIX BOJIH BBICO-
Kol yactoTbl. CoBpeMeHHbIE OeCIIPOBOIHBIC JIOKAIBHBIE CETH HO3BOJISIOT Iepe-
JlaBaTh JaHHBIE Ha CKOPOCTSIX 10 HECKOJIBKHX TMIaOuT B CEKYHIY.

[MpenmymecTBO OeCIPOBOAHBIX JIOKAJIBHBIX CETel 3aKiroyaercs B TOM, YTO
UX TIpolle Pa3BOpauyMBaTh M MOXU(UIMPOBATH, a TaKKe B TOM, YTO TH CETH
00ecreYnBaoT MOOMIBHOCTD MTOTB30BATENEH.

Henocratkamu 6ecripoBOJHBIX JIOKAIBHBIX CETEH SIBIISIOTCS MOIBEPKEHHOCTh
IIOMeXaM OT Pa3HOOOPa3HBIX OBITOBBIX HMPHOOPOB M APYIHX TEIEKOMMYHHUKAIIH-
OHHBIX CHCTEM, KPOME TOTO TIOMEXH MOTYT OBITh aTMOC(HEPHBIMH.

HepaBHoMepHOE pacnpeneneHne WHTEHCHBHOCTH CHTHajda IPUBOAWT HE
TOJNBKO K OMTOBBIM OIIMOKAaM IeperaBaeMoil HH(OPMAIMH, HO M K HEONpeIeneH-
HOCTH 30HBI IMOKPHITHA OECIIPOBOIHON JOKaJIbHOM ceTH. becrpoBomHas mokanb-
Has CeTh HE UMEET TOYHOU 00JaCTH MOKPHITHA. B CBsI3M ¢ 3THM B 6eCIIpOBOIHOMN
JIOKAJIBHOM CEeTH MOXKET BO3HUKHYTh O/IHA M3 JIBYX HPOOIeM:

— IpoGIteMa CKPBITOTO CETEBOT0 YCTPOMCTBA (PHCYHOK 27);

— poGIteMa 3aCBEUEHHOTO CETEBOTO YCTPOCTBa (PUCYHOK 28).

IIpoGrema CKpBITOrO CETEBOTO YCTPOWCTBA BO3HHKAET, €CIIM JJBA CETEBBIX
YCTpOWCTBa HaXOMTCSl B 30HE HemocsiraeMocTd npyr apyra (A u C Ha puUCyHKe
27), HO CYILIECTBYET TPEThE CETEBOE YCTPOMCTBO — B, KOTOpOE MPUHMMAET CHI-
Hanel Kak oT A, tak u ot C. IIpu nepenaue nHdpopmammu or A k B ceresoe
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ycrpotictBo C «BHIUTY», UTO Cpefa cBOOOMHA, M HAYMHACT TepeaBaTh CBOM Kaap
ceTeBoMYy ycTpoicTBY B. B pesynbrare curHanbl B palloHE CETEBOTO YCTpPOICTBa
B nckazsitcs, To ecTb NPOU30ONUAET KOJUTU3HSL.

[Ipu mpobiieMe 3acBEUYEHHOTO CETEBOTr0 YCTPOICTBa B mepenaer nanHeie A, B
9TO BpeMs cereBoe yctpoiictBo C pemaer cBazatses ¢ D, HO, mpoBepuB cpeny,
pelaeT, 4YTo OHa 3aHATA, XOTS Ha CaMOM Jiefie ceTeBoe ycTpoiictBo D goctymnHo.

Pucynok 27 — IIpoGiiemMa CKpBITOrO CETEBOTO YCTPOICTBa

Pucyrok 28 — IIpoGiieMa 3acBEYEHHOT0 CETEBOTO YCTPOICTBA
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Ecnu a1 npoBonHoii uHuU cBsizu (npotokon CSMA/CD) 3aHATOCTb Ha BbI-
XOIHOM MHTep(elice mepenaroniero ceTeBoro yCTpoicTBa ACHCTBUTENBHO O3HA-
YaeT 3aHATOCTb CETEBOrO YCTPOHCTBA-TIONydYaTelNsl, TO A OECOpPOBOIHOW CeTH
3TO HE TaK.

[ToaTomMy B OecpOBOIHBIX JOKAJBHBIX CETSX MPUMEHSETCS IPYrod alropuT™
JIOCTYTIa, OCHOBAHHBIA Ha METOJIE TIPOCTOSI HCTOUHUKA: CETEBOE YCTPOUCTBO, Tie-
pelaBiiee Kaap, JOJDKHO AOKAATHCS TOATBEPKICHHS O €ro MOMyYeHUH OT ceTe-
BOrO YCTPOWCTBA-MONYYATEeNs] W TONBKO MOCTE 3TOrO MOCHUIATH CIEAYIOIINit
kazap. Ecnu moaTBeprkaeHNne HE MPUXOIUT B TECUCHHE 3a]AHHOIO MHTEpBaa Bpe-
MEHH, TO CUHUTAETCS, YTO KaJp ObLI MOTEPSH B Pe3yNbTaTe KOJUTU3UH, U y3el Tie-
pemaeT KOMUIO 3TOro Kajapa. Takoit merox gocryma HaseiBaercsi CSMA/CA
(Carrier Sense Multiple Access with Collision Avoidance) — npocnyinBatnue
HECYIIEH YacTOThl ¢ MHOXKECTBEHHBIM JIOCTYIIOM U MPEI0TBPAICHHEM KOTH3HUIL.
AJTopuTM mpoIiecca Nepefayd JaHHBIX CETEBBIM YCTPOHCTBOM IO MPOTOKOIY
CSMA/CA npezcrasiex Ha pucyHke 29.

¥

O>KHJaHHe JaHHBIX UL Iepe1adn

!

V ceTeBoro ycTpoucTBa MOSBISIOTCS
JIaHHBIC [UISl [Iepe/iadn

[
¥ 1

CeteBoe yCTpPOHCTBO IPOCTYIINBACT
HECYIIyIO KaHaja

CereBoe yCTpOIiCTBO 0XKHIACT B
TEYCHHE CITyJaiHOro
JIMCKPETHOTO HHTEPBAJIa BPEMEHH

Kanan
cB0OOIEH 3aHAT
¢cB00OJIEH

WM 3aHAT?

CereBoe yCTPOICTBO 0XKHAACT B
TeyeHHe PUKCHPOBAHHOTO
MEKKaJPOBOT0 HHTEPBaJIa

BpPEMEHH

}

CeTeBoe yCTPOWCTBO OTIIPABISIET
JAHHBIC

CeteBoe yCTPOKCTBO 0XKHIACT B
TEYEHHUE CIy4aiHOro
JIUCKPETHOrO HHTEPBaJa BpeMEHH i

CeteBoe yCTPOUCTBO OXKHAACT KAZP
TOJIOKUTENbHOM KBUTAHLIUU

Aa Ksuranmus HET
noctymnumna’?

PucyHok 29 — Airopur™ mporecca repeiaus JaHHbIX CETEBbIM YCTPOHCTBOM
o mporokory CSMA/CA
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Cetn u obopynosanue crangapra IEEE 802.11, Takxke U3BeCTHEIC IO/ Ha3Ba-
nueM Wi-Fi (Wireless Fidelity) 3anuMaroT numupyromue mo3unuu B Mupe Oec-
MIPOBOJHBIX JOKaNbHBIX ceTei. Cranmapt 802.11 omnpenenser B KauecTBE OCHOB-
HOro cTpykTypHOro snementa WLAN ceTh ¢ 6a3oBbIM Hadopom ycayr (Basic
Service Set, BSS). BSS mpencraBnser coboii Habop OECHPOBOAHBIX CETEBBIX
YCTPOWCTB, pa3leisIomUX Cpeay rnepeaadn U paboTarouux ¢ OANHAKOBBIMHU Xa-
PaKTEepUCTUKAMH JJOCTYIIA K CPEZe: YacTOoTa M CXeMa MOAY/ISIIIN CUTHAJIOB.

Ceru BSS moryt ObITh 00beIMHEHBI B TPYIIIHI, Ha3bIBa€MbIE CETSIMH € pac-
mmpeHHbIM Ha6opom ycayr (Extended Service Set, ESS). ESS obpasyercs
IyTEeM COCIUHEHHS MEXIY cOo00i HECKONbKHX ceredl BSS, pacmonokeHHBIX B
OJTHOM U TOM € CETMEHTE JIOTHYECKOH CETH.

Cranpapt 802.11 pa3znuuaer aBa Tuna Tononoruit cereit BSS:

—npousBojbHas ceth (Ad Hoc BSS) — Habop ceTeBBIX YCTPOHCTB, KOTOPHIE
CBSI3aHBI TAKMM 00pa3oM, YTOOBI OHM MOTJIM HAINPSMYIO OTIIPABISATH KaJpbl IPyr
Apyry;

—unappactpykrypubiii pexum (Infrastructure BSS) — noakirouenre ceTeBBIX
YCTPOKMCTB K 0a30BOM CTaHIMH, KOTOpas TPAH3UTOM OOECIICUMBACT B3aUMOJICH-
CTBUEC MEXKAY OTACIIbHBIMU ITOJIB30BATCIIAMU.

ba3zoBas craHmms OOBIMHO COeIUHACTCS NMPOBOAHBIM cermMeHToM Ethernet ¢
MIPOBOJIHOM YaCThIO CETH, 00ECIIeYMBast JOCTYII CETEBBIM YCTPOWCTBAM K YCTPOMi-
CTBaM Jpyrux 0a30BbIX CTAHLMK Win cereil, 00biuHO K ceti MHTepHer. [loaTomy
6a30Bas CTAHIIMS TAKXKE Ha3bIBacTCs TOUKOM qocTyna (Access Point, AP).

Crex mporokonoB crangapta IEEE 802.11 (pucynok 30) coorBercTByeT 00-
el cTpykrype cranmaptoB komurera 802, TO €cTh COCTOMUT M3 (PU3MUECKOro
ypoBHs u ypoBHsi MAC, noBepx kotopsix paboraer yposenb LLC. Kak u y Bcex
TexHonoruil cemerictea 802, Texuomorus 802.11 onpexnensieTcss HIKHUME JABYMS
YPOBHSIMH, a ypoBeHb LLC BEITONHAET CBOM CTaHIApTHBIE (YHKIMH, OOIINE IS
Bcex TexHomoruii LAN.

B cersx 802.11 ypoerr MAC moaziepXuBaeT JBa peXXMMa JIOCTyIa K pa3ze-
nsieMoii cpene: pacnpeaeneHublii peskum (Distributed Coordination Function,
DCF), sBnsronuiicss OCHOBHBIM, U OII[MOHATBHBIA — IEHTPAJIN30BAHHBIN pe-
s;kuMm (Point Coordination Function, PCF).

B pacnpenenennom pesxkxume peammsyercs meron CSMA/CA. DToT pexum
TpeOyeT CHHXPOHM3AUK CTaHIWH. TOYKaMN CHHXPOHM3AIMN SBISIFOTCS MOMEH-
THI OKOHYAHHS Iepefadl OdepeJHoro kaapa. Hukakue crenuanbHble CHHXPOHH-
3UPYIOLIHE CUTHANIBI HE NCTIONB3YIOTCH.

LenTpann3oBaHHBI PEXUM IOCTYIA HCHoib3yercss B cersx Wi-Fi, korma
Tpebyercsi o0ecrieunTh NMPHOPUTETHOE OOCTY)KMBAaHHE UYBCTBHTEIBHOTO K 3a-
nepkkam tpaduka. Meroq PCF MoxeT mpuMeHAThCsI TONBKO B HHPPACTPYKTYp-
HBIX BSS, TO ecTh ceTsix, MMEIOMMX TOYKY JOCTYIA, KOTOpas UTpaeT poib ap-
Outpa cpensl. ApOUTp Cpenbl MepeaaeT CIelHalbHbI KaJap, KOTOPBI TOBOPUT
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BCEM CTaHIMSAM, YTO HAUMHACTCS KOHTPOIUPYEMEBIi epuo. [1oimyqus 3TOT Kaap,
CTaHIINH, KOTOPBIE XOTEeIH OBl BOCIONB30BaThcs anroputMoM DCF mis 3axBara
Cpelbl, yXKe He MOTYT 3TOrO CJIeNaTh, OHU JOJDKHBI JOKHUIATHCS OKOHIAHUS KOH-
Tponupyemoro mepuozaa. 3atem peanusyercs meron PCF u apOuTp BBITOIHSET
MIPOIIETyPY OMpPOca, YTOOBI IO OYEePENN MPEAOCTABUTh KaXKIOH CTAHITHH MPAaBO Ha
WCTIOIB30BAHUE CPENIbl, HAIPABIASA €H CIICIMAaIbHBIA KaJap, KOTOPBIH pa3periaeTt
craniu nepenaBath gaHHble. Pexxum PCF B cersix 802.11 cocyiecTByer ¢ pe-
skumom DCF.

Iporoxkoa IP

CereBoii
YPOBEHb A
e e R it
Yposens LLC
(802.11) LLC1 LLC?2 LLC3
Kawagpwpwt R
YpOBeHb Y
PCF
Yposenr MAC DCE
. S
Duznyeckui A
yposeub 802.11 802.11a 802.11b 802.11g 802.11n

Pucynok 30 — ®yHkiroHanbHbIe ypoBHH TexHomoruu 802.11

YpoBenb MAC BBINONHSIET B OECIPOBOHBIX CeTAX Oonbline QyHKIUIL, yeM B
npoBoaHbIX. OyHKIMH ypoBHI MAC B cranmapte §02.11 BriroyaioT:

— IIOCTYI K pa3IesisieMoi cpere;

—obecriedeHre MOOMIIBHOCTH CTAHIMH TPH HAJTUYUN HECKOJIBKIX 0a30BBIX
CTaHIIUI;

—obecriedeHre 0€30MaCHOCTH, SKBHBAJCHTHONH OE€30MacCHOCTH MPOBOIHBIX
JIOKQJIbHBIX CETeH.

Iepconanwubie cetu (Personal Area Network, PAN) npennasHadeHs! aist
B3aMMOJICHCTBHS YCTPOWCTB, MPUHAUICKAIINX OJHOMY BIIAJENbIly, Ha HEOONb-
IIOM PacCTOSIHAHM, OOBIYHO B paanyce 10 MeTpoB.

TunmuaeiM mpumepom PAN sBisiercss OeCipoBOAHOE COCAMHEHUE KOMITBIO-
Tepa ¢ nepudepuiHbIME ycTpoiicTBamMu. [lepcoHaNbHBIE CETH BO MHOTOM IIOXO-
KW Ha JIOKAJIBHBIC, HO, IIOMUMO CYIIIECTBEHHO MEHBIIEH 00IacTH MOKPHITHSA, TIep-
COHAJIBHBIC CETH JOJDKHBI 00eCIeunBaTh 0ojiee BBICOKHE TpeOOBaHMS 10 HHGOP-
MaIlMOHHON 0e30MMacHOCTH, YHEPTOCOEPEKCHUI0O U 00ECIEUeHUI0 0e30IMacHOCTH
3JI0pOBbS MTOTB30BATENCH.
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B HacTosmee Bpems caMoil momynspHol TexHonorued PAN  daBmsercs
Bluetooth, xoropast obecrieunBaeT B3auMOACHCTBIEC BOCBMH YCTPOICTB B pasje-
nseMolt cpene quamazona 2,4 MI'1 ¢ OUTOBOM CKOPOCTBIO TEepeadr TaHHBIX 10
3 Mowur/c.

Cranpapt Bluetooth paspaboran rpymmoii Bluetooth SIG (Bluetooth Special
Interest Group), opraHu30BaHHOM M0 MHUIIMATHBE KoMIaHuu Ericsson. CtaHaapt
Bluetooth agantuposan padoueii rpymmoit IEEE 802.11 B cooTBeTcTBHU € 00MICH
cTpykTypoii crannapros IEEE 802.

B Ttexnonornu Bluetooth ucrnonezyercss TepMUH MHUKOCETb, KOTOPBIH MOA-
YEepKHBaeT HEOOINBIIYI0 00J1aCTh €€ MOKPBITHA. B MHKOCETh MOXET BXOIUTH 110
255 ycTpoHcTB, HO TOJBKO BOCEMb M3 HMX MOTYT B Ka)/Iblii MOMEHT BpEMEHHU
OBbITh aKTUBHBIMH U OOMEHUMBATHCS AaHHBIMU. OJIHO M3 YCTPOKMCTB B MHKOCETH
SIBIISIETCS TJIABHBIM, @ OCTaJIbHbIE — OYMHEHHBIMH.

AKTHUBHOE IMOAYNHEHHOC yCTpOI‘/IICTBO MOXET 06MeHI/IBaTbC${ JaHHBIMH TOJIBKO
C IJIaBHBIM yCTpPOMCTBOM. Bee ycTpolicTBa MKOCETH, HE SBIAIOLIMECS aKTUBHBI-
MU, JOJDKHBI HAXOAUTHCA B PEKUME IMMOHUKEHHOI'O 3HepFOHOTpe6HeHI/I${, B KOTO-
POM OHH TOJIBKO MEPUOTUUYECKH TPOCIYIIMBAIOT KOMaH/1y TJIABHOTO YCTPOWMCTBA
JUTsl TIEpexoJia B aKTHBHOE COCTOSTHHE.

Heckonbko mnukocereil, KOTOpble OOMEHHBAIOTCS MEXKIY COOOi ITaHHBIMH,
00pa3yloT paccpeioTOUeHHYI0 CeTh. B3anMopelicTBue B Ipeenax paccpenoTo-
YEHHOW CETU OCYIIECTBIIAETCS 3a CUeT TOro, YTO OAWH Yy3el (Ha3bIBaeMbI MO-
CTOM) OHOBPEMEHHO SIBIIICTCS WICHOM HECKOIBKHUX MUKOCETEH.

Bluetooth siBisieTcsi 3aKOHYEHHOW OPHUIMHAIIBHOM TEXHOJIOTHEH, pacCcUUTaH-
HOW Ha CaMOCTOSTENBFHOE NMPHMEHEHHE B 3JIEKTPOHHBIX MEPCOHAIBHBIX YCTPOH-
CTBaxX W MOAMACPKUBAIOIIEH IOMHBIA CTEK MPOTOKOJIOB, BKJIIOYAs COOCTBEHHBIE
MPUKIIAJAHBIE TPOTOKOIBI. B 3TOM 3akiiodaercss ee OTIMYHE OT TEXHOJIOTHt
Ethernet u IEEE 802.11, koTopble BBIIOJHSIOT (YHKIIUH TOJLKO (PU3UIECKOr0 U
kaHanpHOro ypoBaeit mogenu OSI. [{ns texHonorun Bluetooth 6b11 coznan opu-
THHAJBHBIA CTEK MPOTOKOJIOB, B TOMOJHEHHE K KOTOPOMY IMOSBHIOCH OOJBIIOE
KOJIMYECTBO TpoduIeii, OnpeAeNnsonX KOHKPETHBI HA0Op MPOTOKOJOB st
peLIeHus TOW WX UHOM 3aJa4u.

5.5 KommyTtupyembie cetu Ethernet

B ceru Ethernet TpeboBaHHME HCIONB30BATH CIUHYIO PA3JCISACMYIO CPELy
MPUBOUT K HECKOJIBKUAM JIOCTATOYHO KECTKUM OTPaHUYCHHUSIM:

— o0muii IuamMeTp ceTH He MOXKeT ObITh Oombmie 2500 M;

— KOJTMYIECTBO Y3JIOB HE MOXET IpeBhImaTh 1024,

JLis IpeoIoNeHu st ATUX HEAOCTATKOB TIOSBIIIMCH CPEACTBO MTOCTPOSHHS Oojee
KPYITHBIX JIOKAJBHBIX CETeH Ha pa3fesieMOi cpelie — MOCTHI JIOKAIbHBIX CETEH.
Takoif MOCT CBSI3BIBAI MEXKAY COOO /1Ba WM OOJBIIE CETMEHTOB CETH, KaXKIbIH
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U3 KOTOPBIX OBUT MOCTPOSH Ha pa3NeliieMoi cpefe. B 3amady MOCTOB BXOIHIIO
MIPOJBIDKEHNE KaJpOB W3 OJHOTO CETMEHTAa B JPYrod HMCXOIS U3 HX aJ[PecoB
HasHayeHus. [l oTHX meneil ObL1 pa3paboTaH aNrOpUTM NPO3PavHOTO MOCTa
IEEE 802.1D. IIpo3pauHbIM 3TOT ajJrOpUTM Ha3bIBa€TCs M3-3a TOTO, YTO MOCT
ocTaeTcss He3aMEUeHHBIM ISl CETeBBIX YCTPOWCTB ceTH. Kakaplii mopt mocta
paboTaeT Kak KOHEUHBIN y3€Jl CBOEr0 CeTMEHTA CETH.

Jist BBIIOTHEHUsI MPOJABMOKEHHS ((HIBTPALMK) KaJpoB MOCT CTPOUT CBOIO
TabJMIly TPOABIKEHUSI Ha OCHOBAaHWHM MAaCCHBHOIO HAaONIOAEHHS 32 TpadHKOM,
LIUPKYTUPYIOIUM B MOAKIIOUEHHBIX K €ro MOpTaM cerMeHTax. MocT «ciymiaer»
BeCh TpaduK, NepeaaBaeMblii B IPUCOSINHEHHBIX K HEMY CETMEHTaX, U UCIIOJb-
3yeT MpOXO/SIIIHe Yepe3 Hero KaJphl Ui n3ydeHus Tononoruu cetu. 1o aapecy
WCTOYHMKA KaJ[pa MOCT JeJaeT BBIBOJ] O MPHUHAUICKHOCTH Y3J1a-UCTOYHNKA TOMY
WIN WHOMY CETMEHTY CETH M 3aHOCHT B TaOJHIly MPOJBIIKEHHUS 3aliCh BUJA!
MAC-aapec — HOMeEp mopTa.

[Mpouecc o0yveHHst MOcTa HUKOT/Ia HE 3aKaHYMBAETCS U IIPOUCXOAMT OJHO-
BPEMEHHO C MPOJIBUKEHHEM KaJpoB. MOCT MOCTOSIHHO CIIEIUT 3a aJpecamMH UC-
TOYHHMKA KaJpoB, TOCTYIMAIONMX Ha ero uHrep(eiichl, 4TOOBl aBTOMATHYECKH
HpI/ICHoca6J'[I/IBaTBC$[ K UIBMCHCHUAM, MPOUCXOAANINM B CETH.

Takue quHAMHUYECKHE 3alMCH UMEIOT CPOK JKU3HU — NPHU CO3JAaHHU WU 00-
HOBJICHHH 3aITUCH B aJPECHOI TalluIle ¢ Hell CBsI3bIBaeTCs OTMeTKa BpemeHHu. [1o
HCTEUCHUU OINPEACICHHOr0 TaifM-ayTa 3aIliCh ITOMEYaeTcsl KaK HeIeHCTBUTENb-
Hasi, €CJIM 3a ATO BPeMs MOCT HE IPHHSI HU OJHOTO KaJapa ¢ JaHHBIM aJIpecoM B
ToJIe aJpeca UCTOYHHUKA.

Kpome nuHamuueckux 3anmceil B TaOJIUIIE MPOIBMKEHHST MOTYT OBITh CTATH-
YecKHe 3aIlliCH, KOTOpble HE MMEIOT CPOKa JKM3HM, YTO JAeT agMHHHCTPATOpyY
BO3MOXKHOCTb BIIUSITH HA PabOTy MOCTa, HAallpUMep, OrpaHuuMBas Tepeaady Kaj-
POB C OIpeAETICHHBIMH aJpecaMy U3 OJJHOTO CETrMEHTa B IPYTOM.

Cepbe3HbIM OrpaHuueHreM (YHKIIMOHAIBHBIX BO3MOXHOCTEH MOCTOB SIBIISI-
eTcsl OTCYTCTBHE HOAIEPKKU TeTiieo0pa3Hpix KoHpurypanuii cetn. Ilpm Takmx
KOH(QUTypalusaX B JIOKaJbHOU ceTH OyleT HaOIoAaThCsi OSCKOHEUHAs [UPKYIIs-
s KaApOB W IMOCTOSTHHAS TIEPECTPOUKa TaOIHUIl MPOABIDKEHU. J[71s1 TOro, 9TO0RI
n30eKaTh TAKUX HETATHBHBIX MOCIIEICTBUN HEOOXOAUMO CTPOUTH TOIBKO JPEBO-
BHUIHBIE CTPYKTYPHI, TApaHTHPYIOIINE HATHYNE SIMHCTBEHHOTO ITyTH MEXTY JTIO-
OBIMH TByMsI CETMEHTaMH CETH.

5.6 KoMMyTaTOpbI U MX apXHTEKTypa

B mpomnecce pa3Butust HHOPMAIMOHHBIX TEXHOJOTHH KJIACCHYECKHE MOCTHI
TiepecTaliy CIpaBIIsATECS €O CBOEH paboToil. Mcnone3oBaHue OJHOTO MPOIeccop-
HOro OJioka 1t OOCITYKMBAHUSI ITOTOKOB KaJpOB HECKOJIBKMX IOPTOB CTAJIO He-
s¢pdextuBHO. JIydmuM OKa3alloch penIeHue, IMPH KOTOPOM JUIS OOCTY)KHBaHMS
MOTOKA, MOCTYMAIOIIEro Ha Ka)Ibli IMOPT, B YCTPOICTBO CTaBWIICSA OTIENBbHBINA

98



CHeUUaIM3UPOBaHHBINA MPOLIECCOp, KOTOPBIM Pean30BbIBANl ANTOPUTM IIPpO3pad-
HOro Mocra. Takoe YCTPOHCTBO CTajll Ha3bIBaTh KOMMYyTaTopoM. Ilomumo mpo-
LIECCOPOB ITOPTOB KOMMYTATOp MMeEET IIEHTPaJIBHBIA IPOIeccop, KOTOPBIH KOOp-
JUHUpYeT paboTy MOPTOB, OTBEYas 3a MMOCTPOEHHE O0IIel TaOIUIBI MPOABMKE-
HUSL, a TaKXKe TOAepKUBast QYHKIUH KOH(PUTYPUPOBAHUS U YIIPABIICHNUS KOMMY-
tatopoM. Co BpeMEHEM KOMMYTaTOpPbI BBITECHHIM U3 JIOKAIBHBIX CETel KIlacCH-
YeCKHe OIHOIPOIIeCCOpHBIE MOCTH. OCHOBHOW MPUYNHON MOBBIIIEHUS IPOU3BO-
JUTEIILHOCTH CETH TIPH HCIIOJIb30BaHMHM KOMMYTAaTOpa SIBJISIETCS MapajulelibHast
00paboTKa HECKOJIBKHUX KaJIPOB.

TexHomoruss KOMMyTallMk cama 1o cebe He MMEET HEMOCPEICTBEHHOIO OT-
HOIIEHHsI K METOIY JOCTYyIa K Cpelle, KOTOPBIA HCIIONB3yeTCsl OPTaMH KOMM Y-
taTopa. [Ipu NOAKIFOYEHNH K MOPTY KOMMYTaTOpa CETMEHTa, IPEICTaBIISIOIIETO
co00l paznensieMylo cpeny, AaHHBIA MOpPT, KaK U BCE OCTaJbHBIC Y3JIbI TAKOTO
CETMEHTA, NOJIKEH MOAACPKHUBATH HOHy}IyHHCKCHbIﬁ PEXKUM. B cliydae, Korjga K
KQ)XJIOMY ITOPTY KOMMYTaTOpa MOJKIIOYEH HE CETMEHT, a TOJIBKO OJHO CETEBOE
YCTPOWCTBO W HUCIONB3yeTcs J1Ba (DPM3MUECKH pa3ZeibHBIX KaHaja MOXXHO HC-
II0JIb30BAaTh AYIUIEKCHBIN PEKUM.

B nmonyaymiekcHOM pexxuMme paboThl MOPT KOMMYTATOpa MO-TPEXHEMY pac-
MO3HAET KOJIM3UH. JJOMEHOM KOJIM3UH B 3TOM Ciydae SIBISIETCS y4acTOK CETH,
BKJIIOYAIOIIMH NepeaTuiK U MPUEMHUK KOMMYTaTopa, NepeJjaTiuK 1 IPUEMHUK
CEeTEeBOro aJlanTepa KOMIBIOTEPa, a TaKkoKe JBE BUTHIC Iaphl, COSANHSIOIIHIE Mepe-
JaTYUKH C NpuUeMHUKaMu. Kommmsus BO3HMKAeT, KOTAa MepefaTiYuKH IopTa
KOMMYTaTOpa U CETEBOro ajantepa OAHOBPEMEHHO WM IOYTH OXHOBPEMEHHO
HAYMHAIOT Nepeaady CBOMX KaapoB.

B nymiexcHOM pexuMe OJHOBPEMEHHas Mepefada NaHHBIX IepelaTduKoM
[OpTa KOMMYTaTOpa W CETEeBOro ajganTepa KoIM3ued He cumtaercs. [lpu mym-
nekcHoM cBsi3u mopThl Ethernet cranmapra 10 MOut/c Moryr nepenaBarthb JaHHbBIE
co ckopocthio 20 Mout/c — o 10 M6ut/c B KaXkJJOM HalpaBJICHHUH.

Ipu paspaborke texuonoruit Fast Ethernet u Gigabit Ethernet nymiekcHbrit
PEeXHM CTall OJHUM M3 JBYX ITOJHONPABHBIX CTAaHAAPTHBIX PEXKHUMOB PabOTHI y3-
noB cetd. OJHAKO NpaKTUKa NMPUMEHEHHs INEePBBIX KOMMYTATOPOB C IIOPTaMH
Gigabit Ethernet moka3ana, 9T0 OHH TPAKTHYECKH BCETIa MPUMEHSIOTCS B OYII-
JIEKCHOM PEXHMeE I B3aUMOJCHCTBUA C JAPYTHMH KOMMYTaTOpPaMH HJIA BBICO-
KOCKOPOCTHBIMH CETEBBIMH ajanrtepaMu. [loaTtomMy mpum pa3paboTke Bepcuii
crargaptoB 10G u 100G Ethernet ero pazpaboT4nky He CTadH CO3/IaBATh BEPCHIO
IU1st paboTHl B MOMYAYIUIEKCHOM PEXUME, OKOHYATEIBHO 3aKPENUB YXOA pasfe-
nseMoit cpensl u3 TexHoioruu Ethernet.

KomMyTaTop Ha3bIBalOT HeOJIOKHPYIOIMM, €CIIH OH MOXET IepeaBaTh Kal-
PBI U€pe3 CBOM MOPTHI C TOH e CKOPOCTHIO, C KOTOPOI OHM Ha HUX IOCTYTAIOT.

ITox KoMMyTaTOpOM, CITIOCOOHBIM MOAJEP)KUBATh YCTOHUMBBIN HEOIOKHPYIO-
IUH peXUM PabOTHI, MOAPA3yMEBAETCsI KOMMYTATOp, NMEPENAIOINi Kaapbl co
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CKOPOCTBIO HX TIOCTYIUIEHHS B T€UEHHE NMPOM3BOJIBHOIO MPOMEXKYTKA BPEMEHH.
Jist nonepskaHust HOJ0OHOTO peXkrMa HYKHO PaclpeienTh IOTOKH KaJIpoB IO
BBIXOJHBIM TIOPTaM TaKUM 00pa3oM, YTOOBI, BO-TIEPBBIX, MOPTHI CIPABJISIIUCH C
Harpy3Kkoi M, BO-BTOPBIX, KOMMYTaTOp MOTI BCET/Ia B CpeJHEM IepelaTh Ha BbI-
XOJIbI CTOJIBKO KaJpOB, CKOJBKO MX MOCTYIMIO Ha BXoAbl. Ecny e BXoAHOM 1o-
TOK KaZpoB (IPOCYMMHPOBAHHBIM MO BCEM MOpPTaMm) B CpeaHeM OyIeT MpeBbI-
LIATH BBIXOJIHOM MOTOK KaJpOB (TaKXkKe MPOCYMMHUPOBAHHBIN I10 BCEM MOPTaM), TO
KaJIpbl OyIyT HaKaIUIMBaThCS B OydepHOH maMsTH KOMMYTaTopa U pH IIepernod-
HEHUHU — MPOCTO oTOpackiBaThes. st TOro, 4To0bl KOMMYTATOp OBUT HEOIOKH-
PYIOLIMM HEOOXOJMMO, YTOOBI JOCTATOYHOH MPOM3BOIUTEIHLHOCTBIO 00JIaIan
BCE DJIEMEHTHI apXUTEKTYphl KOMMYTaTOpa, BKJIIOUYas IIEHTPAJIBLHBINA ITpoLeccop,
00IIy0 TTaMSTh, IIMHBI, COSIMHSIONINE OTJeNbHbIE MOAYJIN MEXy cOoOOH, camy
ApXHUTEKTYpPY KOMMYTaTOpA.

s yckopeHust onepaliuii KOMMYTallMi B HACTOSLIEE BPEMS BO BCEX KOMMY-
TaTopax HCmonb3yroTes crermanmsupopanasie BUC — ASIC  (Application-
Specific Integrated Circuit), KOTOpbIe ONTHMU3UPOBAHBI AJIS1 BHITIOITHEHUSI OCHOB-
HBIX ONepalyii KOMMYTaluy. BaxkHYIO POk B MIOCTPOCHHH KOMMYTATOPOB Hrpa-
10T U porpammupyembie mukpocxembl FPGA (Field-Programmable Gate Array).
OTH MHKPOCXEMBI MOTYT BBIIONHATH BCE (DYHKIIMH, KOTOPbIE BBIIOIHAIOT MHUK-
pocxembl ASIC, HO, B OTJIHYKE OT MOCIIEAHUX, MOT'YT IPOrPAMMHUPOBATHCA H Tie-
penporpaMmMHupoBaThes. B kKoMMyTaTopax Takxke HIPUMEHSIOTCS CETEBBIE MIPOLEC-
copsl (NPU, Network Processor Unit). DTOT THIT MPOLIECCOPOB UMEET HAOOP KO-
MaHJl, OpHEHTUPOBAHHBIX Ha 00pabOTKYy MaKeToB, obecrieunBasi eme OOJNbIIYI0
rHOKOCTh, 4eM MUKpocxeMbl FPGA.

[ToMuMO ITPOIIECCOPHBIX MUKPOCXEM JUIS YCHENIHOH HeOIoKupyroleil pado-
TBI KOMMYTATOpY HY)XHO UMETh OBICTPOJEHCTBYIOIUH y3e1 oOMeHa, peiHa3Ha-
YeHHBIN I Hepefadyn KaapoB MEXIy MPOLECCOPHBIMH MUKPOCXEMaMH IIOPTOB.
B Hacrosiee BpeMst B KOMMYTaTopax y3el oOMeHa CTPOHUTCS Ha OCHOBE OAHOM
U3 TPeX CXeM:

— KommyTanuonnasi MaTpuna. Takas MaTpuna COCTOUT M3 IBOMYHBIX I1epe-
KJIF0YaTeseil, KOTOpbIe BBIIOMHIIOT KOMMYTALMIO KaHajla MEXIY ITapoi MOPTOB
Ha BpeMs Iepeadn JaHHBIX MakeTa. JTO Haubolee mpocToe penieHne, Ho pabo-
TaeT OHO TOJIBKO B Ciydae (PUKCHPOBAHHOI'O KOJIMUYECTBA MOPTOB KOMMYTATOpA!
no0aBIeHHE IIOPTOB TPEOYET M3MEHEHHUS OPraHU3alUH MaTPHILIBL.

—Oo0was muHa. JT0 Hanboee TPAJAUIMOHHBIN U THOKUA MeTo]] 00BennHe-
HUSI MOAYJIEW BBIYUCIUTENBHOIO YCTPONCTBA, IIMPOKO MPUMEHSIEMbIHA B KOMIIbIO-
Tepax.

—PazaensieMmast MHOroBX0/10Basi NaMATh. B mamMsTH 1S Ka)JI0ro mopTa op-
TaHU3YeTCsl OTHENIbHAS ouepenb MakeToB. JI0OOH MOpPT MOXKET MOMECTHTh MpH-
LICAIINIA TTaKeT B 3Ty O4epesb, a MOPT, AT KOTOPOro Ovepeab NpeaHa3HayeHa,
BBIOMpAET U3 Hee MaKeThl U NepeaaeT B ceTh. i moanepKaHus Hy)KHOH CKOpo-
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cTi paboThl KOMMYTAaTopa pasjesseMasl MaMsTh JO0JDKHA 00JIaJaTh BBICOKHM
OBICTPOJICICTBUEM.

5.7 IlocTpoeHne 0TKA30yCTOMYHBBIX CETEM ¢ HCMOJB30BAHHEM MPOTOKO-
Jia MOKPBHIBAIOLIEro JepeBa

B HeOONMpIINX CETAX CPaBHHUTEIBHO JIETKO FAPaHTHPOBATh HAJIMYHE OTHOTO U
TOJBKO OJHOTO ITyTH MEXAy OBYMsS cerMeHTamu ceTH. Ho korja KoiamdecTBoO
COE/IMHEHUI BO3pAcTaeT, BEPOSITHOCTh HENpeTHAMEPEHHOTO0 00pa3oBaHus METIIN
OKa3bIBaeTCsi BEICOKOI. Kpome Toro, Juis MOBBIIEHUs] HAJAEKHOCTH KeIaTelIbHO
HUMETH MEX1y MOCTaAMU/KOMMYTAaTOPaMH1 PE3E€PBHBIE JINHHUU CBSI3H, KOTOPBIE TPH-
CYTCTBYIOT B TOIOJIOTUH CETH Ha (PM3MYECKOM YPOBHE, HO HE y4acCTBYIOT B pabo-
T€ CETH Ha JIOTMYECKOM ypoBHE. Takue N30bITOUHBIE JIMHUM CBSI3U HEOOXOIHMO
NEpeBOAUTE B HEAKTUBHOEC COCTOSAHHUE. ZIJ'ISI ABTOMAaTHYCCKOI'O HAaXOXJICHHUA H
KOH(UTypUPOBAHUSI aKTHBHOW APEBOBHIHON TOMOJIOTMH, MOHHUTOPHHIA COCTOSI-
HUSI ee CBsI3ell U mepexoja K HOBOW JIPEBOBUIHON TOIMOJIOTHUH TPH OOHAPYKEHUH
OTKa3a CBSI3U B KOMMYTHUPYEMBIX JIOKAIBHBIX CETSX HMCIOJIB3YIOTCS aJIrOPUTM
noxkpbiBawuiero aepesa (Spanning Tree Algorithm, STA) u peanusyrormuii
ero MpoTOoK0.J MOKPLIBaKIIEro AepeBa (Spanning Tree Protocol, STP).

[porokon STP dopmanusyer ceth B Buae rpada, BepiuiMHAMU KOTOPOT'O SIB-
JISIFOTCSI KOMMYTAaTOpBl U CerMEHThI ceTH. CerMeHT — 3TO CBsI3HAs 4acTb CETH, HE
cojiepkaiasi KoMMyTatopoB. CerMeHT MOXeT ObITh pasleisieMoil cpenod u
BKJIIOYATh YCTPOWCTBA (DPU3MYECKOTO YPOBHS — IIOBTOPUTEIH/KOHLEHTPATOPHI
WM TPEeNCTaBIATh COOOM JBYXTOYEUHBIH KaHAJ, YTO XapaKTepPHO VIS COBpe-
MEHHBIX KOMMYTHPYEMBIX JJOKaJIbHBIX CETEH.

[TpoToKON MOKPHIBAIOMIETO JIepeBa 00ECIIeUNBAET MOCTPOSHUE APEBOBUIHOM
TOIOJIOTUH CBsI3€H C €MHCTBEHHBIM IIyTEM MMHHMAJIbHON IUIMHBI OT Ka)JIOro
KOMMYTaTopa M OT Ka)KIOro CerMeHTa /10 HEKOTOPOro BBIJEICHHOTO KOPHEBOI'O
KOMMYyTaTopa — KOpHS JiepeBa.

B xauectBe «paccrosHua» B STA HCHONB3YyeTCsl METPHUKA, YYUTHIBAIOLIAS
HPOITYCKHYIO CIIOCOOHOCTh CerMeHTa (BeNM4YMHA, OOPAaTHO MPOMOPLHOHATIbHAS
MPOITYCKHON CITOCOOHOCTH cerMeHTa). B Tekyimed Bepcun cranmapra 802.1D-
2004 ucronp3yroTCs 3HAYCHUS METPHK, IIPECTABICHHBIC B Ta0mmre 12.

IMporokonsHBIME eqHHAIAME JaHHBLIX MocTa (Bridge Protocol Data Unit,
BPDU) Ha3bIBarOTCS CHENHANBHBIEC MTAKETHl, KOTOPHIMH TIEPHOINICCKA OOMEHH-
BAIOTCS KOMMYTaTOPHI IJIs1 aBTOMAaTHYECKOTO ONPEAETICHUs] KOHPHUTYpaIH Jepe-
Ba. [lakerst BPDU mepenocsaT maHeble 00 mueHTH(HUKAaTOpaX KOMMYTATOPOB H
TIOPTOB, @ TaKK€ O PACCTOSHUM O KOPHEBOro KoMMmyraropa. CymecTBYyIOT /aBa
THUIIa COOOLIEHUH, KOTOpbIe NepeHocsAT nakersl BPDU:

— KOH(HUTypallMOHHBIE COOOIIEHNs, Ha3pIBaeMble Take coobmenmsimu hello
(c uaTepBamom 2 c);
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— COOOIIEHNUS C yBEIOMJICHUSIMU 00 N3MEHEHNH KOH(PUTYpaIIHH.

Tabruya 12 — 3nauenus mempux 6 coomgemcmeuu ¢ 802.D-2004

IIponyckHasi CriocOOGHOCTh CErMEHTa 3HaueHHEe METPUKU
10 Tour/c 2
1 Tour/c 20
100 I'but/c 200
10 I'dur/c 2000
1 I'bur/c 20000
100 M6ur/c 200000
10 M6ur/c 2000000

Hmst noctasku BPDU wucnonb3yercs rpymmoBoit aapec 01:80:C2:00:00:00,
TIO3BOJISIOIIUI OpraHn3oBaTh 3O (HEKTUBHBIN 0OMEH JaHHBIMH.

Padora STA NpouCXOIUT B TPU dTara:

1) OnpenesieHne KOPHEBOr0 KOMMYTATOPa, OT KOTOPOTO CTPOUTCS IEPEBO.
B kadyecTBe KOPHEBOTO KOMMYTATOpa BBIOHPAETCS KOMMYTATOpP C HAMMEHBIITHM
3Ha4YeHHeM HJeHTH(UKaTopa. B HMCXOJHOM COCTOSHHMM KaXKIblii KOMMYTaTOp,
cumurtasi cebsi KOPHEBBIM, T'CHEPUPYET WM IepelaeT CBOMM COCEISM COODIICHHSI
hello, B KOTOPBIX TIOMEIAECT CBOH HACHTH(GHUKATOP B KaueCTBE HACHTH(UKATOPA
KOpHEBOro kKommyraropa. Kommyratop, monmyuus ot cocena coobienue hello,
cozepkalee HMICHTHU(HUKATOD KOPHEBOrO KOMMYTAaTOpa, MEHBIIMH ero coo-
CTBEHHOT'0, IIEPECTaeT CUUTATh ce0sl KOPHEBBIM KOMMYTaTOPOM M T€HEPHPOBATH
cBou coobmienus hello, HaunHas perpanciaupoBaTh coobuienus hello, momydae-
MBIE OT coceqa.

2) BbIGop KOpHEBOIro MOPTA 151 Ka:KI0ro KoMmyTaTopa. KopHeBbiM 1op-
TOM KOMMYTaTopa SBISIeTCS TOT IOPT, PACCTOSIHUE OT KOTOPOTO 0 KOPHEBOTO
KOMMYyTaTopa SIBIsIeTC MUHHUMAaJIBHBIM. CaM KOPHEBOH KOMMYTAaTOp KOPHEBBIX
NOpTOB He mMeer. [l ompemeneHHs KOPHEBOTO MOpTa KaKABIH KOMMYTAaTOp
ucnonb3yet naketsl hello, perpancinupyemsie eMy Ipyrumu Kommyratopamu. Ha
OCHOBAaHHH JTHX ITAKETOB KaXBIii KOMMYTATOp ONpEIeNsieT MHHIMAJIbHBIE pac-
CTOSIHHS OT BCEX CBOMX IIOPTOB JI0 KOPHEBOI'O KOMMYTATOpAa U BHIOMpAET TOPT C
HavMEHBIIMM 3HAa4eHHEeM B KadecTBe KopHeBoro. IIpm paBeHCTBe paccTOSHUI
BBIOMpAETCs IOPT ¢ HAUMEHBIINM 3HaueHHEM HACHTU(HUKATOpa mopTa (3TO Io-
PSIKOBBIA HOMEp HOpTa B KOMMYTATOpE).

3) Bb16op Ha3HAYEHHBIX KOMMYTATOPOB U MOPTOB /151 KAXKIOr0 CerMeH-
Ta ceT. HazHaueHHBIM JUIs CerMeHTa SIBISIETCS KOMMYTaTop, Y KOTOPOro pac-
CTOSIHHE OT €ro KOPHEBOro MOpTa 10 KOPHEBOr0 KOMMYTaTopa MHHHMAJIBHO.
Kaxaplii KOMMYTAaTOp CErMeHTa NPEXIEC BCEro MCKIYaeT U3 PAacCMOTPEHHUS
CBOI KOpHEBOH mOpT. /Il KaXKAOro W3 OCTABIIMXCS MOPTOB BBHITIONHIETCS CPaB-
HEHHE TPUHATHIX M0 HUM MHHHMAaJbHBIX PACCTOSHHUN JO KOPHS C PacCTOSHHEM
JI0 KOpHS KOPHEBOT'O ITOPTa IAHHOTO KOMMYTaTopa. Eciii Bce MPUHATHIE Ha 9TOM
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MOPTY PACCTOSHHS OKa3bIBAIOTCS OOJNBILE, YeM PACCTOSHHE OT COOCTBEHHOTO
KOPHEBOT'O IOPTa, TO 3TO 3HAYMT, YTO JJIs CETMEHTa, K KOTOPOMY MOAKIIOUYCH
MOPT, KPAaTYaHIINGA MyTh K KOPHEBOMY KOMMYTATOPY MPOXOJUT Yepe3 HEero, U OH
CTaHOBHTCS Ha3HaueHHbIM. KoMMyTaTOp Jenaer Bce CBOM MOPTHI, ISl KOTOPBIX
TaKOe yCIIOBUE BBITIOMHSACTCS, Ha3HAUCHHBIMU. Koria nMeeTcst HECKONBbKO MOPTOB
C OMIMHAKOBBIM KpaT4ailllinM paccTOSHUEM JI0 KOPHEBOIO KOMMYTATOpA, BHIOUpa-
eTcs MOPT ¢ HAMMEHBIIMM HICHTH(HUKATOpOM. Bce ocranmbHbIE TOPTHI, KpoMe
KOPHEBBIX W HA3HAUYCHHBIX, KaXIbIM KOMMYTATOPOM OJIOKHUPYIOTCS M HE MOTYT
nepenaBaTh MOJIL30BATENBCKUE KaPHIL.

Ha BbImoNHEHHE BCEX TPEX ITAOB KOMMYTATOPAM CETH OTBOAUTCS IO yMOJ-
yauuto 15 cekyHa. Dta cramus pabOThl MOPTOB HA3BIBACTCS CTAAUCH MPOCTYIIIH-
Banus (Listening) — mopteI cinymmaroT Tonbko coobiennss BPDU u He mepenarot
MOJTL30BATENILCKUX KaapoB. CUHTaeTcs, YTO MOPTHI HAXOISTCS B 3a0JOKHPOBAH-
HOM COCTOSIHHH, KOTOPOE OTHOCHTCS TOJBKO K MOJIb30BATENLCKUM Kajapam, B TO
BpeMs Kak kajpsl BPDU obGpabarsiBatoTes.

[Tociie MOCTPOEHHMS MOKPBIBAIOIIETO epeBa KOMMYTATOP HAYMHAET MPHHH-
MaThb IMAaKEThl JAHHBIX WU Ha OCHOBE HX aJIp€COB HMCTOYHHUKA CTPOUTH Taﬁnnuy
MPOABUKCHUS.

B nporuiecce HOpMallbHOM PabOThl KOPHEBOM KOMMYTATOpP MPOOJKAET TeHe-
pupoBats makersl hello, a octajgbHbIe KOMMYTATOPHI IOIYYaOT HX 4Yepe3 CBOU
KOpHEBBIE IIOPTHI U PETPAHCIUPYIOT Yepe3 HazHadeHHbIe MopThl. Eciam 1o ucre-
YEHHUH MaKCHUMaJbHOIO BPEMEHH KU3HHM cooOrieHus (mo ymonmdanuto — 10 uH-
tepBaiioB hello — 20 cexyHm) KOpHEBO# MOPT JFOOOr0 KOMMYTAaTOpa CETH HE TI0-
nmydaet ciyxeOusIit maket hello, oH HHHITHATH3UPYET HOBYIO MPOIIEAYPY MOCTPO-
€HHUs MOKPBIBAIOIIETO JepeBa — Tak o0ecrevnBaeTcss OTKa30yCTOWYMBOCTH JIO-
KaJIbHOW ceTH Ha KOMMyTaTopax. IIpu 3ToM Ha Bce OPTHI TeHEPHPYETCST U Iepe-
naercst makeT hello, B KOTOPOM KOMMYTaTOp YKa3bIBacT ceOsi B KauecTBE KOpHE-
BOro. AHaJIOTMYHO BEAYT ce0s M Ipyrue KOMMYTAaTOPHI CETH, Y KOTOPBIX cpado-
TaJl TaiiMep MCTEYSHUS] MAaKCUMAJIBHOTO BPEMEHHU JKH3HH COOOIICHUS, B PE3yIib-
TaTe Yero BEIOMPAeTCS HOBasl aKTUBHAS KOH(PHTYPALHSL.

5.8 BuptyanbHble J0KAJTbHbIE CeTH U MX KOH(PUTypUpPOBaHUe

Buprtyanshoii Jdokanabnoii cernio (Virtual Local Area Network, VLAN)
HA3bIBACTCSI TPYIINA CETEBBIX YCTPOUCTB CeTH, TpahUK MEXKIY KOTOPHIMU Ha Ka-
HAJILHOM YPOBHE ITOJHOCTHIO U3OJIMPOBAH OT TpaduKa JPYTrHX YCTPOUCTB 3TOU
cerd. ba3oBbie mpaBMiia MOCTPOCHUSI BUPTYAJIbHBIX JIOKATbHBIX CETEH, HE 3aBU-
CAIME OT MPOTOKOJIA KAHAIBHOTO YPOBHS, MOAEPKHBAEMOr0 KOMMYTATOPOM
ompenenensl ctangaproM |[EEE 802.1Q.

INepenaua KaJpoB MEXAy pa3HbIMH BHPTYaIbHBIMU CETSIMU HA OCHOBAHUH
azpeca KaHaJbHOTO YpOBHsS HEBO3MOXHA. Kaxknmast BupTyanbHas ceTb oOpasyer
CBOI JIOMEH HIMPOKOBEMIATENHHOro Tpaduka. JJOCTOMHCTBOM TEXHOJOTHH BUP-
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TyaJIbHBIX CETEH SBIISAETCA TO, YTO OHA MO3BOJISAET CO3/1aBATh NMOJHOCTHIO M30JIH-
POBaHHBIE CETMEHTHI CETU ITYTEM JIOTHYECKOT0 KOH(UTYPHUPOBaHHUSI KOMMYTATO-
POB, He Tpuderast K U3MEHEHUIO (PU3NIECKON CTPYKTYPHI CETH.

BupryanbHble JIOKaJbHBIE CETH MOT'YT IIEPEKPBIBATHCS, €CITH OTHO HJIM Oojee
CETEBBIX YCTPOWCTB BXOMSAT B COCTaB Ooliee 4eM ONHOM BUPTYyanbHOU ceTh. J{is
CBSI3BIBAHUS BUPTYaJIBHBIX CeTe B OOIIyI0 ceTh TpeOyeTcsi NpHBIeYEHUE
CpPENCTB CETEBOr0 YPOBHS (MapIIpyTH3aTOpa WK KOMMYTaTOpa 3-ro ypOBH).

[Ipu coznaHuy BUPTYaJIbHBIX CETEH HA OCHOBE OJJHOTO KOMMYTaTopa OOBIYHO
HCTONb3yeTCd MEXaHW3M T'PYINHUPOBAaHUS MOPTOB KOMMYTAaTopa, MpH KOTOPOM
Ka)K/IbIii TIOPT MPUIHUCHIBACTCS KOHKPETHOW BUPTYalbHOU ceTr (pucyHok 31).

& Q o @

VLAN 11
5 6

Pucynok 31 — VLAN Ha ocHOBE OZJHOTO KOMMYTaTOpa

Coznanue BUPTYAIBHBIX CETeH MyTeM IPYINIHPOBaHHs IOPTOB He TpedyeT oT
aIMUHUCTpaTOpa OOIBIIOro 00beMa pyIHOI paboThl — JOCTATOYHO KA TTOPT
NPUITICATh K OJHOH M3 HECKOJBKUX 3apaHee IOMMEHOBAaHHBIX BUPTYaJbHBIX Ce-
Teil. OOBIYHO Takas OIlepauys BBIIOIHACTCSA C IOMOIIBIO CIELHAIBHONW Mpo-
rpaMMBbl, IpHIaraeMoll K KOMMYTaTopy.

[1pu co3naHuM BUPTYANBHBIX CeTel NPH UCIIOIb30BAHMN HECKOIBKUX KOMMY-
TATOPOB UCIIONB3YETCS METOJI, IPH KOTOPOM B KaJip BBOJHTCS JIOMOTHUTEIBHOE
Tosie, KOTOPOe XPaHUT MH(POPMAIMIO O TMPUHAJISKHOCTH Kajpa TOW WIM WHOH
BHPTYaJIbHOH JIOKaJbHOW ceTh. Takoe Mmoie MCIOoNb3yeTcs TOIBKO TOr/a, KOraa
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KaJp Iepefaercsa oT KOMMYTaTopa K KOMMYTAaTopy, a IIpU Iepejade Kajapa cere-
BOMY YCTPOHUCTBY OHO YAQJIAETCA.

Crannapt IEEE 802.1Q BBoauT B Kanpe Ethernet momonHuTeNbHBIN 3arono-
BOK — TET BUPTYaJbHOMN JIOKAIBHOU ceTH, KOTophlit coctout u3 mons TCl (Tag
Control Information — ynpasstorast nadopManus tera) paamepom B 2 6aiita u
npeamectytomero emy nonst EtherType, kotopoe siBisieTcss CTaHIApTHBIM JUTS
kazapoB Ethernet u tarxoke coctout u3 2 6aiiToB (pucyHok 32).

HasBanue noJist DA SA T [TCI| T Data FCS
Pa3mep, 6aiiT 6 6 2 2 2 42 - 1496 4
Haspauue noss| PCP E VID
Pa3mep, out 3 1 12

Pucynok 32 — ®opmar kazpa texHonorun Ethernet ¢ momerkoii VLAN

Kanp, y xoroporo B 3aronoske umeercsi Ter VLAN, Ha3bIBalOT IOMEYCHHBIM.
KoMMmyTaTopsl MOTYyT OJHOBPEMEHHO paboTaTh Kak ¢ MOMEYEHHBIMH, TaK U C
HETMOMeUeHHBIMH Kaapamu. M3-3a nobasnenus tera VLAN MakcumalibHast JUTHHA
IIOJIs1 TAaHHBIX YMEHBIIMIACH Ha 4 OaiiTa.

YroOsl 000pyI0BaHUE JIOKAJIBHBIX CETEil MOIJIO OTJINYaTh U OHUMATh ITOMe-
YeHHBIE KaJpbl, JUIi HUX BBEICHO CIELHAIbHOEe 3HAa4YeHHWe IO [, paBHOE
0x8100. DT0 3HaUEHME TOBOPHUT O TOM, UTO 3a HUM cieayet noje TCI, a He cTan-
JapTHOe ToJe JaHHBIX. B momeueHHOM Kaape 3a momsiMmu Tera VLAN cremyet
Ipyroe moje T, yKasbpIBalollee THI MPOTOKOJA, JaHHBIE KOTOPOTO MEPEHOCTCS
TIOJIEM JAAHHBIX KaJpa.

[Tone TCI cocTouT U3 CIEAYIOMMNX TOJIEH:

—PCP (Priority Code Point) — moste mpropuTeTa Kaapa;

—DEI (Drop Eligible Indicator) — naaukarop 10NyCTUMOCTH yAaldeHHs, KO-
TOPBIA UCIIONB3YETCS I YKa3aHUS KaApoB, KOTOPbIE MOTYT OBITH OTOPOIIEHBI
TpH Hanawu reperpysku (panee BMecto DEI ucnonszosancst 6ut CFI (Canoni-
cal Format Indicator), koTopsIii HCTIONB30BAIICS IS TTO/ICPIKAHUS CTICI[HAIb-
Horo ¢opmara kxaapa Token Ring, a mms Ethernet o momkeH OpuT comepikaTh
3Hauenue 0);

—VID (VLAN Identifier) — 12-6utHoe moie HOMepa (MIEHTH(pHUKATOPA)
VLAN, pa3psmHoCTh KOTOPOTO TO3BOJIIET KOMMYTaTtopaMm co3fmaBaTh a0 4096
BHPTYaJIbHBIX CETEH.

Hawnbonee pacnpocTpaHeHHBIM MOIXO0M K KOH(UT'YPHUPOBAHHIO BHPTYaIIhb-
HBIX JIOKQIBHBIX CETEeH, MOCTPOEHHBIX Ha HECKONBKNX KOMMYTATOpaX, SIBIISIETCS
TIOAX O/, OCHOBAHHBIN HA MOHATHAX JIMHUH JOCTYTIA U TPAaHKa.
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JIuHuA JocTyna CBSA3BIBAET IMOPT KOMMYTATOpa (Ha3bIBAEMBIH B 3TOM Ciydae
IIOPTOM JOCTYIIa) C CETEBBIM YCTPOMCTBOM, HMPHHAIISKAIMM KOHKPETHON BHp-
TyaJbHOH JIOKaJbHOH ceTu. TpaHk — 3TO JIMHUS CBS3H, KOTOPasi COSANHSIET MEX-
Iy co0Ol MOPTHI IByX KOMMYTaTOPOB M MOXKET IepeaaBarh TpaduK HECKOIBKUX
BUPTYAJIBHBIX CETEH.

UroObl 00pa3oBaTh B HCXOMHOH CETH BUPTYAIBHYIO JOKAIBHYIO CETh, HY)KHO
B IIEPBYIO OYepenab BHIOpaTh Uil Hee 3HaYeHue uaeHtudukatopa VID, oTimaHoe
or 1, a 3aTeM, MCHONB3Yysd KOMaH/bl KOHPUI'YPUPOBAHUS KOMMYTAaTOpa, IPHITU-
caTh K 9TOH CETH T€ MOPTHI, K KOTOPHIM NPUCOEAMHEHBI BKIIIOYaeMbIe B HEe CeTe-
Bble ycTpoiicTBa. [IopThl JOCTyIa MOMY4aloT OT CETEBBIX YCTPOMCTB CETH HEIOo-
MEUYEeHHbIE KaJpbl, Mapkupys ux terom VLAN, comepxkamuMm To 3HaueHue VID,
KOTOpOe Ha3zHa4yeHO 3ToMy mopTy. [Ipu oOpatHO# nepeade (OT mopra JocTymna K
CETEBOMY YCTPOWCTBY) MOPT JOCTYIA YaJsieT Ter BUPTYaIbHOM JIOKAIbHON CETH.

KommyraTtopsl, nogaepkuBatomie TexHonoruto VLAN, ocyliecTBiIsiOT 10-
HOJIHUTENIbHYIO (QuibTpanuio Tpaduka. KommyraTop npoBepsieT, COOTBETCTBYET
nu 3Hadenue VID B tere VLAN kazpa Toi BUPTYyanbHOM JTOKaJIBHON CETH, KOTO-
pasi mpunucaHa K nopTy, B KOTOpOil ero HeoOXomuMo nepenaTh. B ciydae coort-
BETCTBHSI KaJIp Iiepe/iaeTcsi, HECOOTBETCTBUS — oTOpackiBaercs. M3yuenne MAC-
a/IpecoB KOMMYTAaTOPaMHU CETH NPOM3BOAUTCSA OTAENBHO MO Ka)JIO0H BUPTyallb-
HOU JIOKAJIBHOM CETH.

CymiecTByer cxemMa ¢ THOKMM KOH(UTypHpOBaHHEM MOPTOB, B KOTOPOii TOp-
ThI HE JIENIATCS Ha TPAHKU M MOPTHI goctyna. Kaxapli mopT Moxker ObITh THOKO
CKOH(UTYpHUpOBaH Juts criennpryeckoi momuaep:kku kaapos VLAN B 3aBucuMo-
cTH OT oTpebHocTei cetu. [TopT MOXkeT paboTaTh B CIEAYIONMX PEKUMAX:

—IIpuHuMaTh TOMBKO HETIOMEUEHHbIE KaJphl. B 3TOM cityuae peskuM COOTBET-
CTBYET PEXUMY TOpPTa AOCTYIIA.

—IIpuHMMAaTE TONBKO MOMEYEHHBIe Kaipbl. Ilpu 3TOM HOPTY MOryT OBITH
MIPUITUCAHBI OJIWH WM HECKOIBKO HOMEpOoB VLAN. DTOT peXUM COOTBETCTBYET
M30UpaTeNFHOMY PEXUMY paOoTHl TpaHKa. IloMeueHHbIe Kaaphl epenatoTcs: 6e3
orOpackiBanus/nodasnenus tera VLAN.

—IlpuHnMaTh Kak NOMEYEHHBIE, TAK W HEMOMEYEHHbIe Kaapbl. Hemomeuen-
HBIE KaJpbl BCETJa MPUHAIJICKAT BUPTYATIbHOH JIOKAJIBHOM CETH 10 YMOTYAHHIO
(VLANL wnm apyro#l, Ha3HaYeHHOW aJMHHHMCTpaTopoM). ITopTy MoOXeT OBITh
TIPUITUCAH OJIUH WM HECKOIHKO HOMepoB VLAN.

B cxeme ¢ rubknM KOH(GUTypHpPOBaHHEM IOPTOB AJAMUHHCTPATOPY MPOIIE
TIPON3BOINTH M3MEHEHNS B KOHQHUTYpallMi BUPTYabHBIX JIOKAIBHBIX CETEH, Tak
KakK eMy He TpeOyeTcs N3MEeHATh POJIH MOPTOB B CETH (HApUMeEp, U3MEHSATH POJIb
TopTa JOCTyNa Ha POjb TPaHKa), HO TMPH 3TOM YBEIHIHBAETCS 00BbeM KOHQHTY-
PalMOHHBIX OTEPALINH.
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5.9 MeToas! 3amuThH HHYOPMAIMH HA KAHAJHHOM yYPOBHE

[Iporokoiel U cTaHIApTHl KaHAJIBHOTO YPOBHS ONHKCHIBAIOT MPOLEAYPHI MPO-
BEPKHU JOCTYITHOCTH CPEbI IIepeaadyr, KOTOpbIE MPEAIOoNaraloT MOCTOSIHHOE MPo-
CIYLIIMBaHHUE CPEe/bl ITepeiaul BCEMHU TOAKIIOUEHHBIMU K HEll CETEBBIMHU YCTPOM-
CTBaMH, YTO MOXKET HCIIOJb30BaThCS 3JIOYMBINUICHHUKAMH JUIsl OpraHW3alin
pa3nUYHBIX BUJIOB arak. [IoTeHIMaNbHO 3JI0YMBIIUIEHHUK MOXKET OCYIECTBUTH
MPOCITYIINBaHUE TpaduKa MEXIy INPOM3BOIBHO BHIOpAaHHOW Iapoil CeTeBBIX
YCTPOUCTB B CETH.

[pouecc nepenaun HGOPMALIUK OT OHOT'O CETEBOI'0 YCTPOHCTBA K JPYroMy
4yepe3 MPOCTOH KOMMYTaTOp NPOUCXOIMT MO3TAIHO U JaHHBIE MepelatoTcs Kaj-
pamu, pa3Mep KOTOPBIX OMpe/eNieH CTaHIapTOM KaHaJIbHOro YpoBHs. B mporecce
paboTHI JIOKATBHON CETH CETEBOE YCTPOWCTBO 3JI0YMBIIUICHHUKA IMOCTOSIHHO 0Y-
JCT NOJIy4aThb KaJphbl IHHpOKOBeU.[aTCJ'IBHOﬁ PpacCChblIKH. HaxannuBas CBCACHUSA U3
HIMPOKOBEIIATEIbHBIX 3alIPOCOB, 3JIOYMBINUICHHUK 6yjleT HUMETH NPECACTABIICHHUEC
0 CeTeBOW aKTHMBHOCTH BCEX Y3JIOB: KTO, B KaKOE€ BPEMs U C K€M OCYIIECTBISET
uHpopManmoHHbI 00MeH. TakuM 00pa3oM, He MPOSIBISSL CETEBOM aKTHBHOCTH,
3JIOYMBIIIIJICHHUK MOXET OIPEACTIUTL allfiapaTHbIC U CETEBBLIC aJpeca Y3JIOB SB-
JISFOLIMXCS CePBEPaMHU HJIM MapLIPYTH3aTOPaMH.

Kpome Toro 3m0yMbIIICHHHK MOXET IIepeXBaThlBaTh HH(POPMALHIO, Hepeaa-
BaeMyIO MEXAY ABYMS CETEBBIMH YCTPOMCTBaMH B ceTH. Takas aTaka Ha3bIBACTCS
ARP-spoofing (pucynox 33). Jlist atoro B mpouecce pabotsl mporokona ARP
(monpobHee OymeT pacCMOTPEH B CIIEAYIOLIEM pa3/eie) 3J0YMBILUICHHUK MOXET
nepeaaTb OTBETHBIM KaApbl TOrO MPOTOKOJA OJHOMY U3 aTaKyeMBIX CETEBBIX
YCTPOMCTB, IOJCTABIIASL B 3ar0J0BOK B KadecTBe McTouHHKa cBoil MAC-anpec n
IP-ampec BTOporo arakyemoro cereBoro ycrpoiicrsa IIpobnema 3axmrouaercs B
TOM, YTO CETEBOE YCTPOWCTBO JOBEPSAET COAEPKMMOMY Kaapa C OTBETOM IPOTO-
kxona ARP. IlonyunB Takoil JOXXHBIM OTBET IEPBOE CETEBOE YCTPOMCTBO Iiepe-
CTpauBaeT CBOIO TAaOJIHIy NMPOIBIDKEHHS KAaJpOB M C TOr0 MOMEHTa BCe KaJphl,
OTIPaBJIAEMbIe UM B aJpec BTOPOTO CETEBOTO yCTPOHCTBAa OYOYyT UMETh B 3aro-
noBke MAC-azapec ceTeBOro yctpoicTBa 310yMbIlIIeHHHKA. OpraHu30BaB JOXK-
HYIO pacchUIKy oTBeTOB mporokoma ARP B aapec 000mMX aTaKyeMBIX CETEBBIX
YCTPOICTB, 37IOYMBILIIEHHUK MOKET IPOCIYIINBATh BECh TPa(QUK MEKIY STHMH
YCTpOMCTBaMu B JIOKQJIbHOM CETH.

Texunka ataku ARP-spoofing peanmsoBana B Buie mporpaMMHOro obecrie-
YeHHs W JOCTYIIHA MoNb30BaTeNsiM cetd MHTepHer. KoMubloTepHBIE ceTH, OcHa-
LICHHBIE MHOT'O(QYHKIMOHAIBEHBIMU YIPaBISEMBIMH KOMMYTaTOpaMH, 3a4acCTyIO
TaKOKe OCTAIOTCS YA3BHMBIMH K TOJOOHOTO pona arakam. Bo MHOrHMX ciydasx
(YHKIMU 3aIIUTHI ¥ pa3sTpaHUUueHNS I0CTYyTa K CPe/e Mepeiadn, pealn30BaHHbIe
B 3THX H3JEIUSIX, OCTAIOTCS HEBOCTPEOOBAHHBIMH B CBSI3M C HEOCTATKOM KBa-
TU(UKAIN WM HEOPEKHOCTHIO CHCTEMHBIX aJMHHUCTPATOPOB.
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Jis 3amuThl mHQOpPMAIK Ha KaHATBHOM YPOBHE HEOOXOIMMO BECTH MOHU-
TOPUHT COOTBETCTBHSI AIMMAPATHBIX U CETEBBIX aJPECOB BCEX Y3JI0B CETH, JOIKHBI
OBITH OIpEJIEIICHBI OMMYCTUMBIC MapIIPYTHI TIepeIadn KaapoB KaHAIFHOTO YPOB-
HA U pabodyme MecTa, C KOTOPBIX pa3peliecHo KOHPUTYPUPOBaHHE KOMMYTaTOPOB.
JlomkeH OBITh 00ECTIEYCH CTPOTHIA KOHTPOJIb TOCTYIIA B MMOMEIICHUS, B KOTOPBIX
PACIIONIOKEHBI KOMMYTATOPBI U MPOYUE CETEBBIC YCTPOMCTBA, C KOTOPBIX pa3pe-
IICHO YTpaBJICHHE KOMMYyTaTopamu. Kpome TOro KOMMyTaTOphl JOJDKHBI 0Oec-
MEYMBATh Pa3TpaHUUCHHUE JOCTYIAa MEKAY Y3JIaMHU CETH ¢ MPUMECHCHHEM TEXHO-
qoruu VLAN, orxmrouerrieM VLANI 1 HeHCIIoONb3yeMbIX MOPTOB KOMM yTaTopa.
HeobxomumMo MpOBOIUTh MOHHTOPHHT CETEBOM aKTHBHOCTU IIOJNB30BaTENCH C
LIEJTBIO BBISBJIICHUS HICTOYHUKOB aHOMAJILHO BBICOKOT'O KOJIMYECTBA IIIMPOKOBEIIA-
TEJBHBIX 3aMPOCOB.

Hcrounnk IMpuemunk
[MACAT IPA [MACAI] 1PB |

Pacceutka Bcem: Hysxen MAC-aznpec TepmunansHoro yerpoiicrsa ¢ IP-agpecom B

@ l MAC z | IPB | MAC A | IPA l 310YMBIIITCHHHK
Ortser: Y TKpMHHAJIBHOTO ycTpoiicTsa ¢ IP-anpecom B MAC-anpec Z

Tlepenaua nHMOPMAIMH 3T0YMBIIIICHHUKY ’
BMecTo boba .
MAC Z
(3)
O/ AHanornyHas
aTaka
Annca @ bo6
~
MAC A @ > MAC B
Kowsyatop PE

Pucynok 33 — ARP-spoofing

KOHTPO.]'I])HLIB BOIIPOCHI

1 Yo takoe TexHomorus Ethernet?

2 Kakue mosst BXOZAT B cocTaB kaapa Ethernet?

3 Kakosa crpykrypa MAC-aapeca?

4 Yro Takoe pazzaernsieMas cpeaa nepenadn’?

5 Onuumre anroput™ mporecca mepeaadn JaHHBIX CETEBBIM YCTPOUCTBOM IO MPOTO-
kory CSMA/CD.

6 HasoBute OCHOBHBIE POOIEMBI GECIPOBOIHBIX JTOKAIBHBIX CETEH.

7 OnuimmTe anropuT™ mporecca nepeiadn JaHHBIX CETEBBIM YCTPOHCTBOM IO HPOTO-
kory CSMAJ/CA.

8 Uto Takoe mepcoHa bHast CETh?

9 Yto0 Takoe koMMyTaTop?
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10 Kakue KOMMyTaTOpbI Ha3bIBAIOTCS HEOIOKUPYIOIINMH ?

11 INepeuncaure pa3HOBUIHOCTH aPXUTEKTYPhl KOMMYTaTOPOB.

12 Omumure paboTy IPOTOKOIIA TTOKPHIBAIOLIETO JEPEBa.

13 Yto Takoe BUpTYyanbHas JIOKalbHask CeTh?

14 Kakue noOmoiHHUTEbHBIC MOJNS BXOIIAT B cocraB kaiapa Ethernet ¢ momerkoit
VLAN?

15 Kakue MeTozp! 3auThl HHPOPMAUK IPHUMEHSIOTCS Ha KaHAIBHOM YpOBHE MOJie-
m OSI?

109



6 CTEK IPOTOKOJIOB TCP/IP

B nHacrosimee Bpems crek mporokosnioB TCP/IP mmpoko ucmonb3yercs Kak B
IJI00aJIbHBIX, TaK U B JIOKAIBHBIX CETSAX U UMEET HepapXHUYECKYIO, YETHIPEXypOB-
HEBYIO CTPYKTYPY, IIPEJCTaBICHHYIO Ha pUCyHKE 34.

HTTP, HTTPs, SMTP, POP3,

Hpuxaazmoii yposens, IMAP, FTP, Telnet, SSH

TpaHcnopTHBI ypoBeHb TCP, UDP

IP, RIP, OSPF, EIGRP, BGP,

CeteBoii ypoBeHb ICMP, IGMP

YpoBeHb ceTeBbIX

. He periaamenTupyercs
uHTepdeiicop P Py

Pucynok 34 — Crexk nporokosnos TCP/IP

[puknaguoii ypoBens creka npotrokonoB TCP/IP coorBercTByeT Tpem Bepx-
HuUM ypoBHAM Mmopaenu OSI: mpukiagHOMY, TpeAcTaBiIeHUs U ceancoBoMy. OH
o0beuHSIeT CepBHCHI, mpenocraBisgemble crekom TCP/IP moms3oBatenbckum
npunoxeHusiM. [TompoOHee MPOTOKOIBI 3TOr0 YPOBHS cTeka mpoTokonos TCP/IP
OyIyT pacCMOTPEHBI B CIIEAYIOLIEM pa3Jiele.

Hwxuue ypoau mozenu OS] (kaHambHBIA M (QU3NYECKHIA) pean3yloT pas-
HOOOpa3HbIi HAOOp (QYHKIMIA: MOCTYN K cpeie mepenayu, GpopMupoBaHUe Kaj-
POB, COTJIACOBAHUE BEJIMYMH UIEKTPHUECKUX CHTHAJIOB, KOAWPOBAHUE, CHHXPO-
Hu3anus, ycuieHne. KoHKpeTHble peann3anuy 3THX (YHKIHH COCTaBISAIOT CYTh
NPOTOKONOB (DM3MYECKOT0 M KAaHAJIBHOI'O YPOBHEH, TaKuX, Hampumep, Kak
Ethernet u 802.11. V umxuero ypoBus creka TCP/IP 3anaua cyiiecTBeHHO mpo-
II1€ — OH OTBEYAET TOJIBKO 334 OPraHU3alUI0 B3aUMOJEHCTBHS C IOACETAMH HIKe-
JISKAINX TEXHOIOTHH, BXOISIINMHU B COCTABHYIO CETh.

3amauy oprammzanuu wHTep(detica mexny texaomorueit TCP/IP u mroboit
JIPYrof TEXHOJIOTHEN MPOMEXYTOUHOM CETH YNPOUIEHHO MOXXHO CBECTH K JIBYM
3aJadaM:

— uHKancymsanus (yrnakoska) IP-mlaketa B eIMHHUIy TiepefaBaeMBIX IaHHBIX
JIOKAJIEHOH ceTu;

—npeobOpa3oBaHue ceTeBbIX [P-anpecoB B agpeca TEXHOIOTWHN JIOKAIBHON ce-
TH.
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TexHomornn JIOKaJbHBIX ceTell ObLIM MOAPOOHO PaccMOTPEHBI B IPEABITY-
mieM pasgene. [IpenMeToM JaHHOTO pasjiena SBISIOTCS nBa ypoBHs Moxenu OSI:
CETEBOM U TPAHCIIOPTHBIN.

6.1 MexceTeBOii MPOTOKOJI

CereBoli ypoBeHb, Ha3bIBaEMBIIl Takke ypoBHeM VIHTepHeTa, SIBISETCS KITIO-
4yeBbIM ypoBHeM Bceil apxurektypsl TCP/IP. IIporokonsl cereBoro ypoBHs MOA-
JIEP)KUBAIOT MHTEPQENC ¢ BBIIENSKAIIUM TPAHCIIOPTHBIM YPOBHEM, TIONTy4as OT
HETro 3ampochl Ha Iepeavy JaHHBIX M0 COCTABHOM CETH, a TaKKe C HIDKeJexa-
LM YPOBHEM CETEBBIX MHTEP(EIHCOB.

OCHOBHBIM NIPOTOKOJIOM CETEBOI'O YPOBHS SBJISIETCSI MEKCETEBOI NMPOTOKOJI
(Internet Protocol, IP). B ero 3amauy Bxomut npojsmwkenue nakera (PDU ce-
TEBOT'0 YPOBHS) MEXAY CETSIMH — OT OJJHOrO MapIIpyTH3aTopa K APYroMmy JIo TexX
TIOp, TTOKA MaKeT He MOMaJeT B CeTh Ha3HAYCHHsL. DTOT MPOTOKOJ Pa3BepPTHIBACTCS
HE TOJIBKO Ha XOCTaX, HO U Ha Bcex maplupyrusaropax. IIporokon IP — 3ro nei-
TarpaMMHBII IPOTOKOJI, pabOTalONIMi 0e3 YCTaHOBJIEHHsI COEMUHEHHH 110 MPUH-
[UITY IOCTaBKH C MaKCUMaJIbHBIMH YCUJIUSIMHU.

K cereBomy ypoBHio TCP/IP Takxe OTHOCSTCS TIPOTOKOIBI MapUIPYTHU3AIHN
(RIP, OSPF, EIGRP, BDP u T. 11.), mpeaHa3HauYeHHbBIC TSI H3yYICHUS TOIOIOTHH
CEeTH, ONpEHeNICHU MapLIPyTOB U COCTABIICHUS TaOIHIl MapIIpyTH3aIuy, Ha OC-
HOBAaHUHU KOTOPBIX MpoTokos [P mepemeriaer makeTsl B HY>KHOM HallpaBJICHHH.
Kpome Toro, k cereBoMy ypOBHIO MOTYT ObITh OTHECEHBI BCIIOMOraTesIbHbIC MPO-
TOKOJBI, HAmpuMep, MPOTOKOJ MeKCeTeBbIX YNPABJSIOIMMX COOOLIeHUI
(Internet Control Message Protocol, ICMP), npenHa3HaueHHbIH IS Iepenadn
MaplIpyTU3aTOPOM MCTOYHUKY CBEACHHUI 00 OIMIMOKax, BOSHUKIIUX TPH Hepe/a-
ye rakeTa, U Tp.

Baxnyto yactb Texnonoruud TCP/IP cocTaBisiior 3a1auu afpecanun, K YUCiIy
KOTOPBIX OTHOCSTCS:

— COTJIaCOBaHHOE HWCIIONB30BAHME aJIPECOB PA3IMYHOTO THMA — 3Ta 3a7ada
BKJIIOYAET OTOOpaKEHUE aIpecOB Pa3HBIX TUIIOB APYT HA APYTa;

— obecriedeHre YHUKAIBHOCTH aIpECOB — B 3aBUCHMOCTH OT THIIA afpeca Tpe-
Oyercst obecriednBaTh OJHO3HAYHOCTE aJPECAIINH B TIpeeiax KOMITBIOTepa, MO/~
CEeTH, KopropaTUBHOU ceTH uinu MHTepHera;

— KOH(pUTypHpOBaHNE CETEBBIX HHTEPPEHCOB U CETEBBIX MPHUIOKEHUI.

[ponemypst, npemmaraempie TCP/IP s HazHaueHUs, oTOOpaKeHUS W KOH-
(urypupoBaHHs agpecoB, OAWHAKOBO XOPOMIO pabOTAaOT B CETAX Pa3HOTO Mac-
mraba. Cucrema |P-agpecanyy MO3BONSET YHHBEPCANBHBIM M OTHO3HAYHBIM
criocoboM maeHTHHUINpPoBaTh 000K MHTepdeiic cocraBHOM cetn. st 3TOTO
HCTIONB3YyeTCs «Iapay, COCTOAIIAs M3 HOMEpa CeTH W HOMEpa y3ia, KOTopas SB-
JISIETCSI CETEBBIM azpecoM, miu B Tepmunonorun TCP/ IP — IP-aapecom.
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IP-anpec uneHTHGUIUPYET HE OTACIBHBIN y3€ll ceTH (KOMIBIOTEP WK Maplil-
pyTH3aTOp), a OJHO CETEBOE COCMHEHNE HIIH OJIFH CETeBOI MHTEepQeEIiC.

Kaxnpiit pa3, Korja makeT HalpaBIIsIeTCsl aipecaTy Yepe3 COCTaBHYIO CETb, B
€ro 3arojoBKe ykasbiBaercs [P-anpec y3na HasHauyenus. [lo Homepy cetn Ha3Ha-
YeHUs KaXIbli odepenHOM Mapuipytuzatop HaxoauT IP-ampec crnemyromiero
MapuIpyTru3aTopa U Ha OCHOBaHHM 3Toro IP- anpeca ero jiokaibHBIN anpec.

IP-anmpec umeer ¢dukcupoBaHHyro nHY 4 Oaiita (32 6ura). Haubonee pac-
IIpocTpaHeHHOH (opmoiil npencranenus [P-agpeca sBisieTcs 3anuch B BUIE de-
TBIPEX YMCEJ, TPECTABISIONINX 3HAYSHHUs KaXJ0ro Oaiita B gecsTHIHON (hopme
W pa3/ielieHHbIX Toukamu, Hanpumep, 185.179.82.239. Takas 3anmchk aapeca He
MpelycMaTPUBAET CIENUAIBFHOIO pa3rpaHUYUTENBHOTO 3HAKa MEXIy HOMEpPOM
cet 1 HOMepoM y3na. st Beyienenus u3 IP-aapeca IP-aapec cetrt HCIONB3YIOT
CIIE/IYIOIIME BAPUAHTBI:

— (PMKCUpOBaHHbBIE TPAaHUIIBI — BCe 32-OMTHOE TONIE ajpeca 3apaHee JeIUTCs
Ha JIB€ YacTu (HOMEp CEeTH W HOMEp y3Jia) He 00sI3aTelIbHO PaBHOW, HO (PMKCUPO-
BaHHOM JTUHBI;

—IpUMEHEHUE MacKH, KOTopas MO3BOJISIET MaKCUMaJbHO TMOKO YCTaHaBIIU-
BaTh TPaHUIly MEXKIY HOMEPOM CETH U HOMEPOM y3J1a — IPH TAKOM IOJXOJIE aJl-
pECHOE MPOCTPAHCTBO MOXKHO MCIIOIB30BATh JUIS CO3JAaHMS MHOMKECTBA CeTeil
pasHoro pa3mepa (Macka — 3TO 4MCII0, IpuMeHsiemMoe B mape ¢ IP-aapecom, npu-
4YeM [BOMYHAS 3allUCh MAacKd COICPIKUT HENPEpPBIBHYIO IOCIEN0BATENHHOCTD
eIMHUL B TeX pa3paaax, KOTopble JO/DKHBI B IP-anpece nuTepnpeTupoBaThes Kak
HOMEDp CEeTH),

— KJIacCHU(HUKALMS aJpecOoB — KOMIPOMHUCC II0 OTHOLIEHHIO K ABYM IPEIBIAY-
MM BapHaHTaM: pa3Mephl CETel XOTSA M He MOTYT OBITh IPOHM3BOJBHBIMH, KaK
IPH MCHOJIB30BAaHUM MAacOK, HO M HE JOJDKHBI OBITH ONMHAKOBBIMH, KaK HPH
YCTaHOBJICHUH (PUKCHpOBaHHBIX rpaHul. Ilo 3HaYeHHsAM NeEpBHIX OUTOB anpeca
MOKHO OTIPEIENUTD K KAKOMY KJIACCY OH OTHOCHTCS (PUCYHOK 35).

Knacc 14 GaiiT 2-i Gainr 3-i Gaitr 4-i1 GanT
appeca | |
Homep cetn

A |o (7 6um) Homep yana (24 6ut)

B |1]0 Howmep cetu (14 6uT) Howmep y3na (16 6uT)

C |1]1]0 Homep ceTu (21 6uT) Homep yara (8

6uT)
D [1[1|1]0 Mpynnogoit agpec (28 6uT)
E |1]1]|1|1]|0 3ape3epBupoBaHHbIi agpec (27 6uT)

Pucynok 35 — Kitaccer IP-agpecos

Anpeca knaccoB A, B n C sBnsitoTcss MHIUBHAYaIbHBIMU aapecamH. [ pymo-
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BbIE ajpeca, NMpHHAUIeKANNE Kiaccy D, He nensTcs Ha HOMEp CeTH W HoMep
y37a u 00pabaThIBalOTCS MapHIpyTH3aTOpOM OCOOBIM 0Opa3oM. X ocHOBHOe
Ha3HaYeHHE — paclpocTpaHeHne HHPOPMALIH IO CXEME «OMH-KO-MHOTHAM.

CyIIecTBYIOT CICIYIOIIUE OrPaHICHUS TIPpU Ha3HaueHuu |P-aapecos:

—HOMepa ceTell ¥ HOMepa Y3JIOB HE MOT'YT COCTOSITh M3 OAHUX JBOMYHBIX HY-
JIeH WM eIUHUI] (TaKUue 3HAYCHUS UCTIONB3YIOTCS B IP 1715 0coOBIX 11emeii);

— 3ampelaercs MpUcBanBaTh ceTeBbIM nHTep(eiicam |P-anpeca, HaunHaromy-
ecst co 3HaueHus 127 (aapec, epBbIii OKTET KOTOPOTO paBeH 127, sBisiercs: BHYT-
PEHHHM aJIpecoM CTeKa IMPOTOKOJIOB KOMITbIOTEpa (MJIM MaplpyTH3aTopa) U HC-
TIOJB3YETCS /ISl TECTUPOBAHUS ITPOTPAMM, HIIHM Uil paOOThI KITMEHTCKOH U cep-
BEpHOI YacTel MPHUIIOKEHHs, YCTAHOBJICHHBIX Ha OJIHOM KOMITHIOTEPE).

IP-anpeca MoryT OBITB:

—nyOnu4yHbIMU (TJI00ANBEHBIMK), KOTJIa YHHUKAJIBHOCTh HYMEpAalMd B CETH
MOXET OBbITh O0ecreyeHa TOJNBKO YCHIMSIMHU CIEHaIbHO CO3/IaHHBIX JJIsl 3TOrO
LEHTPAJILHBIX OPraHOB;

—YaCTHBIMH, ONpE/eNICHHBIMHU Il aBTOHOMHBIX ceTed 0e3 MOAKIIOYEHHS K
cetu MHTEpHeT.

BrlzeneHo HeCKONbKO AMAna3OHOB YacCTHBIX aApecoB, PEKOMEHIYEMbIX I
aBTOHOMHOI'O HCTIOJIb30BAHMS:

—B knacce A —cetp 10.0.0.0;

—B Kkiacce B — muanason u3 16 cereii (172.16.0.0 — 172.31.0.0);

—B kiacce C — muanason u3 255 cereii (192.168.0.0 — 192.168.255.0).

OTH agpeca, UCKIIOUSHHbIE M3 MHOXECTBA LIEHTPAJIM30BaHHO paclpenesse-
MBIX, COCTaBIISIOT JOCTATOYHO OOJIBIIOE aAPECHOE IPOCTPAHCTBO.

[TpobemMoil LeHTpaIM30BaHHOI'O paclpelesieHls aApecoB SBISAETCS HX JAe-
(uIHT, KOTOPBIN 00YCIIOBIEH HE TOIBKO POCTOM KOJIMYECTBA Y3JI0B U CETEH, HO U
TEeM, YTO UMeEIOILeecs aJpecHOe MPOCTPAHCTBO HCIOIB3YeTCs HEPaLOHAIBHO.

Jnst cmsrdenust poOieMbl feduimTa agpecoB pa3padOTUHKH CTeKa IPOTO-
kos10B TCP/IP mpemmararor ciieyromme moax o/Ibl:

—Tepexoa Ha HOBYIO BepcHro mporokoina |P — mporokon IPv6, B kotopom
npo0iIeMbl JehUIUTa aJpEecOB HE CYIIECTBYET;

— MCIIONIb30BAHNE TEXHOJIOTHH TpaHcasuuu cereBsix ampecoB (Network Ad-
dress Translation, NAT);

— IICTIONIb30BAHUE TEXHOJIOTHH OECKIIACCOBON MEXIOMEHHON MapUIPYTH3aLUH
(Classless Inter-Domain Routing, CIDR).

3aronoBok |P-makera npemHazHaveH A1 IepeIadn CIy>KeOHOH HH(OpMAaIH,
HEoOXOMMOH I POABWKEHHUS MTaKeTa M0 CEeTH OT MapIIpyTU3aTopa K MapIii-
pyruzaropy. CocraB 3aronoBka IP-makera IPv4 mpencraBnen Ha pucyHke 36 u
BKJTIOYAET CIIEYIOIINE TOJISL:

—VERS (Version) — Homep BepcHH — HACHTH(PUIHUPYET BEPCHIO MPOTOKOIIA
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IP (mmst wetBepToii Bepcuu nporokona I[P pasro 0100);

—HLEN (Head Length) — mmuna 3aronoBka — KOJHYECTBO 32-X OUTHBIX
CTPOK B 3arojoBKe ([UIsi CTaHIapTHOro 3arojioBka IPv4 0e3 momomHHUTENHHBIX
mapaMeTpPoB, KaK 3TO MPECTaBICHO Ha pucyHke 36, papHo 0101);

0 3 4 78 13141516 18 19 GuUTHI 31
VERS HLEN DSCP ECN Total Length
Identification Flags Fragment Offset
TTL Protocol Header Checksum

Sourse IP Address

Destination IP Address

Pucynok 36 — Crpykrypa 3aronoska |Pv4

—DSCP (Differentiated Services Code Point) — touka xoxa nuddepeHiu-
POBaHHBIX YCITyT — MCIIONB3YETCsI IS pa3/esieHust Tpaduka Ha KIIacchl 00CIYXH-
BaHMs, M3HAYAIBHO Has3bIBaoch « Tum obcmyxusanus» (Type of Service, ToS);

—ECN (Explicit Congestion Notification) — ykaszartenb meperpy3ka — mpe-
IYIPEeXKIAET O Ieperpy3Kke ceTd 0e3 MOoTepr MaKeTOB (He SIBISICTCS 00s13aTeNbHON
yHKLHCH);

—Total Length — obmias mMHA — XapakTepu3yeT OOIIy0 JUTHHY ITaKeTa C
yUeTOM 3arojioBKa ¥ IIOJsI JAHHBIX (MakCHMajbHas IJIMHA [aKeTa OrpaHHYeHa
Pa3psIHOCTBIO MOJIS ¥ cocTaBisieT 65 535 Gaiir);

— Identification — unenTudukarop makera — UCIOMB3YETCSA IS Paclo3HaBa-
HUS TAKETOB, 00pa30BaBIIMXCA IyTeM (parMeHTanuy (AeJeHHsS Ha YacTh) HC-
XOJHOro makera (Bce ()parMeHTHI OZHOTO IMaKeTa UMEIOT OJMHAKOBOES 3HAUYCHHE
JTOTO TTOJIA);

—Flags — ¢maru DF u MF — comepskat TpU3HAaKH, CBI3aHHBIE ¢ (pparMeHTa-
mueit (1 B 6ure DF (Do not Fragment) 3ampermaer MapiipyTu3aTopy (GpparmMes-
THPOBATh JAaHHBI maket; 1 B 6ure MF (More Fragments) roBopur o ToMm, 9To
JaHHBIHA TAKET HE SBIICTCS MOCIEAHNM B CepHU (PPArMEeHTOB; €Ie OAUH OHT 3a-
pe3epBUpPOBaH);

—Fragment Offset — cmemenne ¢parmenrta — 3amaer cMmemeHne B Oaitax
OIS JAHHBIX TEKYIIEro (hparMeHTa OTHOCHTEIBHO Hadala Mol JAHHBIX MCXOJ-
HOTO MMAKeTa,;

—TTL (Time To Live) — Bpemst »u3HH — COACPIKUT MPENETbHBIA CPOK, B TeE-
YEHHEe KOTOPOrO MAKET MOJKET MEPEMEINAThCs MO CeTH (M3MepsIeTCs B CEKyHAax
npeObIBaHUST B MApIIPYTH3aTOPaxX, MPH COBPEMEHHBIX CKOPOCTSIX (PaKTHYECKH
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XapaKTepHu3yeT KOIUYECTBO MAPLIPYTH3aTOPOB, KOTOPbIE MOXKET MPOITH MaKET);

—Protocol — npoTokon BepXHETro ypoBHS — COIACPIKHUT HACHTU(PUKATOP, yKa-
3BIBAIOIINN, KAKOMY TIPOTOKONY BEPXHEr0 YpOBHS MPUHAIJICKUT HHPOpMALHS,
pa3MelleHHas B I10Jie JaHHbBIX NIaKeTa;

—Header Checksum — KOHTpoNIbHas CyMMa 3arojioBKa, KOTOpas pacCYUThI-
BaeTCsl ¥ MPOBEPSIETCS Ha KAXKJIOM M3 YCTPOMCTB M TOJIBKO I10 3ar0JIOBKY ITAKeTa;

—Sourse IP Address — 32 6utnslii IP-agpec HCTOUHMKA MAKeTa;

— Destination IP Address — 32 6urHblit IP-aapec mpremMHuKa Makera.

[ToMUMO OCHOBHOT'O 3arojioBKa JOITyCKAaeTCs HCIONb30BaHHUE JOMONTHUTENb-
HBIX MAPaMETPOB, 3HAUCHHUSI KOTOPBIX MO Pa3Mepy JOJKHBI ObITh BBIPABHEHBI J10
4-x Oamir (32 Oura). B atom cimydae none HLEN nomkHO yunteiBaTh Hajmmdue
9THX MapaMETpPOB.

Ve B 1980-e rojpl cTajlio OYEBUAHO, UYTO pacrpeiesieHue aapecHOro mpo-
CTPAHCTBA MPOUCXOJUT 3HAUUTENBHO Ooliee OBICTPBHIMHM TeMIaMH, YeM ObLIO 3a-
JIOKEHO B apxuTektypy IPv4, 4ro mpuBeno k pa3paboTke HOBOrO MPOTOKOJIA
IPV6. 25 HOs0pst 2019 roma ObLTH pacmpeesieHbl MOcieanue cBodoausie 1Pv4
aapeca B EBporie, crpanax Opisirero CCCP u Ha bimxuaem Bocroke. Terneps mo-
nyunth [Pv4 anpec MOXHO OyIeT, TOJIBKO €CliM ero 0CBOOOJHUT TEKYIIMH Biaje-
jer; (3aKpoeTcsi KOMIIAHUS WIH Kakas-IH00 ceTh OCBOOOAMT HEHYKHBII eif aji-
PpECHBII pecypc).

CrpykTypa ocHOBHOTrO 3arojioBka IPV6 mpeacraBnena Ha pucyHke 37.

3aronoBok IPV6 umeer cienyromue mossi:

—Version — HoMep Bepcuu — HACHTHOHUIIUPYET BepCcHio mpoTokona IP (mis
nrectoit Bepcuu nporokoia IP pasuo 0110);

—Traffic Class — Bux Harpysku — anamorndso om0 DSCP B 3aromoBke
IPv4,

—Flow Label — metka moToka — yka3piBaeT Ha MPHHAUICKHOCTD TMaKeTa K
TOMY WJIH HHOMY IIOTOKY;

—Payload Length — mmuna mosst qaHHBIX — XapaKkTepu3yeT [UTHHY TakeTa 6e3
OCHOBHOTI'O 3ar0JIOBKa, T. €. C YUETOM JOIOJIHUTEIBHBIX 3ar0JOBKOB H MOJIA JaH-
HBIX (MaKCHMaJbHOE 3HA4eHHe cocTaBisieT 65 535 Gaiir, Ho IPV6 momyckaer cy-
[IIECTBOBAaHUE IMAKETOB ¢ Ooiee UIMHHBIM II0JIEM JAHHBIX, TaK Ha3bIBAEMbIX
CBepXOONBIINX JeHTarpamm, Wid pkamborpamm (jumbograms), mis KoTOphIX
JUTHA 3afaeTcs 32-IByXpa3psIHBIM II0JeM OXHOM M3 ONIMH TONOIHHTEIBHOTO
3aroJIoBKa TpaH3WTHBIX ormuii hop-by-hop);

—Next Header — crneayromuii 3arooBoK — MpU HATMYIHAH JOMOTHUTEIbHBIX
3arOJIOBKOB COJCPIKHUT CCBUIKY Ha MEpBBI M3 HUX (OHpenelsieT ero THI), KOTO-
PBIIA B TAKOM JKe TIOJIE COJIEPIKHUT CChUIKY Ha CIIEAYIOIINI JOTIOTHUTEBHEIH 3aro-
JIOBOK H T. JI.; B TIOCIICHEM JOMONHUTENIHLHOM 3aroioBKe 3HaYCHNE, aHAJIOTHYHOS
nomro «Protocoly 3aronoska IPV4; ipu 0TCYTCTBHM JOMONHUTENBHBIX 3aTr0IOBKOB
— COOTBETCTBYET TOM0 «Protocol» 3aromoska IPv4;
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0 3 4 1112 15 16 23 24 OUTHI 31

Version Traffic Class Flow Label
Payload Length Next Header Hop Limit
=
i)
——————————————————— Sourse IP Address ------------------1 &
=t
=
——————————————————— Destination IP Address -----------------—-{ ©
©
—

Pucynok 37 — CrpykTypa ocHOBHOTr0 3arojiioBka IPv6

—Hop Limit — numMuT mepexomoB — AAaHHOE MOJE€ aHAIOrWYHO Mmoo TTL
npotokona IPv4 u npu mpoxoKIEeHHH KaXKIO0TO0 MapUIpyTH3aTopa W3 3HAYCHUS
9TOrO MOJIA BBIYUTACTCS eIUHUNA (IPH 3HAYCHUH MOJA paBHbIM 0 MapIipyTH3a-
TOp OTOpachIBaET MaKeT);

—Sourse IP Address — 128 6urhblii IP-agpec HCTOYHHKA TTAKETA;

— Destination IP Address — 128 6urhbrii IP-agpec npreMHrKa makera.

B IPV6 BMecTO ecsATHYHOM HCTIONB3YeTCs LIeCTHaAaTepudHas Gpopma 3amnmu-
cu [P-ampeca. Kaxxapie deTsipe mecTHAANATEpUIHbIE TUPPHI OTACTSIIOTCS APYT
or npyra nsoerounem, Hampumep: FE80:0000:0000:0000:19A4:07D5:0000:A417.
Crapuive HyJIH B IpyIIIe YeThIpeXx MIeCTHAIUATePHYHbIX (P MOTYT OBITH OITy-
nieHsl (MoxHO 3amucath /D5 Bmecto 07D5). HeckombKo HYJIEBBIX TPYIIT MOTYT
ObITh 3aMeHeHbl mapoii aBoerounii: FE80:19A4:7D5:0:A417. B IP-aapece momyc-
KaeTcs TOJIBKO OJTHA TaKas 3aMeHa.

Oowmmit hopmar agpeca IPv6 npencrasien Ha pucynke 38.

Ha sToM pricyHKE BBEICHBI CIIeIyFOIe 0003HAUCHHS TTOJICH

—FP (Format Prefix) — npedukc ¢popmara — onpeesnsieT THIT aapeca;

—TLA (Top-Level Aggregation) — npexHasHa4eHO IS HACHTAPUKALMHA Ce-
Teil CaMbIX KPYITHBIX IIOCTABIINKOB YCIYT;

—NLA (Next-Level Aggregation) — npexHasHa4eHO IJIsi HyMEpAaLUUn CeTeit
CPeIHHX U MEJIKMX MOCTABIIMKOB YCIIYT;
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Haspanne nois| FP TLA Pesep NLA SLA Hnentndukartop uaTepdeiica

Pasmep, Out 3 13 8 24 16 64

Pucynok 38 — ®opmar aapeca IPv6

—SLA (Site-Level Aggregation) — nmpeaHa3zHaueHo IS aApecay MoACeTei
OTZAEIBHOr0 a0OHeHTa (OJJHOH KOPTIOPATHBHOW CETH);

—uaeHTH(GUKATOP NHTepdelica SBIsIETCS aHAJIOroM HoMepa y3na B [Pv4.

Jnst HopManbHOM paboOThl CETH KaXKJIOMY ceTeBoMy MHTepdeiicy cereBoro
ycTpolicTBa joibkeH ObITh HasHaueH IP-aapec. [Iponeaypa nprcBoeHus aapecos
MIPOUCXOJUT B XOJI€ X KOH(PUTYPUPOBAHHUS BPYUHYIO WM TWHAMUYECKH.

[Ipu xoHdurypupoBanun ykassiBaercsi He Toibko |P-aspec cereBoro mHTep-
(eiica u ero Macka, HO TaKKe psJ] APYrUX KOH(PHUIypaIllMOHHBIX TapaMeTpOB, He-
00xonuMbIxX Ut ero addextuHoi padotel: IP-anpec mapipyruzaropa, IP-agpec
DNS-cepBepa, JoMEHHOE UMsI CETEBOI'0 YCTpoicTBa | T. 1. [Ipu pyuHoM KoHDH-
I'ypHpOBaHHUU 3Ta paboTa SBJISIETCS JOCTATOYHO CIIOKHOM.

ITpoToxos TuHaAMHYeCKOro KoHpurypupoanus xocro (Dynamic Host
Configuration Protocol, DHCP) aBToMaTu3upyet mpoiecc KOHPHUTYPHPOBAHHSI
CeTeBbIX MHTEpQeiicoB, 3aluIas oT JyOIUpoBaHHS aApecoB 3a CYET LEHTpau-
30BaHHOIO YNPABJICHUS UX pacHpesiesieHueM. JTOT MPOTOKOI paboTaeT B COOT-
BETCTBHU C MOJIEJIBIO KJIMEHT-cepBep. Bo BpeMs 3amycka onepalioHHON cHCTe-
MBI ceTeBoro ycrpoirictBa DHCP-kiieHT nocbuiaer B ceTh HIMPOKOBEIATEIbHbIN
3arpoc Ha noiyuenue [P-anpeca. DHCP-cepBep oTKIIMKaeTCs ¥ MOCBUIAET CO00-
LIEHNe-0TBeT, coneprkamee IP-agpec u psax npyrux KOHQUIYpalMOHHBIX Iapa-
MmetpoB. DHCP-cepBep noKeH HAXOUTHCS B OIHOW MOZCETH C KJIMEHTaMH, TIPH
€ro OTCYTCTBHU B CETH MOXeT pacronaratbesi cBsisHoit DHCP-arent, kotopslit
MIepETIPaBIsIET 3aPOChl KIMEHTOB K CEPBEPY, PACIIONIOAKEHHOMY B IPYTOH CETH.

DHCP-cepBep Moxer paboTaTh Kak B PYYHOM peKHUME (CTPOroe COOTBET-
crBue IP-anmpecoB MAC-anpecam), Tak U B aBToMarudeckom. [Ipu aBTomaruue-
CKOM PEXHUME BO3MOYKHO CTATUYECKOE M JUHAMHYIECKOE PACIIPEEICHUE aIpECOB.

IIpu cratudeckom pactpezenenun aapecoB DHCP-cepBep 0e3 BmeraTesnb-
CTBa aIMMHHCTPATOpa MPOU3BOIBHBIM 00pa3oM BBIOMpPAET AT KIMEHTa B IIOCTO-
stHHOE Tob3oBaHue IP-ampec w3 mynma mammaabix [P-ampecos. Ilpu muHammue-
ckoM pactpenenenun aapec DHCP-kiueHTy BbliaeTcst Ha onpeielieHHOE BpeMs,
Ha3bpIBaEMoe CPOKOM apeHnpl. IIpnm TakoM momaxozie agMHUHHCTPATOp YNPABISET
TIPOLIECCOM KOH(UTYPHUPOBAHUS CETH, ONPENEIssA ABa OCHOBHBIX KOH(HIYpaIy-
onHbIX mapaMmerpa DHCP-cepBepa: myn ampecoB, JOCTYIHBIX paclpeelieHUIo, 1
cpok apenabl. Cpok apeHIbl JUKTYET, KaK OO CETEBOE YCTPOHCTBO MOXKET
WCIIONB30BaTh HasHadeHHbIH |P-agpec, mepex Tem kak cHOBa 3alpPOCHTH €T0 Y
DHCP-cepsepa.

He pexomenayeTcst MCHONB30BaTh AWHAMUYECKOE Ha3HAUCHUE aJPECOB IS
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nHTepeiicoB, KOTOPHIE YHaCTBYIOT B CHCTEMaX MOHUTOPUHTA U OE30MaCHOCTH.

B ceru BriosiHe BEpOSTHBI CUTYallMH, KOr/ia IpoTokoi [P He MoxeT 1ocTaBuTh
MaKeT ajpecary B CHIIy psja OOBEKTHUBHBIX NMpW4uH. JI7Is KOMIIEHcaluy HeHa-
JnexxkHocTd nporokorna IP ucnonesyercs mporokon ICMP, kotopsli sBnsercs
BCIIOMOTATEIbHBIM TPOTOKOJIOM, HCIIOIb3YIOIMINUMCS /sl AUATHOCTHKH ¥ MOHH-
TopuHra cetu. OH He NpeHa3Ha4eH AJIs UCIIPaBICHNUS BO3HUKIINX [IPU Iepeaaye
MmakeTa mpobJeM, Kak MPOTOKOJBI Ooyiee BRICOKHX ypoBHelr Monmenu OSI, oH sB-
JISIETCSL CPE/ICTBOM OITOBELICHUS OTHPABUTENSI O MPOoOJIeMax, MPOU3OUISIIINX C
€ro nakeTamu.

He cMotpst Ha MHOr0OOpa3ue pemaeMbIX 3a1ad Bce THIbI coobrienuii [ICMP
HMEIOT OJIUH U TOT ke (opMaT, Npe/ICTaBICHHBIN Ha pucyHKe 39.

HasBanue noJsi| Type Code Checksum Message Body

Pa3mep, 6aiit 1 1 2 3aBHCHT OT THIIA COOOIEHUS

Pucynok 39 — ®opmar ICMP-coobuienus

31ech BBENIEHBI ClIEAYIONME 0003HAUSHUS TTOJIeH:

—Type — uncnoBoi uaeHTH(HHUKATOP THITIA COOOIICHHS;

— Code — uncrnoBoit uaentudurarop, 6oiaee TOHKO qudGEPCHIMPYIOMINA THIT
OLINOKH,;

—Checksum — KOHTpoONbHAas CyMMa, KOTOpas MOACYHTHIBACTCS LIS BCETO
ICMP-coo011enus;

—Message Body — mose qaHHBIX.

Bce ICMP-coo0miennst MOXXHO pa3zieiiuTh Ha COOOIIEHHsT 00 OIIHUOKaX U COo-
o6menust 3amnpoc-otBeT. CoolleHusi 00 OMMOKax KOHKPETU3UPYIOTCS yTOYHSI-
fomuM kogoM. CooOlieHnst 3ampoc-0TBET CBs3aHBl B mapsl. Hambonee pacnpo-
CTpPaHEHHBIMH YTHIUTAMHU, UCTONb3ytomuMu ICMP, siBIstfoTCS yTHIIMTBI PiNg U
tracert (traceroute).

VYTumura ping HpeacTaBiIseT co0O0il OY4eHb MPOCTOE CPEACTBO MOHUTOPHHIA
cern. CereBoe ycTpoicTBO mockIIaeT mo coctaBHoU cetn ICMP-coobmenue 3xo-
3ampoca, ykasbiBas B HeM [P-anpec y3na, ZOCTHXKHMMOCTH KOTOPOrO HY)XKHO TIPO-
BEpPUTH, a y3ell, MOTYYUBLINI 9X0-3a1poc, GOPMHUPYET M OTHPABIAET IXO-OTBET
OTIIPABHUTEITIO 3a1poca. YCIelHas JOCTaBKa 03Ha4aeT HOpMallbHOe ()YHKIIMOHH-
poBaHHUE BCEW TPAHCIIOPTHON CHUCTEMBI COCTABHON CETH.

VYr1umura tracert MO3BOJMISET NPOCIEOUTH MApIIPYT JO YOaJeHHOrO XOCTa,
OIpeNIeNUTh CpenHee BpeMs o0opota, IP-anpec v B HEKOTOPBIX CiIydasx ITOMEH-
HOE MMl Ka)JOro IPOMEXYTOYHOro Mapupyrusaropa. Takas MHpOpMaLus mo-
MoOraerT HalTH MapLIpyTH3aTop, Ha KOTOPOM OOOpBajcs IyTh IakeTa K yoaJeH-
HOMY XOCTY.

118



6.2 IIpoTokoJibI pa3pelieHust aApPecoB

[Ipn opranmzanmu ceTu CBS3M OOBIYHO NMPHUMEHSIOT Cpa3y HECKOJIBKO CXeM
anpecannu. CereBodl mHTEp(eiic CeTeBOro ycTpoWCTBa MOXKET OJHOBPEMEHHO
HUMETh HECKOJIBKO aJIPeCOB, KaXIIbIi U3 KOTOPBIX MCIOJIB3YETCS ONPEAeICHHBIMU
nporokonamu csoero ypoBHs mozaenu OSI. [Ipu Takoil opraHnzanuy HEOOXOIH-
Mo obecriednTs npeodpa3oBaHKUE aJpecoB U3 OJHOrO BHAA B Apyrou. [ling storo
WCIIONIB3YIOTCS CHEeNUalIbHBIE BCIOMOTaTeIbHBIE TPOTOKOIBI, KOTOPBIE HAa3bIBAIOT
MPOTOKO0JIAMH pa3peLieHHs! a/IPpecoB.

[porecc ycraHOBIEHUSI COOTBETCTBUSI MEXIy aJpecaMH Pa3IUYHBIX THIIOB
MOXET pelaThCs KaK EeHTPaJM30BaHHBIMH, TaK W paclpellelIeHHbIMU CPEACTBa-
Mu. [Ipu eHTpann30BaHHOM MOJXOJIE B CETH BBIJENSETCS OIUH WM HECKOIBKO
CepBepOB aJpecoB (MMEH), B KOTOPHIX XPaHUTCS TabJIHIa COOTBETCTBHS aJlpecoB
pas3nuuHBIX TUIOB. Bce ceTeBhle ycTpoiicTBa oOpalaroTcs K cepBepy ¢ 3ampoca-
MU, 4TOOBI IO aJIpeCy OJHOr0 THIA HAWTH ajpec npyroro. [IpumepoM meHTpamu-
30BaHHOI'O MOJIXOAA SIBJISETCS CIPAaBOYHAs CIIY)KOa — CHCTEMA /IOMeHHbIX UMEH
(Domain Name System, DNS), kotopast oTo0pakaeT CHMBOJIbHBIC HIMEHA Y3JI0B
cetu Ha ux [P-agpeca.

JomenHas ciyx0a MMEH SIBJISETCS Ba)KHOW 4YacThio MHTepHeTa, HO MOXET
TaKke paborarh U B Jt0Oo0ii aBToHOMHO# IP-cetn. B creke TCP/IP npumensiercs
JOMEHHas CHCTeMa MMEH, UMEIONas HepapXU4ecKylo APEBOBUIHYIO CTPYKTYDY,
JOMyCKAIONIYI0 HaJH4YMe B UMEHH IPOM3BOJIBHOIO KOJMYECTBA COCTABHBIX 4Ya-
creii. JlepeBo uMeH HaunHaeTcsi ¢ KopHs (pucyHok 40), 0003Ha4aeMoro TOYKOIA.
3areM cieqyerT craphias CHMBOJIBHAsS 4acTb MMEHH, BTOpas MO CTapIIMHCTBY
CHMBOJIbHASl 9aCTh UMEHH | T. A. Miaqmas 4acTb HIMEHH COOTBETCTBYET KOHEU-
HOMY Y311y ceTu. CocTaBHBIE YacTH JOMEHHOTO HMEHH OTAEISIOTCS APYT OT Ipy-
ra TO4koi. PazneneHne UMeHH HA YacTH MO3BOJSET PAa3leIUTh aIMHUHHUCTPATHB-
HYIO OTBETCTBEHHOCTH 32 HA3HAYEHHE YHHKAIbHBIX MMEH MEXIY Pa3IHYHBIMH
JIFObMU I OPTaHU3aLMsIMU B TIpeieiaX CBOET0 YPOBHS HepapXHUH.

\ \ \ Kopenn /’ JlomeHbl ,’ JloMeHbI ,’

N N N , Bepxuero ,/  Broporo

ypoBHs ,/ ypoBHs /
/7

7

Pucynok 40 — JlepeBo TOMEHHBIX HMEH

119



COBOKYITHOCTh MIMEH, y KOTOPBIX HECKONBKO CTapIINX COCTAaBHBIX 4YacTeit
COBMNAJAIOT, 00pa3yloT AOMEH HMeH. AJIMHUHUCTPATOp JIOMEHAa HECET OTBET-
CTBEHHOCTH 32 YHUKAJIBHOCTh UMEH CJIEYIOIIEro YPOBHSI, BXO/ISIINX B JOMEH.

KopHeBoii 10MeH MMEH YIpaBsSIeTCS KOpHopamueidl Mo ynpaBJIeHUIO 10-
MeHHbIMH uMeHamu u IP-agpecamm (Internet Corporation for Assigned
Names and Numbers, ICANN). JloMeHbI BepXHETO YpOBHS Ha3HAYAKOTCS IS
Ka)XJIOM CTpaHbl, a TaKKe Ul Pa3IWYHBIX THIOB opraHuzanuii. Kaxmasiii nomen
aJIMUHUCTPHUPYET OTAENbHAs OpraHm3alys, KoTopas OOBIYHO pa30MBaeT CBOM
JIOMEH Ha IOJUIOMEHBI M TepeaaeT (GYHKIMHA aJIMUHUCTPUPOBAHUS 3TUX MOAJO0-
MEHOB JIPYT'MM OpTaHU3aIHsIM.

Cuctema DNS coctoutr u3 cepBepoB u kineHToB. DNS-cepBepsl noaaepxu-
BaIOT pacrpelelieHHyo 0a3y paspemieHuil uMeH, a DNS-KIHEHTBI, KOTOPBIMHU
SIBIISIFOTCSL TIPAKTUYECKH BCE CETEBBIE YCTPOMCTBA, OOpAILAIOTCS K CepBepam C
3arpocamMu 00 paspenieHnd JoMeHHoro uMeHu Ha [P-aapec. [Iporpamma, peanu-
3yromnas GyHkuuu kaueHTa DNS, Ha3pBaeTcss pe3oiibBEpOM U BXOJHT B COCTaB
orepanoHHON cucteMbl. JIFo0oe NpHiiokKeHue, y KOTOPOro BO3HHKAeT HE00Xo-
JMMOCTh B OTOOpa)XKEHMH JIOMEHHOTO UMEHH, oOpalaercs K pe3oiibBepy CBOel
OTIEepalMOHHON CHUCTEMBI, KOTOPHIN B3anMozeiictByet ¢ DNS-cepBepom.

DNS-cepBepbl 00pa3yroT MepapXuio, Ha camMOil BEepIIHHE KOTOPOW pacroia-
raloTCsi KOPHEBBIE CEPBEPhl. DTH CEPBEPhI XPAHAT TEKCTOBbIC (aiiibl uMeH u [P-
anpecoB DNS-cepBepoB cieayroiero (BepxHero) ypoBHs, KOTOpHIE, B CBOIO Ode-
pelb, XpaHsIT AaHHBIE 00 UMEHAX U afgpecax UMEH, BXOAAIIMX B JOMEHBI BEpXHe-
ro ypoBHS, a Taxxke 00 nmeHax DNS- cepBepoB, KOTOpbIe 00CTY)KHUBAIOT JOMEHEI
BTOPOTO YpPOBHsI HMepapXxuu U T. A. IIpoCTpaHCTBO JOMEHHBIX MMEH pa3feleHO
MEXIy CepBepaMu, TaK, YTOObI KayKAbIH cepBep XpaHWJ 3allMCH TOJBKO B Ipefe-
JlaX OJIHOTO YpOBHS, a JUIl MMEH CBOMX ITOJUIOMEHOB XPaHHJI TOJIBKO CCBUIKH Ha
cepBepsl DNS, KOTophIe 0TBEYAIOT 32 3TH MOJIOMEHBL.

Kopnessie cepepsl — 3T0 Hanbonee yszsumoe 38eHo DNS. Kopressie cepse-
pBI pacmpeneneHsl reorpaduuecky, a KaKAblii KIacTep, COOTBETCTBYIOIMN OJI-
HOMY UMEHH, aJIMUHACTPUPYETCSl OTAENbHOM opranu3zanuei. B Hacrosiee Bpems
yCTaHOBIIEHO 13 KiIacTepoB KOPHEBBIX CEPBEPOB, a 00IIee KOTMIECTBO KOPHEBBIX
cepBepoB npesbimiaer 1300 mryk.

YacTs mpocTpaHCTBa TOMEHHBIX UMEH, U KOTOPEIX HeKoTopsiit DNS-cepBep
nMeeT MHPOPMAIHIO 00 NX pa3pelIeHNsIX Ha OCHOBE COOTBETCTBYIOIIETO TEKCTO-
Boro (aiina (¢aiina 30H61), Ha3bBaeTcs 30H0i DNS mannoro cepsepa. [l obec-
TICYCHNS HAJIKHOCTH M BHICOKOH MPON3BOJUTEIBFHOCTH JJISI K&JKAOW 30HBI CyIIe-
CTBYeT OAWH TMepBUYHBINA (primary) DNS-cepBep W HECKOIBKO BTOPHUYHBIX
(secondary) cepBepoB. Ha mepBuYHOM cepBepe HaXOAWTCS MCXOAHBIN (ailin 30-
HBI; BTOPHYHBIE CEpBEPHI IMEPHOIMUECKH KOMUPYIOT (aill 30HBI C MEPBUYHOIO
cepBepa.

CymecTByIOT IB€ OCHOBHBIE CXeMBI pa3pemernss DNS-uMeH: nrepatuBHas, B
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KOTOpO# padoty mo nmoucky IP-aapeca koopauaupyer DNS-kireHT (MTepaTHBHO
BBINOJHSET TOCIIEJ0BATEIBHOCTh 3alIPOCOB K Pa3HBIM CcepBepaM MMEH), U PEeKyp-
CHBHAsl, B KOTOPOH pa3pelieHrne aapecoB BhIonHseT 1ernodka DNS-cepsepos.
CymecTByeT cMelaHHasi CXeMa, BKIIOYalollas PEeKypCUBHYIO M HTEPaTHBHYIO
(as3bl pa3peleHus aipecoB.

Ilpu pacnpeneeHHOM MOAXOAE K pa3pelleHHI0 aJpecoB KaXKIoe CEeTeBOe
YCTPOHCTBO CaMO XpaHWT BCe Ha3HAUCHHBIE €My aJpeca pa3HbIX TUIOB. B aTom
Clly4ae ceTeBOe YCTPOICTBO, KOTOPOMY HEOOXOJUMO OIPEEIUTH [0 U3BECTHOMY
aJipecy HEKOTOPOr'0 CETEBOr0 YCTPOWCTBA €ro aapec APYroro TUIIA, IOCHUIAET B
CeTh IMPOKOBEIIATENBHBIN 3arpoc. Bee cereBble yCTpONCTBA CETH CPaBHUBAIOT
cofiepKaIluiics B 3aIIpoce afipec ¢ COOCTBEHHBIM M, TO CETEBOE YCTPOICTBO, Y
KOTOpPOTro OOHApYXHJIOCh COBIIaJICHHE, TIOCHUIAET OTBET, COJEPKALIMNA HCKOMBIN
agpec. Takag cxemMa HCIOIb30BaHA B NPOTOKOJIE pa3pelIeHHs] aapecoB
(Address Resolution Protocol, ARP) cteka TCP/IP.

[Tpu padore nporokona ARP B JI0KaJbHBIX CETSX C BO3MOXHOCTBIO HINPOKO-
BEIaTeIbHON PACCHIIKH MPOLECC Pa3peIleHNs alpecoB MPOUCXOIUT CIEIYIOLIUM
obpazom. Kaxkelii ceTeBoit uHTEepdeiic okanpHoi cetn umeeT IP-anpec 1 MAC-
anpec. MexceTreBoi NPOTOKOJI CETEBOIO YCTPOMCTBA, KOTOPBI OpraHU3yeT Iie-
penauy IP-nakera, onpenenun [P-anpec unrepdeiica cneayroiero Mapupyrusa-
topa. Ilpexne yem ymakoBath makeT B kaap Ethernet u HanpaBuThH ero mMapupy-
TH3aTOpy, HEeoOXomuMo onpenenuTh ero MAC-anpec. [iist peleHus 3Toi 3a1a4uu
nporoko [P obpamaercs k nporokony ARP.

[Iporokon ARP nomnepkuBaer Ha KakJoM HHTepdeiice ceTeBoro aaanrepa
W MaplupyTu3aTopa otaensHyto ARP-Tabmuiy, B KOTOpoi B Xoe (yHKIHOHH-
pOBaHUS ceTH HakaruuBaercst MH(popMarms o IP-anpecax M COOTBETCTBYIOIINX
uM MAC-anpecax unTepdericoB cetu. [lepBoHavaibHO, MPU MOAKIIOUEHHN KOM-
MbIOTEpa WK Mapuipyruzaropa k cetu, ARP-tabnuia ero unrepdeiica nycra. B
TaKOM CJIy4dae IPOHCXOAMT ONpPOC HHTEP(EHcOoB CeTH IIMPOKOBEIIATEIBHBIM
ARP-3ampocoM, pa3MeIeHHOM B KaJpe TEXHOIOTHUH JIOKATBHON CeTH, HalpuMep,
Ethernet. Kaxmpiii uaTepdeiic cetw momydyaer 3TOT 3alpoc W HAMPABISET €ro
mpotokony ARP. ARP cpaBHuBaer ykazanHBIN B 3ampoce aapec IP ¢ IP-agpecom
cobctBenHoro untepdeiica. [Iporokon ARP, koTopsIii 00HAPYXIT COBIAICHHUE,
¢dopmupyer ARP-oTBeT, B KOTOpOM yKazbiBaeT uckomblit MAC-anpec, i oTmipas-
JISIET €T0 3alpallMBalONIEMy CETEBOMY YCTPOWUCTBY. UTOOBI yMEHBIIUTH YHCIIO
ARP-o0pamennii, 3amiuch O HaHIEHHOM COOTBETCTBHH Mexny I[P-ampecom u
MAC-anpecom coxpansiercs B ARP-tabnuime cooTBeTcTBYyIOmero matepderica.
Ora TabmUIa TOMONHSAETCS TakKe B Pe3yIbTaTe M3BICUCHHS TONE3HON HMHQOP-
Malyu U3 mmpokosenmarenbHeix ARP-3ampocos npyrux uarepdeiicos cetw.

B rno6anbHBIX ceTsX, B KOTOPBIX HE TOAJIEP)KUBACTCS ITMPOKOBEIIATEIbHASL
pacchUIKa, UCIIONB3yeTCsl IIEHTPAIN30BaHHbBIN oaxo. s 3Toro opraHusyercs
ARP-cepBep, Ha KOTOPOM PETHCTPUPYIOTCSl ajipeca CETEeBBIX YCTPOMCTB, IMOJ-
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KJIIOYaE€MBIX K CETH.

JIOCTOMHCTBO pacrlpeelICHHOTO MOIX0Aa COCTOUT B TOM, YTO OH IO3BOJISIET
OTKa3aThCsl OT BEIICNCHUS cepBepa. HemocTaTkoM ero siBiseTcs HeOOXOUMOCTh
[IMPOKOBEINATENFHBIX COOOIICHUH, MEPerpyKarimx ceTh. VIMEHHO MO3TOMY
pacrpeelIeHHbIN MTOIX0 HCIONB3YeTCs B HEOOMBIINX CETSIX, a NICHTPATU30BaH-
HBIA — B OOJIBIIINX.

6.3 MapmpyTusanus

[Iporokosel MapuIpyTH3auy 00ecIIeunBalOT MMOUCK U (PUKCAIMIO MapIIpyTOB
TIPOJBIDKEHUST JAaHHBIX 4epe3 cocraBHyto cerb TCP/IP. 3amauell mpoTokosoB
MapUIpyTU3aliHY SBJSIETCS CO3/1aHKe Ha BCEX MapLIPYTH3aTOPax COITacOBaHHBIX
JpYyr ¢ APYroM TaOJIUI] MapIIpyTHU3alMd, 0 KOTOPBIM OCYIIECTBIISAETCS BBIOOP
palroHaIbHOTO MapIIpyTa.

Paznuuaror IIPOTOKOJIbI, BBINOJHAIOIIHUE CTATUYCCKYI0O U JUHAMUYECKYIO
Mapuipyruzanuio. [Ipy craTHueckoil MapuipyTu3any BCe 3allicu B TaOJHIe
HMEIOT HEU3MEHSIEMbIi CTaTyC M 3aIllOJIHAKOTCA BPYYHYHO aAMUHHCTPATOPOM CeE-
tu. [Ipu AMHaMu4YecKoil MaplpyTH3allKd BCe W3MEHEHHsI KOHQUTypaluu ceTH
aBTOMAaTUYECKH OTPaXKaloTcs B TAaOIMIAX MapIIpyTH3alMu Oarogaps HpPOTOKO-
JaM MapLIpyTU3aluu. DTH HPOTOKOJBI COOMPAalOT MH(GOPMALUIO O TONOJIOTHU
CBsI3€Hl B CETH U ONEPAaTHBHO OTPaXKatoT BCe TEKyIHe u3MeHeHus. [Ipu nuHamu-
YeCcKO MapuIpyTHU3aluy B TabIHLIax A KaXJI0i 3amicy, MOJyIeHHON OT JuHa-
MHYECKOT0 IIPOTOKOJAa MapLIPyTH3alliy, UMeeTcss MH(popMmauus od HHTepBaie
BpPEMEHHU, B TE€UYEHHE KOTOPOTO 3Ta 3alKch OyJEeT OcTaBaThCs AEHCTBUTENBHOM.
Ecnu no ucredueHnn 3TOro BpeMEHH CYIIECTBOBAHUE MapIIpyTa HE MOATBEPIK/Ia-
eTCsl AMHAMUYECKHM IIPOTOKOJIOM MapLIPYTH3aLH1, TO OH CUUTAETCS HepaboumM,
U TTaKeThI 110 HeMY OOJIbIIE HE MOCHIIAI0TCSL.

IIporoxonel JUHAMHYECKOW MapIIpyTHU3alK OBbIBAIOT pPaclpeleiICHHBIMU U
LEHTPAIN30BaHHBIMK. [Ipu pacmpeneneHHOM IOIXOAE BCE MapIIpyTH3aTOPHI
CETH HaXOJSITCS B PaBHBIX yCJIOBHAX. Kaskaplil U3 HUX caMOCTOSTENFHO HaXOIUT
MapIIPYThI U CTPOHUT COOCTBEHHYIO TaOIuIly Mapmpyruzauuu. s s dexruBHO-
TO B3aMMOJEHCTBHS OHHM TOCTOSHHO OOMEHHBArOTCs MH(pOpManuei o KoHpury-
pamuu ceTtd. IIpH 1EHTpann30BaHHOM IOJIXO/E B CETH CYIIECTBYET OAWH BbIJE-
JICHHBIN MapIIpyTU3aTop, COOMPAIOMIMI BCIO MH(OPMANMIO O TOMOIOTHU H CO-
CTOSTHUU ceTH. Ha OCHOBaHWMHM 3THX JAHHBIX TaKOH MapIIpyTH3aTOp CTPOUT Tald-
JUNBl MapIIPYTH3alMd M PAcchlIaeT MX BCEM OCTAIbHBIM MapIIpyTH3aTopam
cetu. LleHTpan30BaHHBIN MOAXOA COCTABIISICT OONee paroHaIbHBIE MapIIPYTH,
HO TII0XO MacITaOupyeTcs IpH pa3BUTHH ceTu. PacnpeneneHHas mapumpyTusa-
IIUsT MOXKET IPUBECTH K BPEMEHHON HECOTJIACOBAHHOCTH TaOMHI] pa3HbIX Mapii-
pPYTH3aTOpPOB. DJTO CBS3aHO C TEM, YTO NPH M3MEHEHUSX B CETH NPOTOKOJIaM
HE0OX0ANMO HEKOTOPOE BPeMsI, YTOOBI BCE MapIIPYTU3aTOPHI CETH BHECIH U3Me-
HEHUS B CBOU TAOJIMIIBI U CIETAH UX COTIACOBAaHHBIMHU.

122



[TpoTokosel MapIpyTH3aMHU 110 00IaCTH TPUMEHEHUS TTOPa3 IeIIOTCs Ha!

— IIPOTOKOJIBI MEKCUCTEMHON (MEXIOMEHHOW) MapIIpyTH3alii — BHEIIHHE
1LTI030BbIe PoTOKO0JbI (Exterior Gateway Protocol, EGP);

—IIPOTOKOJIBl BHYTPUCUCTEMHOW (BHYTPUIOMEHHOW) MapUIpyTH3alluH —
BHYTpeHHHe LLTI030BbIe MpoTokoabl (Interior Gateway Protocol, IGP).

B 3aBucuMoOCTH OT aJiIrOpUTMa MapIpYTHU3alWH BBIICISIOT AUCTAHIHMOHHO-
BekTopHbie (Distance Vector Algorithm, DVA) u aaropurMbl cOCTOSTHUS
xanaJyioB cBs3u (Link State Algorithm, LSA).

B nMcTaHIIMOHHO-BEKTOPHBIX aJTOPUTMAax KaXKIblii MaplIpyTH3aTop C OIpe-
JIETICHHON NEepHOIMYHOCTHIO HIMPOKOBEIIATENFHO PacChlIaeT MO CETH BEKTOp C
METPHUKOIM PacCTOSIHUI OT JAaHHOI'O0 MaplIPyTHU3aTopa /0 BCEX HM3BECTHBIX €My
cereil. Kaxxaplii MapmpyTuzatop, Mojy4lB TaKoi BEKTOp, HapalIMBaeT €ro KoM-
TIOHEHTHl Ha BEJIMYUHY PACCTOSHHS OT ceds J0 JAHHOTO COCela W JIOMOJHSET
uHpopmaieii 00 U3BECTHBIX eMy caMoMy ceTsix. OOHOBIIEHHOE 3HAUYEHHE BEK-
TOpa MapUIPyTH3aTOpP PAcChLIaeT CBOMM COCEAsIM. Takue ajaropuTMbl XOPOIIO
paboTaroT TONBKO B HEOONBIINX CETAX. B OONBIINX CETSIX OHM CO3MAIOT H3JIHIII-
HIOIO HATPY3KYy Ha JIMHUU CBSI3H.

AJNTOPUTMBI COCTOSIHUSI KAQHAJIOB CBsI3€i 00ECTIeUMBAIOT KaXKblii MapLIpyTH-
3arop MH(pOpPMALUeH, KOTOPOH JOCTATOYHO JUIS TOCTPOEeHUs rpada CB3el CeTH.
B Taxux ycnoBusAX Bce MapLIpyTH3aTOphl pabOTalOT Ha OCHOBAaHMH OJHOTO M TO-
ro ke rpada, 4To genaer mpouecc MapIIpyTH3aLuK Oojiee YCTOWYUBBIM K H3Me-
HEeHUAM KoH¢urypanuu. Kakaplii MapHipyTu3aTop HCIOIb3YeT rpad ceTH A
HAXOKAEHUS ONTUMAJIBHBIX MO HEKOTOPOMY KPHTEPHIO MapIIPyTOB A0 KaIOMH
U3 CeTel, BXOAAIINX B COCTABHYIO CETb.

B pesysbrate cinyxeOHbIH TpaduK, co3laBaeMblidi MPOTOKOJIAMH, TTOCTPOCH-
HBIMH Ha OCHOBAaHHUH QJITOPHUTMOB COCTOSIHUSI KaHAJIOB CBSI3M, TOPA3/l0 MEHee UH-
TEHCHBHBIA, YeM Yy NPOTOKOJIOB, MOCTPOCHHBIX Ha NUCTAHIMOHHO-BEKTOPHBIX
aJITOPUTMAaX.

[porecc ompeneneHus HampaBlICHUs NPOIBIDKCHHA IaKeTa IO Talmuie
MapIIpyTH3aIMU BKIOYAET B Ce0s CIIEAYIOIINE HTaIIbL:

1) TlepBoiii 5Tal — MOMCK KOHKPETHOro mMapmpyra K y3ay. [omssri IP-
azpec Ha3HAYEHUS, W3BJICUCHHBIH W3 IPOABUTAEMOrO IMaKeTa, IOCIeJOBATEIbHO
CTpOKa 3a CTPOKOW CpaBHUBAETCS C COACPKUMBIM ITOJIS ajpeca Ha3HaueHUs Tad-
TG MapIIpyTH3ayy. Ecu mpon3o1nio CoBNaaeHne, TO U3 COOTBETCTBYIOLICH
CTPOKH HM3BJICKAIOTCS AJPeC CIEAYIOUIEro MapLIpyTH3aTopa M HASHTH(HUKATOp
BBIXOJHOT0 HHTepdeiica. Ha 3ToM pocMOTp TabNuUIBl 3aKaHIUBACTCS.

2) Ecinu B Tabnuiie HET CTPOKH C TIOJHBIM aJpECOM Ha3HAYCHHS, TO IIPOTOKOI
IP mepexoaut KO BTOPOMY 3Tamy HPOCMOTpa — MOMCKY MapHIpyTa K CeTH
Ha3HaveHus. 13 [P-anpeca BoiienseTcs HoMep ceTH, ¥ TabJula CHOBA POCMaT-
pHBaeTCs Ha PEMET COBIIAJACHHS HOMepa CETH B KAKOW-JTHOO CTPOKE ¢ HOMEPOM
cetH U3 naketa. [Ipy cOBIaZieHUH U3 COOTBETCTBYIOIICH CTPOKU TaOJHIIBI H3BIIe-
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KaloTCs aJpec CIEeAYIOIEro MapIpyTu3aTopa 1 UISHTU(PHUKATOP BBIXOTHOTO MH-
tepdeiica. [IpocMoTp TaOIUIBI HA STOM 3aBepIIaeTCs.

3) Ecnu coBnajzieHne He OOHAPY)KEHO B MPOLECCE BHIMTOJIHEHHUS TIEPBBIX JBYX
3TalNoB, TO Ha TPEThEM dTale cpelcTBaMH NpoTokona [P BeiOupaeTcs MmapmpyT
1Mo yMor4aHui0. [Ipyu oTcyTcTBHM MapuipyTa 0 YMOJIYaHHIO TTaKeT 0TOpachiBa-
ercsl.

st GoNbIIMHCTBA MapUIPYTH3aTOPOB CYIIECTBYIOT TP OCHOBHBIX MCTOYHH-
Ka 3amnmceil B Tabune:

—nporpammuoe obecrieuenne cteka TCP/IP, koTopoe mpu HHUIMATH3AIIH
MapuIpyTH3aTopa aBTOMAaTHYECKH 3aHOCHUT B TaOJNHWIy HECKOJILKO 3aIlicei, B pe-
3yabTaTe 4ero GopMHUpyeTcs MUHUMalbHas TabJIHIa MapIIpyTH3alHy,

— a/IMUHUCTPATOP, HETTOCPEACTBEHHO (POPMUPYIOIINH CTATUYECKUE 3aINCH,;

— IIPOTOKOJIBI MapIIPyTH3aUH, GOPMHUPYIONIHE ANHAMUYECKUE 3aITUCH.

MHoroo6pa3ue MCTOYHHMKOB 3alMcel B TaOJUIlE MapIIPYTHU3alMH, a TaKXKe
paboTa HECKOJNBKHX IPOTOKOJOB ITUHAMHYECKOH MapUIpyTHU3alMd Ha OJHOM
MapHmpyTUu3aTope NnNpuBOAUT K TOMY, 4TO B TaGJ’[I/ILIC MOT'YT IOSABUTBHCA aJIbTEPpHA-
TUBHbIE Mapuipytsl. [l BeIOOpa Hauboliee ONTHMAaJIbHOIO M3 HHX HEJNb3sl HC-
MOJIB30BaTh METPUKU — OHU PA3JIMYHBI JIA pa3HbIX IMIPOTOKOJIOB U HE IMPUTOJHBI
1t cpaBHeHMs. [1o3ToMy HCTIONB3yeTCsl AAIMHHUACTPATHBHOE PACCTOSIHAE — 3TO
CTETNeHb HAJeKHOCTH UCTOYHMKA MapIiupyTHOi uHdopmanuu (Tadmuna 13). Yem
MEHbIIIE 3HAYCHNUE aIMUHUCTPATUBHOTO PACcCTOSHMSA, TeM Oojee HaAKHBIM CUH-
TAeTCsl UICTOUHHUK MapIIpyTa.

Tabnuya 13 — 3nauenus aOMUHUCIPAMUBHBIX PACCIMOAHUL HEKOMOPLIX NPOMOKON08

HcTounuk mapupyra AJIMHHUCTPaTHBHOE PACCTOSIHUE
[MopkiroueHHbII nHTEpdeiic 0
Craruueckuil MapupyT 1
OObeIMHEHHBII MAPLIPYT MO MPOTOKOIY 5
EIGRP
Buemnuit nporokon BGP 20
Buyrpennwuii nporokon EIGRP 90
Iporokon IGRP 100
Iporokon OSPF 110
Iporokon RIP 120
Buennuiit nporokon EIGRP 170
Buyrpennuii nporokon BGP 200

IMporokon mapupytHoii uapopmamuu (Routing Information Protocol,
RIP) — 5T0 IHMCTaHIMOHHO-BEKTOPHBIN MPOTOKOJ MapIIPyTH3ALNH, KOTOPHI
NpeAHa3HaYeH Uil WCIIONB30BaHUS B HEOONBIINX ceTAX. JIaHHBIA MPOTOKOIN
MIPEAIoIaraeT WCHONb30BaHNE B KAayecTBE METPUK CIETYIOIINE IapaMeTphl:
XOIIbl, 3HAYEHUs MPOIYCKHOM CIIOCOOHOCTH, BHOCHMBIE 3aJIEp)KKH, HaJIe)KHOCTh
ceTel, a TaKKe JIF0ObIe UX KOMOHHAIUY.
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[pouecc mocTpoeHust TaOIUIBI MAPIIPYTU3AIMH IPU UCIIOIB30BAHUN MPOTO-
kona RIP mporcxoanT B HECKOJIBKO ATATIOB:

1) Kaxxplii MapIIPyTH3aTOP CO3aeT COOCTBEHHYI0 MHUHUMAIBHYIO TaOJIHILY;

2) pacchUIKa CYIIECTBYIOIICH TAOMHIBI OT KaXJOr0 MapIIpyTH3aTopa coce-
JIM;

3) monyuenue RIP-coobuieHuii oT cocenmeit U 00pabOTKa MOMYyYCHHOW WH-
(dbopmarmu.

[Nocnennue nBa 3Tamna NepHOJUYECKU MMOBTOPSIOTCS, MOKa B CETH HE YCTaHO-
BUTCS KOPPEKTHBIH PEXHUM MapIIpyTH3alMi, KOTOPHI O3HA4aeT, 4TO BCE CETH
JOCTH>KUMBI U3 JIFOOOH CETH C MOMOIIBIO ONTHMAIILHOTO MapiIpyTa.

IIpu nosiBneHun HOBBIX ceTeil mapupyrusaTopsl RIP nmepenator HOByro MH-
(dopManuo B 04epeHOM COOOIIEHHH CBOMM COCEISIM, U TIOCTENEHHO 3Ta HH-
(dopManys CTaHOBUTCS M3BECTHA BCEM MapuUIpyTH3aTopaMm ceTd. [Ipu oTkioue-
HMH Kakoi-mubo cetu npotokonoM RIP ucnons3yroTes cnepyromue MexaHU3MBbI
JUTSL OTTIOBELICHUsI MapLIPYTH3aTOPOB CETH:

—YCTeYeHHEe BPEMEHH JKU3HU MaplIpyT — METOJ OCHOBAaHHBIA Ha TOM, YTO
Ka)k[ast 3aITUCh TaOJUIIBI MapLIPyTH3alUH, TOJIydeHHas 1o npotokony RIP, ume-
€T BpeMsi )KHM3HH U 110 UCTeYeHUH BpeMeHH TaiM-ayta (180 cexynm) Oyner mome-
YyeHa HeAECHCTBUTEIILHOM,

— yKa3aHue OECKOHEYHOT'O PacCTOSHUSA A0 OTKIIOYEHHOH CeTH, PU KOTOPOM
MapuUIpyTU3aToOp JOJKEH HMPOBEPUTh COOTBETCTBYET JIM HUCTOYHMK JAHHOW HH-
(opManMM MCTOYHUKY, OT KOTOPOrO paHee IOCTynaja MH(pOpMalus O JaHHOH
CETH, U €CJIM 3TO TaK, TO CETh IOMEUYAETCS KaK HEJOCTYITHAS.

Bbi60op B KauecTBe «0ECKOHEUHOr0» PAcCTOsIHUS YKcia 16 00yclioBIIeH onac-
HOCTBIO 3allMKJIMBAHUS TTaKETOB B METVISIX CETH B MOMEHTHI HEONpPENEICHHOCTH.
[Ipobnema ¢ merneit, oOpa3yroIIeHcss MEeXAYy COCEJHUMH MapIIpyTH3aTOpaMHu,
pelaercsa ¢ IOMOIIBI0 MeTOAa PacIlelNIeHUs] TOPH30HTA, 3aKIIOYArOIIETOCs B
TOM, YTO MapLIpyTHas MH(POpPMAIHs O HEKOTOPOW CeTH, XpaHSAIIAsACs B TaOJHLe
MapUIpyTHU3aliy, HUKOT/AA HE MEPEAaeTcss TOMY MapIIpyTH3aTopy, OT KOTOPOro
oHa romydeHa. OHaKo pacIIeIyIeHne rOPU30HTa He IIOMOTAEeT, €CIU IIETJIN 00pa-
3YIOTCSI HE IByMS, a OOJBIINM YHCIIOM MapIIpyTH3aTopoB. B Takux cimydasx s
MIPEAOTBPALICHHUS 3alMKINBAHNS MTAKETOB NPUMEHSIOTCS CIEAYIONINE IBA METO-
aa.

— TpUITEpHBIE OOHOBIECHHUSI — METOJl, KOTOPBIH 3aKI0Yaercss B TOM, HUTO
MapUIpyTH3aTop, MOIYYUB JaHHBIE 00 M3MEHECHNH METPUKH 10 KaKOH-TH00 CeTH,
HE KJET MCTEUYEHHs IepHoja Nepeaadd TaONUIbl MapIIpyTHU3aud, a MepenacT
JaHHBIE 00 M3MEHHUBIIEMCS MapUIpyTe HEMEUICHHO, YTO BO MHOTHX CIIydasx
TIPEOTBPAIAET Mepeiavy yCTapeBIINX CBEICHNH;

—3aMOpa)XMBaHNE M3MEHEHUH — METO/, KOTOPBIN CBSI3aH C BBEJCHHUEM TaliM-
ayTa Ha MPHUHITHE HOBBIX JAHHBIX O CETH, KOTOPAas TONBKO YTO CTaja HEAOCTYII-
HOH.

125



[Ipotokon BhIGOpa KpaTtdaiimero mytu mepBbiM (Open Shortest Path
First, OSPF) ocHOBaH Ha anropuTMe COCTOSHHS CBsi3ed W 00NagaeT MHOTHMH
CBOMCTBaMH. DTO IPOTOKOJI pa3dMBaeT MpOLEAypy HOCTPOSHHs TaOIUIBI MapIl-
pyTH3alLlUM Ha JjBa dTara:

1) TMocTpoenue u mojepKanue 6a3bl JaHHBIX O COCTOSIHUH CBS3€H CETH, KO-
TOpBIE TIPEACTABIICHBI B BU/E Ipada (BepIuiHbI rpada — MapluipyTU3aToOphl U MO
ceTH, pedpa — CBA3M MEXIy HHUMH), 32 CYeT OOMEHA MEXIy MapIIpyTH3aTOPaMH
Toii MH(poOpManmei o rpade ceTH, KOTOPOH KaKIbI W3 HUX pacroiaraeT. [lpu
TPaH3UTHOM Iiepenaye Takod MH(POPMALMH MapUIPYTU3aTOPHl ee He MOIU(UIIH-
pyloT. B pe3ynbrare Bce MapuIpyTH3aTOPBI CETH COXPAHSIOT B CBOEH MamsTH
WJICHTUYHBIE CBENIEHUs O TeKyllei KoHpurypauuu rpada cszei cetu. [ns koH-
Tposst Mapiipyruzaropel OSPF nepenator apyr apyry ocobsie coobiienus hello
kaxaele 10 cexyna. Ecmu coobuienus hello mepecraror moctymaTh OoT Kakoro-
00 MapuIpyTU3aTOpa, TO €ro COCEAM JIENAI0T BBIBOJ O €ro HepaboTOCIIOCOOHO-
CTH, BHOCST KOPPEKTHUBBI B TOMOJIOTHIO CETH U MHPOPMHUPYIOT 00 3TOM Apyrue
MapHIpyTU3aTOPHI.

2) Haxox/eHrne ONTHMAJbHBIX MapIIPyTOB M TeHeparus TabIuIlbl MapIpy-
TU3aLUM TIPOU3BOAUTCS C IOMOILBIO UTEPATUBHOrO anropurMa Jlewkcrpsl. Ilpu
9TOM KaXX[blii MapIIpyTHU3aTOp CETH HIIET ONTUMAaIbHbIE MapIIPYThl OT CBOUX
uHTepdeiicoB 10 BceX M3BECTHBIX €My MOACETeH M I KaKAOro MapLipyra 3a-
IIOMHHAET TOJIBKO OJIMH IIar, KOTOPBIM U 3aHOCUTCS B TaOIHILy MapIIpyTH3aLHH.

[Ipu noucke onTuMaibHBIX MapiipyToB nporokoid OSPF mo ymomganuio uc-
HOJIB3yeT METPUKY, YYHTHIBAIOLIYIO MPOMYCKHYIO CIIOCOOHOCTh KAaHAJIOB CBSI3H,
HO TaKXX€ MOXET yYHUTBIBATh 3aJICP)KKU M HAJEKHOCTh IepeJayl NMaKkeToB KaHa-
namu cBsizu. s kaxoid u3 metpuk npotokoid OSPF cTpout otnenbHyro Tabmu-
Iy MapIIpyTU3alyy.

BoruncnuTenbHas CIOXHOCTh aiaropurMma JeMKCTpbl NMPEAbsIBISET BBICOKHE
TpeOoBaHMS K MOIIHOCTH IPOLIECCOPOB MapLIpyTH3aTopoB. Y oHa GBICTPO pacTer
C yBEJIMUEHHUEM pazMepa ceTH. JlJisi MpeoJosieHns 3TOro HelocTaTKa B IPOTOKOIIE
OSPF BBOAuTCS MOHATHE 001ACTH CETH — YacTh CETH, B KOTOPOU MapIIpyTH3a-
TOPBI CTPOSIT rpad CBsI3el TONBKO Uit 3TOM obnacti. Mexay obnactsimMu uHdop-
MaIys O CBA3SX HE MepeaaeTcs, a HorpaHuyHbIe I 00J1acTell MapIpyTu3aTopsl
00MEHHMBAOTCS TOMBKO MHPOpPMAIIHEH 00 afpecax ceTel, UMEIOIMNXCS B KaXI0u
n3 obyacTeidl, ¥ pacCTOSHUEM OT MOTPAaHWYHOI'0 MapHIPYTH3aTOpa OO0 KaxIOoH
ceru. [Ipn mepemade makeToB MEXAy OONacTIMU BBIOMpAETCs OAMH W3 MOrpa-
HUYHBIX MapIIpyTH3aTOPOB 00JACTH, @ UMEHHO TOT, Y KOTOPOTO PACCTOSHHUE 10
HY)KHOH CETU MEHBIIIE.

YcoBepuieHCTBOBAHHBI BHYTPEHHHII IPOTOKOJI MapIIPYTU3alMU HLTIO-
30 (Enhanced Interior Gateway Routing Protocol, EIGRP) — 310 mportokon
MapUIpyTH3alyy, OOBETUHSIOMNN CBOMCTBA MUCTAHIIMOHHO-BEKTOPHBIX HPOTO-
KOJIOB U MPOTOKOJIOB IO COCTOSHUIO KaHana cBsi3u. OH mosieriicst ociie OSPF u
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OJaromapsi CrieliMaJbHOMY alrOpUTMY PacpoCTpaHeHus UHpopMaIuu 00 u3Me-
HEHHSX B TOMOJOTHH CETH 3AlWIICH OT 3alUKIMBaHHsA MapmpyToB. [Ipu sTom
EIGRP Gonee mpoct B peanu3aiuu 1 MeHee TPeOOBATENICH K BBEIYUCITHTEIEHBIM
pecypcam MmapmipyruzaTtopa yem OSPF.

EIGRP wumeer Ooiee ciaoHBIH anroput™ BblumcieHuss merpukn DUAL
(Diffusing Update ALgorithm), kotopsiii Hcmone3yeT cleayroolue KOMIOHECH-
TBL

—MPOMYCKHAs CIHOCOOHOCTh — MHHHMAJIbHAs MPOMYCKHAs CIOCOOHOCTh
ydacTka cetu mapuipyra (B);

—3aJIepIKKa — CyMMapHasi 3aJiepxka Ha BcéM mytu Mapipyta (D);

— HaJIOKHOCTh — HAUXY/AIINH MMOKA3aTeNlb HAJAEKHOCTH HA BCEM MyTH Maplil-
pyra (R);

—3arpy)KEHHOCTh — HaUX YN MOKa3aTeNlb 3arpy:KEHHOCTH HHTepdeiica Ha
BCéM myTn Mapiipyta (L);

— MUHHUMAJIBHBIA pazMep MaKCHMAJIbHOWH eIuHuubl nepegayu (Maximum
Transmission Unit, MTU) Ha BcéM myT Mapiipyra — 3T0 MAKCHMAJbHBIH pa3-
Mep TaKera, KOTOphIH MOXeT ObITh TiepenaH uepe3 ceth 0e3 dparmentaiuu (B
pacuere METPHUKH HE yIaCTBYET).

Cornacao DUAL pacyer MEeTpUKH MPOU3BOIUTCS T10 CIIEAYIOLIeH BopMmysie:

M =(K1xBW+K2xﬂ+256xK3xD)x( Ky ), 17
256 - L K, +R
rme Ki —KkodpduUIHeHTsI, UCIOIb3yeMble UIS pacuera MeTpukH (Mo ymorda-

Huro ko3¢ duientsl EIGRP umetor cnenyronme 3Hauenus: Ky = 1; K, = 0; K3 = 1;
Ks=0; Ks= O),

BW — npomexyTouHBI TapaMeTp, 3aBUCSIIIHA OT IMPOIYCKHON CIOCOOHOCTH
Y BBIYHCISIEMBIH 110 cleaytoteii Gpopmye:

256; 107 . (18)

Kaxnplii MapiupyTu3aTop CeTH HAa OCHOBAHHH PAaCCUMTAHHBIX METPHK JUIs
Ka)XJI0l U3BECTHON €My CeTH Ha3HAa4eHHMs OIpeessieT CIACIYIONHe 1Ba apamMeT-
pa:

—Advertised distance (AD) — BennuHHa METPUKH MEXIY COCEIHHM Mapiil-
pPYTH3aTOPOM, KOTODBIA TpeaiaraeT MapIIpyT K CETH Ha3HAa4YeHHs, W CEThIO
Ha3HAYCHUSL.

—Feasible distance (FD) — BenmurHa METPUKH OT JAHHOTO MapuIpyTH3aTOPa
10 ceTH HazHavyeHHs (paBHA cymMMe AD M BENMMYMHON METPUKH 10 MapLIpyTH3a-
TOpa, KOTOPBIN HCITONb30BAJICS NP MOTYYSHUH BeTHYHHBI AD).

Ha ocnoBammun AD u FD mapmpyrtuzatop aist KaXI0d ceTH Ha3HauYCHUS
ompeIeNnsieT MePBbIi MapIIPyTU3aTOp OCHOBHOIO Mapuipyra — SUCCessor (Mapii-
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pPYTH3aTOp C CaMbIM MUHHUMAJBHBIM 3HaueHHeM FD 1o ceTn Ha3HaveHus), a Tak-
Ke TePBBIN MapiipyTu3aTop pesepBHoro mapiipyra — feasible successor (mapiu-
pyrusarop ¢ 3HauenueM AD menbimm, yem FD ocHoBHOrO MapiipyTa).

st cBoeit pabotsl EIGRP ncrionb3yer 5 THITOB co0OIIEHNH:

—hello — mapupyri3zaTopsl HCHONB3YIOT MUpPOKOBenarenbHbie hello-makers
0e3 MOATBEPKACHUS [Tl OOHAPYKESHUSI COCECH;

—update — cooOIeHusl, B KOTOPBIX COMEPKUTCS HHPOpMAIUs 00 M3MEHEHHH
MapIIpyTOB, OTIPABJISIOTCS TOMBKO MapIIPyTH3aTOpaM, KOTOPBIX Kacaercs 00-
HOBJICHHUE;

— (Uery — Korjia MapuIpyTH3aTop BBIMOIHSET MOACYET MapIIPyTa U y HErO HEeT
feasible successor, OH OTIIPABIIAET (UEry-TIAKET CBOUM COCEISIM JUIsl TOT'O YTOOBI
orpeieuTh HeT Ju feasible successor Jy1st 3TOro MyHKTa Ha3HAYECHUS Y HUX;

—reply — mapuipyruszatop ormpasisier reply-naker B OTBET Ha query-Taker;

—ACK — makert, KOTOpPBIif TIOATBEPXkKIAET MOTydeHne maketo update, query u
reply.

[Ipu MapuIpyTU3aIMi B KPYITHBIX COCTABHBIX CETAX HEOOXOAMMO HCIIOIb30-
BaTh JPYrHe MOJXObI, KOTOPhIe 0a3UPYIOTCS Ha pa3OHMCHUM CETH HA aBTOHOM-
Hble cucteMbl (Autonomous System, AS) — 3T0 COBOKYIHOCTH CeTell Mo eiu-
HBIM aJMHUHHUCTPATHBHBIM YIIPABJIECHHUEM, OOCCIIEUMBAIOIINM OOIIYIO U BCEX
BXO[ILIMX B ABTOHOMHYIO CUCTEMY MapIIpyTH3aTOPOB MOIUTHUKY MaplIpyTH3a-
u. Homep aBTOHOMHO#M CHCTEMBI COCTOUT U3 16 pa3psaoB M HUKaK HE CBSI3aH C
npedukcamu IP-aspecoB BXomsummx B Hee cereil. Beibop Mapuipyra Mexay as-
TOHOMHBIMH CUCTEMaMH OCYLIECTBIISIIOT BHEIIHHE LITIO3bI, KOTOPBIE COSTHHSIOT
aBTOHOMHBIE CHCTEMBI MEXOy coO0H. [l 3TOro OHM HCHONB3YIOT BHELIHHUE
LITIO30BbIE IIPOTOKOJIBL.

Morpanuunblii (BHemHuMii) nLT030B0H mpotoxoa (Border Gateway
Protocol, BGP) B Bepcuu 4 sBIsICTCS B HACTOSIIEE BPEMsi OCHOBHBIM MPOTOKO-
JIOM 00MeHa MapuIpyTHOH UH(OpMalel MeXIy aBTOHOMHBIMH cucTemMamu WH-
TepHeTa.

BHyTpHu Ka)Xmoif aBTOHOMHOW CHCTEMBI MOXKET MPHUMEHSTHCA 000 U3 Cy-
LIECTBYIOIIMX HPOTOKOJIOB MAapLIPYTH3aLllK, B TO BPEMs KaK MEXIy aBTOHOM-
HBIMH CHCTEMaMH BCEr/a IPUMEHSETCS OIMH M TOT K€ IPOTOKOIL.

Mapuipyrusatop B3aUMOJCHCTBYET ¢ IPYrHMH MapIIpyTH3aTOpaMu 110 Mpo-
Tokoxy BGP Tonmpko B TOM citydae, eciiy aIMHUHUCTPATOp SIBHO yKa3bIBaeT IPH
KOH(HUT'YPUPOBAHUH, YTO ITH MAPLIPYTU3ATOPEI ABIISIOTCS €r0 COCEISIMU — TAKOH
croco0 B3aMMOJAEHCTBUS yIOOEH B CHUTYallHH, KOTAa MapUIpyTH3aTOPbI, OOMEHH-
BalOIMeCs MapLIPYTHOH HMH(pOpManued, NpHHAIeKAT pasHbIM ITOCTABIIUKAM
YCIIYT.

OcHoBHBIM coobmennem mporokona BGP sBisiercs cooburenne update, ¢
MOMOIIBI0 KOTOPOr'0 MapIIpyTH3aTOp cOOOIIaeT MapIIpyTH3aTOPy COCeIHEH aB-
TOHOMHOW CHCTEMBI O TOCTH)XUMOCTH CETeH, OTHOCSIIMXCS K €ro COOCTBEHHOU
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aBTOHOMHOI1 cucteme. Takoe COO6H16HI/IE SABJIACTCA TPUTTCPHBIM — OHO IOChLIA-
€TCA TOJBKO TOrjJga, Korjga B aBTOHOMHOI CHCTEME ITOSBIISIOTCS HOBBIC CETH MIIN
HOBBLIC ITYTH K HUM, a TAKK€ €CJIM UCUYE3aI0T CYIICCTBOBABIINEC CCTHU WJIN ITYTH.

6.6 IIpoToK0JIBI TPAHCMOPTHOTO YPOBHSA

TpancrioptHblii ypoBens cteka TCP/IP mMoxxer mpenocTaBisiTh BhILIENEKa-
LIeMy YPOBHIO JIBa THIIA CEPBHUCA:

— JIOCTaBKY 10 BO3MOXXHOCTH, WJIM C MaKCUMAaJIbHBIMU YCHJIMSIMH, 00eCreyu-
BaeT MPOTOKOJI MoJib30BaTeabckux aeiitarpamm (User Datagram Protocol,
UDP);

—TapaHTHPOBAHHYIO JIOCTaBKY 00ECIeYHBaEcT MPOTOKOJI yNpaBJIeHUs nepe-
naueii (Transmission Control Protocol, TCP).

O0a >Tu NpOTOKOJIA BEMYT ISl KAXKIOro MPHUIOKEHHS IBE CUCTEMHBIE ouepe-
AU o4€pE€Ab NOCTYMAOIIUX K IMPUITOXKCHUIO JaHHBIX U3 CETU U OYEPECAb OTIIPpaB-
JIAEMBIX OTUM HNPUIOKEHUEM JTaHHBIX B CCTh. Takue cucreMHbIe o4yepean Ha3bI-
BAIOTCS MOPTAMM, KOTOPHIM ISl MACHTU(HUKALMKN MPUCBAMBAIOTCS HOMeEpa. 3a
MOMmyJAPHBIMHU CUCTEMHBIMH CJ'ly)K6aMI/I 3aKPCIUIAIOTCA CTaHAAPTHBIC HAa3HAUCH-
HBIE «XOPOLIO M3BECTHBIE» HOMEpa, KOTOpBIE 3aKPEIUIAIOTCA U IYOIUKYIOTCS B
crargaprax MartepHera (Homepa ot 0 mo 1023 gBIsIOTCS YHUKAJIBHBIMH B TIpese-
nax VHTepHeTa M 3aKPEIULIIOTCS 3a MPHIOKCHMSIMH LEHTPalIn30BaHHO). [l
OCTaJIbHBIX PHIOKEHHUI HoMepa nopToB (0T 1024 mo 65535) mubo HazHayaroTCs
JIOKAJIBHO Pa3paboTYMKaMH 3TUX MIPWIOKEHUH, JINOO BBLACISIIOTCS AUHAMUYECKH
U3 MyJia CBOOOTHBIX HOMEPOB OIEpaIMOHHON cuctemoi. [Ipunoxenus, nepena-
IolMe JaHHbIe Ha ypoBeHb [P o nporokony UDP, nony4aroT HoMepa, Ha3blBae-
Mbie UDP-niopramu, a no nporokony TCP — TCP-nioptel. Hukakoit cBsi3n Mexay
HazHaueHHBIMU HOMepaMu TCP- u UDP-mopToB Her.

CranmapTHBIe Ha3HAaYEeHHBIE HOMEpa MOPTOB YHHKAJIBHO HICHTH(GHIUPYIOT
THUIT «XOPOIIO N3BECTHOT0» MPHUIOKEHHS, HO OHM HE MOTYT HMCIOJIb30BATHCS JUIA
OJIHO3HAYHOH HMICHTU(HKAIIMY NPHUKIAJHBIX MPOLECCOB, CBA3AHHBIX € KaKIbIM
13 3TUX THUIIOB NPHJIOKEHUH. DTO CBSI3aHO C TEM, YTO HA OJTHOM CETEBOM YCTPOH-
CTBE MOTYT OBITH 3aITyLICHBl HECKOIBKO OJMHAKOBBIX MPWIOKEHUH, KAXKIOMY U3
KOTOpBIX OYZIET COOTBETCTBOBATH OJMHAKOBBIE HOMEpa MOPTOB. [y BO3MOXKHO-
CTH COBMECTHOW pabOTHl 3TH TIPWIOKCHHUS CBS3BIBAIOTCA C pa3HbIMU [P-
aapecamu. IloaTomy mpuKIagHOW Mponece OTHO3HAYHO OMpPEAENsAeTCs B Ipese-
Jax CEeTH W B TPEZENax OTAEIbHOI'O CETEeBOro ycTpoiictBa mapoil «IP-agpec —
HOMEp TIIOpTa», KoTopas HasbiBaeTcs cokeToM. Coker, ompeneneHHbIN [P-
aapecom u HOMepoMm UDP-mopra, HaszeBaercss UDP-cokerom, a IP-anpecom m
HomepoM TCP-nopra — TCP-cokeToMm.

IIporoxon UDP sBnsiercd mpoCTEWIIMM JedTarpaMMHBIM IPOTOKOIOM, HC-
TIOJTb3YeMbIM, €CIH 3aj[ada HaJe)KHOro 0OMEeHa MaHHBIMH JIMOO0 BOOOIIE HE CTa-
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BUTCS, JIMOO pelaercsi cpeicTBaMu Oojiee BBICOKOTO YPOBHSI — IPUKIAIHBIM
YPOBHEM MIIN TTOJIb30BATEIBCKUMHE MIPUIOKEHUSIMH.

[Iporokon UDP nobaBnser K KaxJIOMy OTIEIbHOMY COOOIIEHHIO, ITOCTYIa-
IOIIEMY OT TIPHKJIAJHOTO YPOBHsI, CBOM 8-OalTHBIA 3arolioBOK, (GopMupys U3
9THX COOOIIEHNI COOCTBEHHBIE MPOTOKOJBHBIE €AWHHIBI, Ha3biBaeMble UDP-
neritarpammamu. Ilocie atoro mporokon UDP mepenmaer ux HuKenexamemy
mporokony IP. Ctpykrypa 3aronoBka UDP-meiitarpaMMbl TipeficTaBiIcHa HA PH-
cyHke 41.

0 15 16 OUTEI 31
Sourse Port Destination Port
Length Checksum

Pucynok 41 — Crpykrypa 3aronoska UDP-geiirarpammsl

3aronoBok UDP cocTouT n3 4eThipex ABYXOaNUTHBIX MOJIEH:

—Sourse Port — nomep UDP-miopTa otmpaBureris;

— Destination Port — mromep UDP-mopra mosmy4aresist;

— Length — nuHa mefrarpamMMsr;

— Checksum — koHTpoOTbHAS CyMMa.

Oynkiun npotokona UDP cBonmsdTcs K mpocToil mepenade AaHHBIX MEXAY
MIPUKJIAHBIM U CETEBBIM YPOBHSMH, a TaKKe MPUMHUTHBHOMY KOHTDOIIO HCKa-
JKEHUI B IE€pelaBaeMbIX JaHHbBIX, IPU KOTopoM nporokon UDP Tonbko quarso-
CTUpYeT, HO He UCTIPaBIIsieT OMMNOKyY. Ecii KOHTponbHAS cyMMa MOKa3bIBAaET, YTO
B none ngaHHbiXx UDP-neitrarpamMmbl mpousonuia omu0ka, o nporokon UDP
MPOCTO OTOPACHIBAET IOBPEXKICHHYIO ACHTarpamMmy.

[Ipotoxon TCP ocHOBaH Ha JIOTHYECKOM COCOMHEHWH, YTO IO3BOJISET €MY
obecrieunBaTh TapaHTUPOBAHHYIO JOCTaBKY JAHHBIX, UCIIONB3yd B Ka4eCTBE MH-
CTpYMEHTa HEHaJeXKHbII JedTarpaMMHbI cepBuc nporokona IP. YcranoBnenue
JIOTHYECKOT0 COEIMHEHUs IO3BOJIIET HYMEpOBaTh MAaKeThl, MOATBEPXKIATh HX
IIpUEeM KBUTAHIMSIMHU, OPTaHH30BBIBATh B CIIydae IOTEPH ITOBTOPHBIE NEPENAYH,
pacIio3HaBaTh M YHHYTOXATh AYOJIMKATHI, JOCTABIATH NPHUKIATHOMY YPOBHIO
MAKEeThl B TOM TIOPSIIKE, B KOTOPOM OHM OBUTH OTHpaBiieHBl. biaromaps stomy
MIPOTOKOITY MPUKIAJHBIE MPOLECCH ABYX CETEBBIX YCTPOWCTB MOTYT MOIIEPKH-
BaTh OOMEH MaHHBIMH B AyIuieKcHOM pexnme. TCP naer Bo3moxHOCTH 6e3 omm-
OOK JOCTaBHTH C(OPMUPOBAHHEIN HA OJTHOM M3 CETEBHIX YCTPOMICTB MOTOK Oaii-
TOB Ha JF000€ JIPyroe ceTeBoe YCTPOUCTBO, BXOSIIEE B COCTABHYIO CETh.

Jlornaeckoe TCP-coenmHeHne OAHO3HAYHO UIAECHTH(UIHUPYETCS Mapoi COoKe-
TOB, ONPENEIEHHBIX U 3TOTO COSIMHEHHS ABYMS B3aWMOJICHCTBYIOIINMHE IPO-
LeccamMm.
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IIporokon TCP paccmarpuBaeT MH(POPMAIHMIO, TOCTYMAIOIIYI0O K HEMY OT
MIPUKIIJHBIX TIPOIECCOB, KaK HECTPYKTYPHPOBAHHBIM MOTOK OaWTOB, JaHHBIE
kotoporo Oydepusyrorcs cpeacreamu TCP. Jyis mepenadn Ha CeTeBOI YpOBEHb
n3 Oydepa BbIOMpaeTcsl onpeieneHHas HeNpepbIBHAS YacTh JAHHBIX, KOTOpas
Ha3biBaeTcs | CP-cermenToM U cHaOxaercs 3aroioBkoM. CTPYKTypa 3arojioBKa
TCP-cermeHTa npeacTaBieHa Ha pUCYHKe 42.

0 3 4 6 7 15 16 OUTHI 31

Sourse Port Destination Port

Sequence Number

Acknowledgement Number

xwfoiX|T|-|Z]|= .
HLEN |Reserv|2|2|O|x v>-|= Window
z g;) w|> %() & ad c>/-) LL
Checksum Urgent Pointer

Pucynok 42 — Crpykrypa 3aronoBka TCP-cermenra

B cocras 3aronoBka TCP-cermMeHTa BXOIST CIIETYIOLINE TTOJIS:

—Sourse Port — nomep TCP-nopra ornpaBurels;

— Destination Port — momep TCP-mopTa momy4arerns;

—Sequence Number — mocrieoBaTeNbHbIH HOMEP — HOMEp MEpBOTO GaiiTa
JaHHBIX B IIepPeAaBacMOM CEIMEHTE, KOTOPBIH ONpenelsieT MOJNI0KEeHHEe TaHHBIX
CEerMEeHTa OTHOCUTENBHO Beero 00beMa NepeiaBaeMbIX JaHHbIX;

—Acknowledgement Number — moaTBepskaeHHBIH HOMEp — yBETHUYCHHbIH
Ha €AMHUIY MAKCHMaJbHBIII HOMEp IOIY4eHHOro NPHEMHUKOM OaiTa (HOMep
oXXKHIaeMoro OaiTa);

—HLEN (Head Length) — mmunHa 3aronoBka — KOIHYECTBO 32-X OGHUTHBIX
CTPOK B 3arojioBKe (/i cTaHmapTHoro 3aroioBka TCP 0e3 JOMONHUTENbHBIX
napameTpoB, KaK 3TO MPeCTaBIeHo Ha pucyHke 42, pasuo 0101);

—Reserv — tpu 3ape3epBupoBaHHBIX OuTa, nMeronx 3HadeHue 000;

—NS (Nonce Sum) — 6uT HCTIONB3YeTCS TS YITyUIICHHsS paboThl MEXaHu3Ma
SIBHOTO yBemomuteHust o rieperpyske (ECN);

—CWR (Congestion Window Reduced) — ¢uar ycranaBiauBaeTcss OTIIPaBH-
TeneM, 9To0Bl moka3aTh, uTo TCP-¢pparmMeHT ObLT MONYyYeH C YCTaHOBICHHBIM
nosteM ECE;

— ECE (ECN-Echo) — npu ycranosientnom rare SYN ykassIBaeT Ha TO, 4TO
otmpasurens nakera noguepxkuBaer ECN, pu copormennoM nare SYN — Ha 1O,
uro |IP-maker ¢ moarBepkaennem meperpysku (Congestion Experienced, CE) B
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mosie ECN 3arosioBka ObUT MOTYYeH BO BpeMsl OOBIYHOM Mepenadyn, YTo O3HAYACT
neperpysky cetu anst TCP-ornpaButens;

—URG (Urgent pointer) — ¢uar cpo4HOro coo0IeHus;

—ACK (Acknowledgement) — npu3Hak KBUTAHIIMK HA MPUHSATHIA CETMEHT;

—PSH (Push) — mpusnak 3ampoca Ha OTIIPaBKY COOOMIEHUST 0e3 OXKHIaHUS
3anonHeHus oydepa;

—RST (Reset the connection) — npu3Hak 3ampoca Ha cOpPOC COeTUHEHHUS;

—SYN (Synchronize sequence numbers) — mpu3HaK COOOIICHHUS, HCTIOb3Y-
€MOr'0 JUIsl CHHXPOHHU3AINK CUCTYMKOB TIEPENAHHBIX NAHHBIX MPU YCTAHOBJICHUH
COCTMHEHNS;

—FIN (Final) — npusHak moCTHKeHUs Tepeaaroniell CTOPOHOH MOCIEeTHEro
OaiiTa B IOTOKE MepeaBaeMbIX TAHHBIX;

—Window — okHO — KOIHMYECTBO GalT JAaHHBIX, KOTOPHIE OKTIAAET OTIPABHU-
TeNlb JIAHHOI'O0 CEerMEHTa, HauMHas ¢ 0alTa, HOMEp KOTOpOro ykaszaH B MOJie
Acknowledgement Number.

— Checksum — koHTponbHAS CyMMa,;

—Urgent Pointer — ecau ycranosiied ¢iar URG, To 1aHHOE [OJIE€ COLEPHKUT
YUCIICHHOE 3HaUCHHUE MOJIOKHUTEIBHOIO CMELIEHHs, YKa3bIBAIOIEee Ha OCIeJHUH
0aiiT CPOYHBIX JAHHBIX, KOTOPBIE HEOOXOUMO MIPUHATH B IIEPBYIO OUEPEb.

[pu ycranosnennn TCP coeanHeHus B MepByr0 o4epeb HEOOXOAUMO OIpe-
JeNUTh TTapaMeTphl IPEACTOSMIEro oOMeHa JaHHBIMH, IS 3TOr0 KaXJas CTOPOHA
COEIMHEHUS MIOChUIaeT MPOTHBONONIOKHONW CTOPOHE CIIEYIOIINE IIapaMeTphL:

— MaKCHMAaJIbHBIH pa3Mep CerMeHTa, KOTOPBIH OHa FOTOBA IPHHUMATE;

— HaYaJbHBIA pa3Mep OKHAa — MaKCHMaJbHBI 00beM NaHHBIX, KOTOpPBIN OHa
paspelniaer Apyroil CTOpOHe IepenaBaTh B CBOIO CTOPOHY 0e€3 IOATBEp KICHHS
KBUTAQHIUAMU;

— HaYaJIbHbIHA TOPSIKOBBIM HOMep OaiiTa mepechuUIaeMbIX JaHHBIX.

CoenuHeHHE yCTAHABIMBAETCS [0 HHUIMATHBE KIMEHTCKON YacTH MPUIIOXKe-
Hus, TCP KOTOpPOro MOCHIIaeT CEerMEHT-3alpoc Ha YCTAHOBJICHUE COETMHEHHS
mporokony TCP, paGoraromemy Ha CTOpOHE cepBepa. B sTom 3ampoce comep-
xurcst Guar SYN, ycraHoBneHHsiii B 1. CepBepHasi CTOpOHA, TONYYHB 3arpoc,
BBIJIEISIET PECYPCHI I 00CTY)KMBaHHS KIMEHTA M ITOChUIAET KIMEHTY CErMEHT C
¢maramu ACK u SYN. B otBer ximeHT noceutaer cermeHT ¢ ¢uarom ACK u me-
PEXOIUT B COCTOSIHHE YCTAaHOBJIEHHOTO JIOTHYECKOro coequHeHus. [lomyuus ¢uar
ACK, cepBep Takxke IIEpPeXOAUT B COCTOSIHUE YCTAHOBJICHHOTO JIOTMYECKOI0 CO-
eIMHEeHUSL.

CoenuHeHne MOXKET OBITH Pa30pBaHO B JIFOOOH MOMEHT IO MHHUIHATHBE JIFO-
6011 cTOpOHBI. J{JIsT 3TOro KIMEHT WM CepBep MOChUIAIOT cerMeHT ¢ ¢utarom FIN
u nony4JatoT B otBeT cerMeHT ¢ ¢gaarom ACK. TouHo Takoii ke oOMeH cermeH-
TaMH JOJDKEH OBITh MPOW3BEICH B IPOTHBOIONOKHOM HampasieHHH. CoequHe-
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HUE CUMTAETCA 3aKPBIThIM IO MPOILIECTBUU HEKOTOPOrO BPEMEHH, B TEUEHUE KO-
TOPOr0 CTOPOHA-MHUIIMATOP yOexmaeTcs, uTo ee 3apepmaromuii curHan ACK
JIOIIENT HOPMAJIBHO M HE BBI3BAJ HUKAKUX «aBapHIHBIX» COOOIIEHUH C IIPOTUBO-
MIOJIOXKHOM CTOPOHBI.

Jist opraHuzaniy HaIe)KHOrO 0OMEHa JTaHHBIMH HEOOXOAMMO IO/ TBEPIKIATh
MIPaBUJIBHBIN IPUEM CErMEHTOB. JIJI 3TOro UCTONb3yeTcs nepeaadya ¢ KBHTHPO-
BaHHeM, IIPH KOTOPON HCTOYHUK OTCBHIJIAET JaHHBIE, a IPUEMHHK MOJATBEPKIAET
UX TIONy4eHHE KBUTAHIMSAMH. ECIN MCTOUHMK BOBpEeMs HE TONy4YaeT KBUTAHIMU
Ha NepefiaHHble JaHHbIE, TO OH MepeAaeT UX MOBTOpHO. Bce MeTonbl ¢ KBUTHPO-
BaHUEM MOYKHO Pa3/eNMTh Ha JIBa Kjlacca:

—MeTO/AbI NPOCTOSA UCTOYHUKA, TTPH KOTOPHIX UCTOYHUK MEPETAET CErMEHT,
JOKHMJAaeTcs KBUTAHIIMM OT MPUEMHHUKA U TOJBKO TOCIE TOr0 MOChUIal Cleny-
IOIUI CETMEHT;

—MeTO/ABI CKOJIb3AIero OKHa, P KOTOPBIX IS MTOBBIIIEHUS CKOPOCTH IIe-
penayu JaHHBIX MCTOYHHKY pa3peliaeTcs MepeaaTh HeKOTOpoe KOMUYECTBO Cer-
MCHTOB, HC JOXHIAiACh MPUXOoAda Ha OTU CCTMECHTBI KBPITaHLIPIﬁ.

B npotokone TCP ucnonb3yercs MeTo/ CKOb3sIIero okHa. Koraa ueTogHuk
noceutaer TCP-cermenT, oH momeniaeT B mojie Sequence Number Homep nepeoro
0aiiTa TAaHHOTO CErMEHTA, KOTOPBIN CIYXHUT WACHTU(UKATOpOM cermMeHTa. Ha
OCHOBaHHMH 3THX HOMEpOB NpueMHUK T CP-cermMeHTa OTJIMYaeT aHHBIA CErMEeHT
OT JIPYTUX M MO3UIHMOHHUPYET IMOJNYYCHHBIH ()parMeHT OTHOCHTENBHO OOIIero
MoTOKa 0aiToB.

B xadecTBe KBUTAHIINM MPUEMHUK CETMEHTa OTCHUIACT OTBETHBIN CETMEHT, B
more Acknowledgement Number kotoporo OH MmOMeIIaeT YHCIO0, HA EIUHHUILY
MIPEBHIIIAIOIIee MAKCUMAJIbHBIM HOMep OaiiTa B MOTYyYEeHHOM CETMEHTE. DTOT
HOMEp TaK)Ke yKa3bIBaeT Ha CICAYIOIINI OKUIaeMblil 0aiiT qanHbix. OfUH U TOT
xe TCP-cermeHT MOXeT HeCTH B ce0e MOJIb30BaTENbCKUE JTaHHBIC U KBUTAHIIHIO,
KOTOPOH MOATBEP)KOAeTCs MOTyYSHHE NAHHBIX OT MPOTHBOIOIOKHON CTOPOHHI.
Ksuranmus B nmpotokone TCP moceutaeTcs TONBKO B ciydae MpaBHIHLHOTO TIpHe-
Ma MaHHBIX. OTCYTCTBHE KBUTAHIIMH TOBOPHUT O MOTEPU CETMEHTA, €r0 MCKaXKe-
HUH, WIHA TOTEPU KBUTAHIINH.

B cBs3u ¢ Tem, uro npotokon TCP sBiseTcst TyIUIeKCHBIM, KaXKOas CTOPOHA
OIHOBPEMEHHO BBICTYIIAET KaK MCTOYHHK, TaK M MPUEMHHK. Y KaXKIOW CTOPOHBI
ecTb Tpu Oydepa: TepBEIi — I XpaHEHHU MPUHATHIX CETMEHTOB, BTOPOH — IS
CErMEHTOB, KOTOPBIEC TPEACTOUT OTIIPABHUTH, TPETUH — I XPAaHEHUS KOMHUH OT-
MIPaBIICHHBIX CETMEHTOB, HO KBUTAHIIMH O TTONyYE€HHH KOTOPBIX €Ille He MOCTYITH-
mu. Korna mporokon TCP mepenaer B ceTh CErMeHT, OH TOMEIIAET €ro KOIMUIO B
O6ydep u 3amyckaer Taiimep. Korna npuxomut KBUTaHIUS HA 3TOT CETMEHT, COOT-
BETCTBYIOIIAs KOMUS yaajseTcs u3 odepenn. Eciu jke KBUTAHIMA HE TPUXOIUT
JI0 HCTEUYEHUSI CPOKa, TO CETMEHT ITOChIIIaeTCs TOBTOPHO M3 Oydepa.
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6.7 AyrenTuguKanus B KOMIbIOTEPHBIX CETAX

Jns opranm3amuyn 0e30macHOM repenayn WH(OpMAIMU MEXIy CETeBBIMU
YCTpPOMCTBaMH, B3aHUMOAEHCTBYIOIIMMH Yepe3 HeOe30MacHyl OTKPBITYIO CETh
HEOOXOANMO OpraHM30BaTh 3AIUIICHHBIA KaHaJ, KOTOPBIA IOJpa3yMeBaeT BbI-
TIOJTHEHHUE TPEX OCHOBHBIX ()YHKIIHIA:

— B3aUMHas ayTeHTH(UKAIMS CYOBEKTOB IPHU YCTAaHOBJICHUH COEIUHEHUS;

—3allUTa [epeAaBaeMbIX 110 KaHaly COOOIIEHHH OT HECAaHKIIMOHHUPOBAHHOIO
J0CTyMa — MU(pOBaHHUE;

— IIOATBEPK/EHHE LEIOCTHOCTU MOCTYNAIONIMX [0 KaHATy COOOIEHHH.

Bropast u Tpetbst QyHKIMK OBLIM PaCCMOTPEHBI B pa3Jiesie, MOCBSIIEHHOM Me-
TOJaM 3aIUThl WHGOpPMAIMU Ha (HU3NUECKOM ypoBHE. PaccMoOTprM ocTaBIIyIOCS
(byHKIUIO.

UnenTudukanus — 3To Npolece pacno3HaBaHUs CyObEKTOB C IIOMOIIBIO 3apa-
Hee MMPUCBOCHHBIX UM HIICHTH(PHUKATOPOB. AyTeHTHHUKAIUA — TO Npoliece, 3a-
KJIIOYAIOIUICSA B MPOBEPKE MOMATMHHOCTH cyObeKkTa. TakuM o0pa3oM, cpeacTBo
ayTeHTU(PUKAIMHM — 3TO MMPOrPaMMHBIAH MOJIYNb WM aIlliapaTHO-IPOrpPaMMHOE
YCTPOMCTBO, KOTOpOe oOecrednBaeT MPOBEPKY IOMIMHHOCTU CyObeKTa, T. €.
yCTaHABIIMBAET, ABISAETCA JH OH TeM, 3a Koro ceds BblgaeT. B kauectBe cyObek-
TOB MOT'YT BBICTYNaTh MOJIb30BaTeNN MHGOPMALMOHHON CHCTEMBI, MPUKIIAIHbIE
WM cUcTeMHbIe Tporiecchbl. OOBEKTHI, K KOTOPBIM CYOBEKTHI MOTY4aroT AOCTYI —
9TO UHPOPMAIMOHHBIE PECYPCHIL.

B ofmem cimydae CyImecTBYIOT TpH KJlacca OTO3HAHUS, HA OCHOBAaHUU KOTOPBIX
CTPOSITCS BCE CPENICTBA ayTEHTU(MHUKAIMU. DTH KIIaCChl 0a3UpYIOTCSI Ha!

— YCIIOBHBIX, 3apaHee MNPHCBAaNBAEMBIX IPHU3HAKAX (CBEICHUAX), M3BECTHBIX
CyOBEKTY;

— (U3NYECKHX CPEACTBAX, NEHCTBYIOIINX aHAIOTHYHO (PH3UIECKOMY KITIOUY;

— MHAUBHAYaJbHBIX XapaKTePHCTHUKAX CYyOBEKTa, €ro (M3HYECKUX IaHHBIX,
TI03BOJISFOIIHMX BBIIETUTH €r0 CPEI APYIHX JIHIL.

ITaposbHBIe MeTOABI MPOBEPKH MOATHMHHOCTH CyOBEKTOB IIPH BXOJE B CH-
CTEMY MOTYT NPUMEHATCS Ha OCHOBE MPOCTBIX M JAWHAMUYECKH W3MCHSIOIIUXCS
naposieu.

[Ipn ucnonb30BaHMH METO/A MPOCTOI0 MAPOJISI €r0 3HAYECHHE HE U3MCHSIETCS
B TEYECHHE YCTAHOBIICHHOI'O aJIMHHHCTPATOPOM CITYKObI O€30MaCHOCTH BPEMEHH
neiictBus. Takoil MeTox 3aKITF0YaeTcsl B TOM, YTO CYOBEKT HaOMpaeT TONBKO eMy
M3BECTHYI0 KOMOWHAIIMIO CHMBOJIOB. JIaHHBIA Maposib CpaBHUBAETCA C HTAJIOH-
HBIM, XPAHSIIUMCS B CHCTEME, M TPHU IOJIOKUTEIHHOM pE3yIbTaTe MPOBEPKU
CyOBEKT IOoNTydaeT K Hel JocTyIl. JlaHHas cxema OIO3HAHUS SBJISIETCS TPOCTOM C
TOYKH 3pEHUS peasn3aliy, HO IMEEeT /IBa HeJ0CTaTKa:

— CJIOKHOCTH 3allOMHMHAHUS Ui OONBIIMHCTBA CYOBEKTOB MPOW3BOIBLHOTO
Habopa CHMBOJIOB, UCIIONB3YEMOT'0 B Ka4eCTBE MapoJIs;
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— YSI3BEMOCTB TapoIts Ipy Habope.

MopepHun3amueid cXeMbl IPOCTOTO MapoJs SIBISETCS cXeMa MmapoJieil oIHo-
KPaTHOI'0 MCHOJIb30BAHMS, B KOTOPOH CyOBeKTY Bblnaercst criucok u3 N mapo-
neid. Ilpu xakaoM oOpallleHHH K CHCTeME CHUHXPOHHO HCIIONB3YeTCs Mapoib C Te-
KyIIUM HOMEpPOM, a BCE IMapoid C MpPEeAbIIYIIMMH HOMEpPaMH BBIYEPKUBAIOTCSL
JanHast cxema o0ecrieunBaeT OOJNBIIYIO CTETeHbh 0E30MacHOCTH, SBIsIETCs Ooree
CJIOKHOM M TaK)Ke UMEET CIIETYIOIINEe HETIOCTATKH:

— cyOBEKT JIOJDKEH NMOMHHUTHh WM UMETh IpU cebe BECh CIHCOK Haponeil n
CJIE/IUTD 32 TEKYIUM IapoJieMm;

— B Clly4ae, eClIi BCTpedaercsl omulKa B Ipoliecce nepeaadu, TpyIaHO OIpe-
JIeTIUTh, CIIEAYET JIM Mepe/iaBaTh TOT K€ CAMBIH MapoJIb WU MOCIIATh CIEAYIOUINI;

— HeoOXOIMMO UMETh Pa3HbIe TAONMIBI MApoIei I KaXkKJI0ro CyobeKkTa, Tak
KaK MOXKET MPOM30MTH paCCHHXPOHU3AIHS pabOTHI.

[Tpu rcnonb30BaHUK AUHAMUYECKH N3MEHSIOIETrocs] MapoJIsi €ro0 3HAUeHNe
JUTSL KXK/IOTO HOBOT'O ceaHca paboThl M3MEHSIETCS 10 ONpeleNIEHHBIM MpaBUIaM.
MCTOJIBI MPOBEPKU NMOAJIMHHOCTU HAa OCHOBEC JUHAMHNYCCKN U3MCHAIOLICTOCA IMa-
poust obecrieyuBaroT OOJBIITYI0 0€30MaCHOCTh, TaK KaK 4acTOTa CMEHbI Mapojel B
HUX MakcuMasbHa. [Ipu 3TOM KaXIblil CIeAyOLMI Iapoyib 110 OTHOLIEHUIO K
MIPEABIYIIEMY U3MEHSETCS 110 [IPaBUIaM, 3aBUCAIINM OT UCIIOIb3yEeMOro METoa
MIPOBEPKH MOATMHHOCTH.

K crnenyromemMy kiaccy cpeAcTB ayTeHTH(HKALMK, OTHOCATCS METOMBI, OCHO-
BbIBalOIMecs HA (U3NYECKUX CPeICTBAX, KOTOpPBIE UMeeT IpH cede CYyOBEeKT,
oOpamtatonuiics k cucteMe. K HUM OTHOCATCS WACHTH(HKALMOHHBIE KapThl C
nepopUpOBaHHBIM WIIM MarHUTHBIM KOZOM, a TAKKe Psifi aKTHBHBIX YCTPOICTB,
Ha3bIBAEMBIX 3JIEKTPOHHBIMU KIIHOYaMM, BKIIOUYAIOLIMX B CeOs: CMapT-KapThl C
nporieccopamu, USB-6pemoku, yerpoiictea Touch Memory u T. .

B MarHuTHBIX KapTax MH(OpPMalus 3alHCHIBACTCS HA HECKOJBKUX NOPOXKKAX
MarHUTHOTO CJIOS U TIPEJCTaBIIAET COOOH JaHHBIE, HCIIONb3yeMble [UI UICHTH (-
Karuy. K 3THUM 1aHHBIM OTHOCSTCS: HOMEP CyObEKTa MIIH €ro UM, apoib, KO-
YECTBO JOIYCTUMBIX MCIIONb30BaHUM KapThl U T. A. Hapsay ¢ oueBUIHON IPOCTO-
TOW HCHOJIB30BAHUSI MarHUTHBIE KapThl OONaJaloT HU3KOH 3alUIIEHHOCTHIO OT
KOMMPOBAHHS COMEPXKUMOT0. J{JIst 3aMMThl OT MOJUIENKH WIN KOITMPOBAHUS Kap-
TOYKH TPEOYIOT CIOKHOM TEXHOJOTMH WX HW3TOTOBJIECHHS W, COOTBETCTBEHHO,
CIIOKHOW ammapaTyphl U CYMTHIBAHUS 3alicaHHON Ha HuUX mH(opMmarwwn. [Ipn
TMOOBIX CIOco0axX JOCTHYH aOCONIOTHOM 3aIlUTHl OT KOMMPOBAHMS MarHUTHBIX
KapT MPaKTUYECKH HEBOSMOXHO, TAK KaK HOCHTENb BCETZa OTKPBIT U JOCTYIa
TTOCTOPOHHUX JIHII.

DNEeKTPOHHBIN KITF0Y B CaMOM OOIIEM CMEICIIE MPEICTaBIseT cOOOU (u3mde-
CKHI HOCHTENb MACHTH(HUKATOpa CyObEKTa, ero maponsd. B oramdme oT maposs-
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HBIX CHCTEM IPH HCIOIB30BaHNH 3JIEKTPOHHOTO KITI04a CyOBEKT UMEET s Tpe-
HUMYILECTB!

— eMy He HaJ0 3allOMHMHATh 3HA4YEHHWE IapoJisi, TaK Kak Mapojib 3alicaH B
KJII0YE;

— OH OCBOOOXKIEH OT (DYHKIMH 3aIIUTHI Mapojsl OT KOMIPOMETAIMHU TIPH €T
BBOJIE, TaK KaK MapoJib CYUTHIBACTCS U3 KITI0Ya;

— Bce (DYHKIUH I10 3alUTe OT MOAEIKH ITapoJis WK er0 HeCAaHKIIMOHUPOBaH-
HOT'O HCIIOIb30BAaHMA BO3IAral0TCs Ha DIIEKTPOHHBIH KITIOY;

— [apoiib MOXHO CAENaTh CKOJNb YIOJHO OONBIIMM, TaK Kak CyOBEKT Hero-
CpPEICTBEHHO C HUM He paboTaer.

B cuity Toro uto, Kak 1 uaeHTH()UKAIMOHHAS MATHUTHAS KapTa, SJIEKTPOHHBIH
KJIIOY SIBIISiETCSl (PU3NYECKUM CPEACTBOM XpaHEHMS WICHTH(HKATOpa CYOBEKTa,
€ro MOXKHO CKOIIMPOBATh U NoAzenats. Bce MHOrooOpasue 3MeKTPOHHBIX KIIIOUeH
Ki1accu(UIUpPYeTCsl 10 OCHOBHOMY IPH3HAKY, ONPEAENSIONIEMY HX 3alllWIIeH-
HOCTH OT KOIIMPOBAHUS U TIOACIKH, TaK KaK ObICTPOACHCTBHE, 00bEM XPaHHUMOTO
I/IJICHTI/I(bI/IKaTOpa, ra6ap1zm;1 1 ApYTrue€ XapakKTECPUCTHUKU SBJIAIOTCA, 10 CYIIECTBY,
IMpOU3BOAHBIMU OT HETO.

Ki1104, KOTOpHIil HEBO3MOXKHO MOJIENATh, ABIAETCS AKTUBHBIM YCTPOHCTBOM,
cozieprKallM B [IaMATH UOCHTU(UKATOpP, He NOCTYMHBIM Uit urenus. Hampumep,
JJIEKTPOHHBINA KIII0Y MOXKET COAEPKATh KPHIITOCXEMY, B KOTOPYIO IIPH U3TOTOBIIE-
HHU 3arpy)kaercs clydaifHOe 3Ha4eHHe KiIoda. BHe KpHNTOCXeMBI 3TO 3HaYeHHE
HUTJIE HE 3alUChIBacTCA. Y CTPOHCTBO MOXHO CKOHCTPYHPOBATh TaKUM 00pa3oM,
YTO TOIBITKA MPOYECTh KII0Y IPUBOAUT K €0 YHHYTOXKEHHIO. Y CTPOMCTBO TaKo-
ro THHa oONafaeT «MHIUBUAYAIBHOCTBIO», KOTOPYKD MOXKHO BBIIBUTH TOJIBKO
MIOCPEACTBOM 3aJlaHUsl YCTPOWUCTBY pPa3iNYHBIX LU(POBBIX 3HAYECHHI W 3amUCH
€ro OTBETOB.

K 6momeTpuyeckoMy KJaccy CpPeICTB ayTeHTU(HKAIMU OTHOCSTCS METO-
Ibl, Oasupyromuecs Ha ONpPEACICHHH HHAWBHAYAIBHBIX XapaKTePUCTHK, IPH-
CYIINX KAXIOMY CYOBEKTY M IO3BOJSIIOIINX BBIICIUTH €ro Cpean Ipyrux. buo-
METPUYECKHUE METOABI ayTeHTU()UKALMH MOXKHO Pa3JeluTh Ha J(Be OoJpLIne Ka-
TErOpUM — CTaTHYECKHe U ITUHAMHYeckHe. K mepBoil OTHOCATCS METOHBI, OCHO-
BaHHBIE HA (DU3HOJIOTNYECKOW XapaKTePHCTHKE CYOBEKTa, T. €. HEOTHEMIIEMOH,
YVHUKaJIbHOM XapaKTEepUCTHKE, JAaHHOH eMy OT POXKACHHUS. 3/1eCh aHAIN3UPYIOTCS
TaKue MPHU3HAKH, KaK OTIECYATKH MaJbIIeB, YePThl JHIA, CTPYKTypa Iinasa (cet-
YaTKW WIHA PaTy’>KHOH 000JI0YKH), JaI0Hb, (OpMa PYKH U T. TI.

K rpynmne quHaAMHYECKHMX OTHOCSAT METOJBI, KOTOPbIE OCHOBBIBAIOTCS Ha IIO-
BEJICHYECKOIN XapakTepucTuke cyobpekTa. OHU MCTIONB3YIOT 0COOEHHOCTH, XapaK-
TEpHbIE JUIS MOJCO3HATENBHBIX ABWXEHHH B MPOIIECCE BOCIIPOU3BEACHHUS KaKOTr0-
0o nevictBusa. K Taknm XapakTepuCTHKaM OTHOCSITCS TOJIoC cyObekTa, 0cOoOeH-
HOCTH €rO IOJIMCH, JTUHAMHYECKHE IapaMeTpbl NMHUCbMa, OCOOEHHOCTH BBOJA
TEKCTa C KJIABHATYPHI.
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B ocHoOBe MeToz1a OMTO3HAHUS 10 OTIEYATKY Maibla JISKUT YHUKAIEHOCTD PH-
CyHKa KalMUIAPHBIX Y30pOB Ha MalibllaX y KaXJIoro cyObekra. YCTpoHCTBO pe-
THCTPUPYET HAa HEKOTOpPBIC YYACTKH PHCYHKA, YHHKAJIBHBIC IS KOHKPETHOT'O
OTIeYaTKa, U OIpeenseT MX B3aUMHOE PACIONOXKEeHHe, WIH 00pabaTbiBaeTcs
n300paxKeHHUe BCETO OTIEYaTKa MaJblia.

Meroj oro3HaHus CyObEKTa IO JIMIY OCHOBAH Ha YHHKAJIbHOCTH YEpT JIHILA.
Mero 3akito4aercsi B IpeoOpa3oBaHUM YepT KOHKPETHOTO JIMIA B aJTOPUTMHU-
YECKyI0 MOJIeJb, KOTOpasi CpaBHUBAETCS WITH ¢ (hoTorpadueil Ha IPOIYCKe, UITH C
COJIEP’)KUMBIM 0a3bl poTorpadueckrx JaHHbIX.

Meton ono3HaHUs CyOBEKTa MO PagyXKHOH 000JIOUKE I7Ia3a OCHOBAH HAa YHU-
KaJBbHOCTH PHCYHKa DPaAyKHOH OOONOYKHM Kakaoro cyowbekra. PamyxHas o0o-
JouKa cyOBeKTa CKaHHPYETCs, pa3BopauMBaeTcs U Ipeodpasyercs B LUPPOBYIO
rocIeioBaTeNbHOCTh. [loATBepKIeHNEe MOUTMHHOCTH CYOBhEeKTa MPOUCXOIUT Ha
OCHOBAaHHHU CpPaBHEHUS IOMY4E€HHOH IM(POBOH MOCIEIOBATEIBHOCTH C JTANOH-
HOM.

Merton ono3HaHus 10 00pas3ily ronoca OCHOBaH Ha TOM, YTO Y KaXJIOTro CyOb-
€KTa HEIIOBTOPUMBII TOJIOCOBOW PHCYHOK, KOTOPBIA 3aBHCHT OT Moja, (usnue-
CKMX OCOOCHHOCTEH, THIIA CTPOSHHUS T'OJOCOBBIX CBA30K, NMOJOCTH HOCA, (POPMBI
pTa, TAKUX XapaKTEPUCTHK, KaK 4acTOTa M aMIUIMTYHa. DTOT METOA IIOCTPOEH Ha
BBIJIETICHUN Pa3/IMYHbIX COYETAHWH YAaCTOTHBIX M CTATUCTHYECKHUX XapaKTepH-
CTHK ronoca.

Metons! ayreHTH(UKALUKM CYOBEKTOB NMPUMEHSAIOTCS Ul YAAJICHHOTO OIOo-
3HaHUSA cyOBbEeKTOB. IIpH 3TOM IpOoGIIeMOl CTAaHOBUTCS Tepeaaya Mo He3alHIIeH-
HOH ceTH ayTeHTH(UKaTopa cyOheKTa, a TaKKe JIOBEpHUE YIAIeHHOMY CPEICTBY,
KOTOpoe OyZIeT OCYIIECTBIATH OMO3HaHUE CYyOBEeKTa. B ceTeBBIX TEXHOIOTHAX
NPUHATO IPUMEHATH CTPOryl0 ayTeHTH(UKALHUIO, B TIPOLIecCe KOTOPOM UCTIONb-
3YIOTCS METOIBI IIM(POBAHMUS, a ayTEeHTU(HUKATOp HE IepenaeTcs 1o CeTH B OT-
KpbITOM BHze. BmecTo ayreHTH(UKaTOpa MOXKET MCHONB30BAaThCS €ro X3II-KOJ,
NOJTyYEeHHBI B pe3ysbTaTe NPUMEHEHHs OIHOCTOPOHHEH (YHKLIMH XeIIHpoBa-
HHSL

Jnst peanu3auny yaajdeHHON ayTeHTH()HKAIMK B CETAX UCIONB3YIOTCA MPO-
TOKOJIBI ayTeHTUGUKamuu. OOIIas cxema, UCIONb3yeMasi IPaKTHYECKH BCEMHU
MPOTOKOJNIAMH ayTeHTH()UKALUH, COCTOUT U3 CICAYIOIINX IeiCTBHIL:

— AJmca xenaeT yCTaHOBHTH 3alllMIICHHOE coennHeHne ¢ bobom mmm cuura-
fomuMces HaaexHsM LlenTpom pacnipocTpanenus kiawudeii (Key Distribution
Center, KDC);

— MEXITy CTOPOHAMH TIEPECHUTAIOTCS CIIyKeOHBIe COOOIICHNS,

—Bech 0OMEH JaHHBIMU LIM(PPYETCS ¢ IMOMOLIBI0 OJHOTO U3 CHMMETPHYHBIX
QJITOPUTMOB IIU(POBAHUS, TaK KaK WX IPOM3BOIMTEIBHOCTH HAMHOIO BBIIIE
MPOU3BOIUTEIBHOCTH aCHMMETPHYHBIX alrOPUTMOB,;

—C MOMOIIBI0 AaCHMMETPHYHOI'O MeTo/a IMU(POBAHUS MPOUCXOIHUT PACIIPO-
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CTpaHEHHE CEKPETHOTO CEAHCOBOr'O KITFOYa, KOTOPBIH OYAET MCIONb30BAThCS IS
JanpHeimero ooMeHa nHpopManuei,

— 10 3aBepIIeHUuH pabOThI MPOTOKAa AJinca JA0JKHA OBITH YBEpEeHa, YTO yCTa-
HOBJIEHO coenuHenne ¢ booom, a bob — ¢ Anuncoii.

Nmena «Asmca» u «bo0» TpaJMIIMOHHO HCIONB3YIOTCSA Uil 00O03HAYCHHUS
CyOBEKTOB TPAKTHYECKH BO BCEX MAaTepHajiaxX, KACAIOIIUXCS KpUITOrpaduu, ¢
Tex mop kak Pon Pusect ucnons3oBan ux B 1978.

Ha pucynke 43 npencraBiieHa yrnporieHHas ¢popma IpOTOKoJIa ayTeHTH(IKA-
uun Otyasi-Puca, kotopslit Obu1 onyonikoBaH B 1987 rony.

1
Anuca ~4C‘% B, R, Ka(A, B, R, Ra) » b6

KDC

A, Ka(A, B, R, Rp)
B, Ks(A, B, R, Rg)

®
1 Kg(Reg, K

Pucynok 43 — IIporokon ayrenruduxamu Otyssi-Puca

Ha pucyHke HCTIONB3YIOTCS ClEAYIONIIE YCIOBHBIE 0003HAUCHUS:

—A u B — cyobexTsl ayreHTHUKanMU Ajrca 1 bob cOOTBETCTBEHHO;

—Rj — oxnuk cyObekTa, re HHIEKC O3HA4YaeT ero OTHpPaBHTENs, IIPU OTCYT-
CTBUM MHAEKCA OKJIUK SIBISIETCS OOIINM;

—Kj — k1104 cyObekTa (Ui CHMMETPHYHOr0 Mn(ppoBaHusl), Tl MHAEKC 03Ha-
YaeT BJIAJEIbIIA KIII0Ya;

—Ki() — muppoBanne CHUMMETPUYHBIM METOJIOM AaHHBIX, YKA3aHHBIX B CKO-
6oukax, xirouoM K;;

—Ej — oTKpBITBII KITIOY cyOBekTa (Uil aCUMMETPUYHOTO IU(GPOBaHUs), TIC
MHJIEKC O3HAYaeT BIaJielIblia KIF0Ya;

—Ei() — umdpoBanne acHMMETpUYHBIM METOIOM NAHHBIX, YKA3aHHBIX B CKO-
Ooukax, KimodoM E;;

— Kg — ceaHCOBBIH KITIOY.

B mporokome OTy3s-Pruca Annca HaunHaeT ¢ popMUPOBAHUS MApHl CIydaii-
HBIX HOMEPOB: R, KOTOpPEIi OyAeT UCIONb30BaThCS B KAUECTBE OOIIEro OKIINKA, U
Ra, KoTOpEIit Anica OyIeT UCIoib30BaTh B KadecTBe okimka boba. [lomyaus 3to
coobmenne, bod GopMupyer HOBoe cooOIIeHHE, MCTIONB3Ys 3anIM(POBAHHYIO
gacth coobmmenus Anncsl Ka(A, B, R, Ra) 1 aHaiorn4Hyto coOCTBEHHYIO YacTh
Kg(A, B, R, Rg). O6e 3Tnt wactu coobmuienws, 3ammpposannsie karouamu Ky n Kg,
uneHTHGUIUpyT Amicy u bo6a, cogepxat oOIMil 1 MHAWBUTyaTbHbIC OKITUKH.
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LleHTp pacmpoCTpaHEeHUs KIIFOUEH SBIISCTCS TOBEPEHHBIM CEPBEPOM ayTEHTH-
¢uxanun s Anmcel U boba u Bnaneer nHpopManuei o ux kiodax. [lostomy
OH paciidpoBbIBacT 00e YacTH cooOIIeHH s, ocTynuBIIero or boba, mpoeeps-
€T, COBITIAJAIOT JIX OOIIHE OKIMKH R B 00eux wacTsax cooOmenus. Eciu onn He
COBIAJIAIOT, TO 3TO TOBOPUT O BO3MOXKHOW aTake Ha CepBep ayTCHTH(HUKALIUH.
Ecnm 06a o6umx oknuka R coBnagaror, KDC cuntaer cooOmieHue, mory4eHHoe
ot Boba, nocTOBepHBIM. 3aTeM OH I'eHEpUPYeT ceaHCOoBBId KiIrou Ks U pacmpo-
CTpaHsieT ero Mexxay Amnmcoil u bodowm, 3ammdpoBaB cOOTBETCTBYIOMINMHE KIIIO-
gamu Anucel u boba. Kaxgoe coolriieHre Takke CONEPIKUT OKIHMK CYObeKTa, B
JIOKa3aTeJIbCTBO TOT0, YTO 3TH coobmieHust mocnansl KDC, a He 3M0yMBIIILTCHHH-
koM. B pesynbTare BhImonmHeHMs anroputma Anuca U bob o0magaroT omgHEM U
TEM K€ CEaHCOBBIM KITFOUOM M MOT'YT HauaTh OOMEH HH(pOpMAaIHei.

AyTeHTU(HKAINS TAKIKE MOXKET BBIOIHATHCS C TMOMOIIBI0 ACHMMETPHYHBIX
MetojioB muppoanus (pucyHok 44). s storo oba cyowekra (Anuca u bob)
JIOJDKHBI OBITH MMOJIB30BATEISIMH CHCTEMBI, KOTOpast O0CTy)KHUBAET MH(POBaHUE C
OTKPBITBIMH KJIFOYaMU, 06ecneq1/IBaeT FEHECpalrI0 HAJCKHBIX 3aKpBITBIX U OT-
KPBITBIX KITFOUEH, a TakXKe paclpOCTpaHEHHWE OTKPBITHIX KJIOYEH MO 3ampocam
3aKOHHBIX I10JIb30BATENEH CUCTEMBI.

CepBep OTKPBITBIX
KITIouei

Aunuca

Eg(A, Ra)

gt Ea(Ra, Rs, Ks) “

Ks(Rs) -

Pucynok 44 — [Iporokon ayTeHTH(PHUKALNH C TIOMOIIBIO OTKPBITOTO KIIF0Ya

Bhauane Anmca 3ampammBaeT y cepBepa OTKpBITHIN Kimod boba, momydaer
€ro M C €ro noMoIsio mugdpyer cBoe coodmenne boby ¢ 3asBkoi Ha ycTaHOBIIE-
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HHUe coequHeHus. bob pacmmdpoBsiBaeT cooOIIeHHe OT AJIHCHI CBOUM CEKPET-
HBIM KJIFOYOM, 3alpaliiBacT y CepBepa OTKPBITHIN KII0Y AJUCHI, Te€HEPUPYET
CEAHCOBBIN KIIIOY IS IIU(PPOBAHUS CHMMETPHUYHBIM METOJOM IOCIEAYIOIUX
coo0IeHnH, KoTopeie OyayT nepenaBaTthest Amuce. Ilocne atoro bobd mmdpyer
OTKpBITHIM KJIFOUOM AJIMCHI OTBETHOE cooOlieHue Ha ee 3ampoc. llomydenHoe
coobenne Anuca pacm(poBBIBAET CBOUM CEKPETHBIM KIIFOUOM, yOexaercs ¢
TIOMOIIBIO0 OKJIMKA, YTO COOOIIEHNE AEHCTBUTENBHO MonydeHo or boba u mox-
TBEPXKJIAET YCTAHOBJIEHHE COSTUHEHHSI C NCTIONb30BAHUEM CEaHCOBOTO KITIOUa.

6.8 TexHosiornu pa3rpaHu4eHusi A0CTyNa

CpencrBa ayreHTH(HKAUN HEOOXOIMMBI Ul OpPraHU3allii CHCTEMbI KOH-
TPOJISl IOCTYTIA, KOTOpasi pPeliaeT Kakue MX OIepanuid paspelieHbl Ipy B3auMo-
JIEUCTBUU CYOBEKTOB M 00BEeKTOB. [locie Toro kak cyObeKT, MpoWas ayTeHTu(u-
KalMio, J0Ka3aJl CBOIO JIETalbHOCTh, €My MPEIOCTaBISETCsS HEKOTOpPBIA Habop
IpaB MO OTHOIICHUIO K 3alllIIaEMbIM O6’I)CKT3M.

Hanenenue neranpHbIX CyObEKTOB NpaBaMH JJOCTYIA K 0ObEKTaM Ha3bIBAETCs
aBTopu3anueii. [Ipoueaypa npuBeneHus: aBTOpU3alMU B JIEWCTBHUE HA3bIBAETCS
pasrpanuyeHueM (yrnpaBJieHHeM) TOCTYIOM.

CyliecTByeT HECKOJIBbKO MOIXO/I0B K MPOLECCY OPraHU3aliy pa3rpaHuueHuUs
JIOCTYIIA!

1) cmucku koutpoust xocrymna (Access Control Lists, ACL) — 3akirogaercst
B TOM, YTO JUIsl KQKAOrO 3aIIUIAeMOro o0beKTa COCTABIISIETCS CIIMCOK BCEX TEX
CyOBEKTOB, KOTOPHIM MPEIOCTABICHO MPAaBO JOCTYNa K HEMY, WIH, Ha00OpOT,
JUISL K&XJIOr0 CYOBEKTa COCTABIISIETCS CIIMCOK TeX 3alHIAeMbIX 00BEKTOB, K KO-
TOPBIM €My MPEOCTABICHO PaBO JOCTYIA;

2) u36upaTesibHOe (auckpenoHHoE) ynpaBJjieHHue JOCTYTIOM
(Discretionary Access Control, DAC) — npeamomnaraer hopMHpOBaHHE IByMEP-
HOM MAaTpHIIbl, IO CTPOKAM KOTOPO COliepiKaTcs WACHTH(UKATOPHI CYObEKTOB,
o cToNOmaM — WACHTH(UKATOPHI 3aIIUINAeMBIX O0BEKTOB, a B sUeiikax comep-
KUTCS HHPOpMAIHA 00 ypOBHE MOTHOMOYHHA COOTBETCTBYIOMIETO CYOBEKTa OT-
HOCHTENBHO COOTBETCTBYIOIIETO 00BEKTA;

3) nostHoMouHOe (MaHaaTHOE) ynpasieHnue gocrynmom (Mandatory Access
Control, MAC) — kaxoMy 3aminaeMoMy 00beKTy MPHUCBANBAETCS TIEPCOHAND-
Hasl YHUKaJbHAs METKa, MOCJIE Yero JAOCTYI K 3TOMY OOBEKTY OyJeT paspelicH
TOJIBKO TOMY CYOBEKTY, KOTOPBI B CBOEM 3aIlpoce MPEIbsSBUT METKY OOBEKTa
(MaHIaT), KOTOPYIO €My MOKET BBIIATh aJMHUHUCTPATOP WU BiIajeler] O0heKTa;

4) poaesoe ynpasaenue gocrynom (Role Based Access Control, RBAC) —
IIpaBa JIOCTYNa CyObEKTOB K OOBEKTaM I'PYIIHPYIOTCSA C YUETOM CIeU(UKN UX
TIPUMEHEHHs1, 00pa3ys poi, HabOp KOTOPHIX JOIKEH COOTBETCTBOBATH MEPEUHIO
Pa3IUYHBIX JOJHKHOCTEH, CYIIECTBYIOIIUX B OpPraHU3aInH.

VY Kax0ro U3 NpeACTaBICHHBIX ITOIX0/I0B K MPOILECCY OpraHU3ally pas3rpa-
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HUYEHHS JIOCTYIa €CTh CBOW JIOCTOMHCTBA M HEJIOCTAaTKH, a TAKXKE ONpe/IeTIeHHbIE
obnactu npuMeHeHust. Harpumep, HeZoCTaTKOM METO/Ia pa3rpaHUYeHHs JOCTYyTIa
Ha OCHOBE MAaTpPHIIBI MOJHOMOYHH SIBISETCS TO, YTO C YBEJIMYEHHEM Macirada
JlaHHAs MaTpPULA MOXKET OKa3aThCsl CIMIIKOM IpoMo3zkoi. PoneBas cucrema no-
CTyma JIydile Bcero paboTaeT B OpraHM3alMAX, B KOTOPBIX CYIECTBYET YETKOe
pacnpezieneHue JoDKHOCTHBIX 00sS3aHHOCTEH.

PoneByro cuctemy ynpaBiieHHS! JOCTYIIOM Jierde aJIMHHUCTPHPOBATH U KOH-
TPOJIMPOBATH, YeM JMCKPELHOHHYI0. B poneBoii cucreme mpasa JocTymna BbLIa-
I0TCS B BUJIE MHTETPUPOBAHHOTrO Habopa pa3pelleHui, pacCUMTaHHbIX Ha BO3-
MOXXHOCTh BBITIOJTHEHUsSI HEKOTOPBIX OTHOCHUTENIBHO CIIOKHBIX onepanuii. B
HacTodllee BpeMsl POJIeBOe yIpaBieHHe JOCTYIIOM SBJIeTcs Hauboliee Iepcrex-
TUBHBIM B CHJIY TOT'O, YTO B HEM COYETAIOTCS YEPThl MAHAATHOTO U JHCKPELUOH-
HOTO MeTO/I0B. PoJIeBOM OCTYI SBNISETCS ICHTPATH30BAHHBIM METOIOM (KakK U B
MaHJaTHOM METOJIE, ITOJIb30BATENb JIUIIEH BO3MOXKHOCTH YIPABIISATh HA3HAYCHH-
€M IIpaB), HO Ooyiee TMOKMM, 4eM MaHAATHBIA. 3aHMMasi MPOMEKYTOUHOE IOJI0-
JKEHHE MEXIY MaHAATHBIM U JIMCKPEIIMOHHBIM METOJaMH, POJIEBOE YIpaBlICHUE
JIOCTYIIOM YCTYIaeT UM 000MM B MacIITa0HUPYeMOCTH.

6.9 IPSec

IPSec (IP Security) — aTo coriacoBaHHbIN HabOp OTKPBITHIX CTAHAAPTOB, B
PO KOTOPOTO BXOAAT TPU MPOTOKOJIA:

— AH (Authentication Header) — 3aronoBok ayreHTH()HUKAINK — TAPAHTHPY-
€T IIeJIOCTHOCTh U ayTeHTHYHOCTH JAHHBIX, KPOME TOrO MOJKET IPOBEPATH AyO-
JMPOBaHHE NTAKETOB,;

—ESP (Encapsulating Security Payload) — urkancysmsmus 3anmdpoBaHHBIX
JaHHBIX — MIU(pPYeT IepeAaBacMble MEKIY CETEeBBIMH YCTPOHCTBAMH JaHHBIE,
obecrieunBasi KOH(QUICHIINAIBHOCTh, MOXKET TAKXKe MOJICPKUBATh ayTEHTU(H-
KaIlHIO U IIEJIOCTHOCTh JJAHHBIX;

—IKE (Internet Key Exchange) — obmen kmrouamu MHTepHeTa — TIpemo-
CTaBIJISIET CETEBBIM YCTPOWCTBAM 3aIlMIIEHHOE OJHOHAIPABICHHOE JIOTHYECKOE
COeMHEeHHUE ISl PAacIIpEeIeHNs] CEKPETHBIX KIIFOUei, HeOOX OIMMBIX ISl pabOThI
JPYTUX MTPOTOKOJIOB, — Ge3omacHy0 accommamuio (Security Association, SA).

Cranpmaptel [PSec mMO3BONSIOT CeTEBBIM YCTPOHCTBAM HCIONB30BATH JTFOOOE
KOJIMYECTBO OE30IacHBIX aCCOLMALMN C Pa3IMYHBIMU XapaKTePHCTHKAMHM, YTO
JIaeT BO3MOXKHOCTB BBIOMPATh HYXXHYIO CTEIICHb JICTAIM3ALNH 3aIlUTHL. Y CTAHOB-
neHre 0e30IacHOM accoIMAIi HAUYMHAETCS ¢ B3aUMHOM ayTeHTH(HUKALMU CTO-
poH. Beibupaembie nanee mapamMeTpsl SA ONpEAeNsioT, KAKOH U3 ABYX HPOTOKO-
noB, AH wmu ESP, Oyner mpuMeHSThCS IS 3aIlUTHl TAHHBIX, W KaKWe U3 JI0-
CTYIHBIX (QYHKIMN OH OyJeT BHIONHATS.

[porokon [PSec momyckaeT kak aBTOMAaTHYECKOE, TAK U PyYHOE YCTAaHOBJIE-
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Hue OesomacHoi accouumanuu. [Ipu pydHoM criocobe agMHHHCTPATOp KOH(QUTY-
pUpYyeT KOHEYHbIE Y3JIbI TaK, YTOOBI OHM ITOJICPXKMBAJIM COTJIACOBAHHBIE Mapa-
METpPBI acCOIMAaINY, BKJIIOYAsl CEKpEeTHBIE KIToun. [Ipy aBTOMaTH4eckoil mpore-
nype yctanoBieHust SA mporokoinsl IKE, paGoraromrye Ha pa3sHBIX CETEBBIX
YCTPOWCTBAX, BEIOMPAIOT MTapaMeTPhl B XOJI€ TIEPErOBOPHOTO MpoIlecca.

IPSec moxer paboTark B IBYX peXrMax: TPAHCIIOPTHOM M TYHHEJIHPOBAHHUSI.
B TpancnoptHoM pexxume 3aronoBok IPSec Bcrasisiercs cpa3sy 3a 3aronoBkom IP.
B mose Protocol 3aronoska IP momemaercs kom6unatus (00110010 aust ESP u
00110011 mms AH), xoTopast yKaseIBaeT Ha TO, YTO Jajee CIEAyeT 3arojioBOK
IPSec, B koropom conepkutcst HHGOpMaLUsl, Kacarouascsi 0e30MacHOCTH.

B pexxume TyHHenupoBaHus Bech [P-niakeT BMecTe ¢ 3aroJoBKOM BCTaBIISIETCS
BHYTph HOBOro IP-makera ¢ COBEpLIEHHO HOBBIM 3aroJIOBKOM, 4TO B OOJbIIeH
CTENeHN yBeIWuuBaeT oOmmii 00beM |P-makeToB 1Mo cpaBHEHHMIO C TPaHCIIOPT-
HBIM PEKHUMOM.

B03MOXHBI TpH CXeMBI IpUMeHeHus mpoTokoia IPSec: «xocT-xocTy», «1uto3-
IITIO3)» U «XOCT-IILTFO3» (PUCYHOK 45).

B cxeme «xocT-xocT» Oe30macHasi acColMalis YCTaHABIUBACTCS MEXAY JIBY-
Ms CETEBBIMM yCTPOMCTBAMHU M YallE BCErO UCIIOJIb3YETCSl TPAHCIIOPTHBIN PEeXUM
3amuthl. [Ipu atom nporokon IPSec paboTaer Ha KaKAOM U3 HHX.

IPSec

@ - @ CxeMa «XOCT-XOCT», TPAHCTIOPTHBIH PEXKIM;

@@ - @ CxeMa «IITI03-IILTI03%», TYHHEIIbHbBIH PEKUM;
@@ - @ Cxema «XOCT-1IUII03», TYHHEIbHbIH PeXUM.

Pucynok 45 — Cxemsl pabotsl IPSec

B cxeme «IIro3-1uTio3) 3aluIeHHbIH KaHal yCTaHABINBACTCS MEXKIY JBYMS
OPOMEKYTOYHBIMU y3JIaMd — HuTio3amu OezomacHoctu (Security Gateway,
SG), Ha KakAOM M3 KOTOPBHIX paboraer mportokon IPSec m KOTOpBIM IOCTyIEH
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TOJBKO TYHHENIBHBIH PEXUM pPa0OThI. 3alMIICHHbIH OOMEH JaHHBIMH MOJKET
MPOUCXOIUTH MEKAY JIFOOBIMU JBYMsI CETEBBIMH YCTPOMCTBAMH JIOKAIBHBIX Ce-
Teid, KOTOpPBIE COSAWHEHBI C TI00ANBEHON CEThIO C MOMOIIBIO MUTI30B 0e30MacHo-
CTH.

CxeMa «XOCT-IIUTI03» YacTO MPHUMEHSIETCS MPU yaaJeHHOM A0CTyie. B aToM
cilydae 3alWMIIEeHHBIH KaHajl TMPOKIAIbIBAETCS MEXIY YIAJICHHBIM CETEBBIM
YCTPOICTBOM, Ha KOTOPOM paboTaeT nmpotokon |PSeC, u 1uto3oM, 3anuimaronmm
TpaduK I BCEX CETEBBIX YCTPOUCTB JIOKAIBLHON CETH OpraHU3aIHH.

KonTposbHbie Bonpocsl

1 Kakue yposuu mozenu OS| oxBaTbiBatoT npotokonsl creka TCP/IP?

2 HazoBuTe OCHOBHBIC ITPOTOKOJIBI cTeKa npoTokoinos TCP/IP.

3 [IpuBenute knaccudukarmro IP-agpecos.

4 JIns xakux nenei npuMeHsercs Macka smecre ¢ IP-anpecom?

5 HazoBure ocHOBHBIE 1odIst 3aroioBka IPv4.

6 HazoBure ocHOBHBIE modIst 3aroioBka IPV6.

7 Jlns kakux uneneit npumensiercss DHCP?

8 Hazoure nosnst coobmenus ICMP.

9 JIyist KakuX 1iesield UCTIONIB3YFOTCS IPOTOKOJIBI Pa3peLICHUs aJipecoB?

10 Ans yero npennaznaueHa DNS?

11 Onumre npunIwn pabotsr ARP.

12 Ha3oBuTe K1acchl IPOTOKOJIOB TUHAMUYECKON MapIIpyTH3ALHH.

13 Ha3zoBuTe 3rambl ONpeleNeHUs HampaBieHUs NPOABIKCHHS MakeTa 1o Taluuie
MapIIpyTH3aLMH.

14 Ins xakux Lesield mpu AMHAMUYECKOW MapIIPYyTH3aLUH HCIOIb3YeTCS aIMUHH-
CTpaTUBHOE PACCTOSIHUE?

15 TMosicaure npunnun padotsl RIP.

16 Kakosb! ocHoBHbIe oTianuust OSPF ot RIP?

17 KakoBo Ha3nauenue BGP?

18 IMosicaute mpunLuns padborer UDP.

19 Ipuseaute ocobenHoctu paborer TCP.

20 Yro Takoe coket?

21 HazoBute oCHOBHBIE 1oJIs 3aronoBka T CP-cermenra.

22 Kaxue MeToJbl MPUMEHSIOTCS Ul OPraHU3alMy HaJIe)KHOIO OOMEeHa JJAHHBIMH Ha
TpaHcmopTHOM ypoBHe moaeun OSI?

23 Yro takoe uaeHTudukarms?

24 Yto takoe ayreHTUDHUKALHS?

25 HasoBwurte KIacchl Cpe/ICTB ayTeHTU(DUKAIIUH.

26 TlosicuuTe TpoIecC yIaNeHHOH ayTeHTH(UKAIUK C MCIONB30BaHHEM LIEHTPa pac-
TpEeAETEHUSI KIIOYe.

27 TlosicHuTE TIpOLIecC YIaJeHHOH ayTeHTH(QUKALUN C HCIIONB30BAaHUEM aCHMMETPHY-
HOTO IHU(POBAHUSL.

28 Omnuuure crocoObl OpraHU3aMU PAa3rpaHUUCHHS JOCTYIIA.

29 Yro Takoe IPSec?
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7 CETEBBIE HH®OOPMALIMOHHBIE CJIIYXBbl 1 UX BE3OITACHOCTbD

CereBble CITy)KOBI Hallle BCETO MPECTABIAIOT COOOH pacrpeeseHHbIe TpH-
JIO)KEHHSI, BKIIIOYAIOIIHE JIBE YaCTH: KIMEHTCKYIO U CEPBEPHYIO, KOTOPHIE MOTYT
BBINOJHATHCSA KaK Ha OHOM CETEBOM YCTPOMCTBE, Tak M Ha pa3HbIX. OmuH cep-
Bep OOCITYKMBAaeT OOBIYHO OONBIIOE YMCIIO KIWEHTOB. [IpHHIMITHAILHON pa3HU-
e MeXIy KINEHTOM U CEpBEPOM SIBJISIETCS TO, YTO WHHUIIMATOPOM BCETZA BBI-
CTyMaeT KJIUEHT, a CepBep BCET/a HaXOAWUTCS B PEKHME MACCHBHOTO OXKUJIAHMS
3arpocoB. KimeHTamMu CeTeBBIX CIY)KO MOI'YT OBITH JIPYTHE CETEBBIE CIYXKOBL
KiroueBoit cocTaBisitonel KIIMEHTCKOW YacTH CETEBOM CITY)KOBI SIBIISIETCS TOJTb-
30BaTENILCKUI HHTEPQENC.

BzanmopeiicTBue kineHTa U cepBepa, PacloiioKEHHBIX Ha Pa3HBIX CETEBBIX
YCTPOWCTBAaX MOXET BBITIONHATHCS TOJBKO IYTEM IepeAadyr COOOIIeHUH yepe3
CCThb B COOTBETCTBUH C BLI6paHHbIM IPOTOKOJIOM IMPUKIAAHOTO YPOBHSA MOICIN
Osl.

[To TMnaM MpenoCcTaBisIeMBbIX YCIYT CETEBbIE CIYXOBI JENSIT Ha HECKOJIbKO
Ipymir:

— CITyOBI TSI KOHEUHBIX MOJb30BATENIEH U X MTPUIIOKEHNH;

— ciyx0bl, oOecrieunBarolye 6e30MacHOCTh CETH;

— CIyKOBI, IpeHa3HauCHHbIE Ul KOHOUIYpUPOBAaHMS M YNpPaBICHHS ceTe-
BBIMU YCTPOMCTBAMHU;

— cIyO0bl, aBTOMATH3UPYIOLIKE pabOTy CETEBBIX YCTPOUCTB;

— CITyKOBI IIOJIEPIKKU paclpeieNeHHBIX BEIYUCICHHH.

7.1 Be6-cayxoa

CeteBasn ciay:xx6a WWW (World Wide Web) uin Be6-ciy:k6a Gputa u3o00-
perena B 1989 rogy Tumom bepuepcom-JIu u PoGeprom Kaito. Dta cmyx0ba
NPEeOCTaBIISIET BO3MOXHOCTD MTOUCKA HY)KHBIX JaHHBIX M JTOCTYIA K HUM, a TaK-
K€ TIO3BOJISIET pa3MelaTh COOCTBEHHYIO HWH(OpManuio B BHAE BeO-CTPaHUIL.
Be6-cTpanuna (BeO-I0KyMEHT) COCTOMT M3 OCHOBHOTO (paiifia, HaITMCAaHHOTO Ha
sa3bike pasmeTku rumeprexcra (HyperText Markup Language, HTML) u
HEKOTOPOTo KOJHMYECTBA CCBUIOK Ha JPYrue OOBEKTHI, KOTOPBIMH MOTYT OBITh
mpoune HTML-daiiner, nzo0pakeHns, aynno- 1 Bumeohaiisl.

B kavecTBe KIIMEHTCKOM YacTH BeO-CIYXOBI BBICTYNAET CHIEUUATIBHOE ITPHIIO-
XKeHHne — Opaysep, KOTOpOe yCTaHaBJIMBAeTCs HAa KOMITBIOTEpE IONb30BATENs U
TIpeaHa3HauYeHO TS TPOCMOTpa BeO-cTpanuil. OIHOM 13 BaXHBIX (GyHKIHH Opay-
3epa SABJSIETCA TOAJEp)KaHHe TpaUuecKoro IOIb30BaTeNbCKOro HHTEpdeiica,
Yyepe3 KOTOPBIN TOJIb30BATENb MOMy9aeT JOCTYN K HIMPOKOMY Habopy yciIyr mo
TIOMCKY ¥ POCMOTPY MH(pOpMannm.

Bpaysep HaxoanT BeO-CTpaHUIBI M OTAEIbHBIE O0BEKTHI 110 YHHGHIHPOBaH-
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HbIM yka3ateasm pecypcoB (Uniform Resource Locator, URL), B xoTopom
MOXXHO BBIJICITUTH THIT IIpoTOKoJa foctymna, DNS-uMs cepBepa u myTh K 0OBEKTY.
Hanpumep, URL https://www.bsut.by/rosters/personal/satirev Bxio4aer B ceds:
tun nporokona (https), DNS-ums cepBepa (Www.bsut.by) u nyte k oObekTy
(/rosters/personal/satirev).

Be06-cepBep — 3T0 mprIitokeHHe, 00ecreYnBaroliee J0CTYI K XpaHUMBIM 00b-
extam o URL-aapecam. Beb-cepBep M0/KeH MOCTOSHHO HAXOMUTCSI B AKTUBHOM
cocrosHuu U npocnymuBaTe TCP-mopt 80, xoTOphlf sBiIS€TCS Ha3HAYEHHBIM
MOPTOM MPOTOKOJIa mepenaun runeprexcra (HyperText Transfer Protocol,
HTTP). C momydenuem 3ampoca OT KiMeHTa cepBep ycraHaBinuBaer TCP-
COEIMHEHHE U MOTY4YaeT OT KIMEeHTa UMsl 00beKTa, KOTOPBIM 3alpaliiBaeT nojib-
30BaTeNb. 3aTeM CepBEpP HAXOMUT (ailil ITOro 00BEKTa, a TAKIKE APYTUE CBSI3AH-
Hble ¢ HUM 00BeKThl, U orchuiaeT ux no TCP-coennHenuto kiueHry. [lomydns
00BEKTHI OT cepBepa, Bed-0pay3ep oToOpa)xkaeT X Ha dKpaHe KOMIIBIOTEpa.

KimeHT 1 cepBep BeO-Ci1yKObI B3aMMOJECHCTBYIOT JPYr C APYrOM IO TPOTO-
koiny HTTP oOmeHMBasch NIpH 3TOM TEKCTOBBIMH COOOIICHUSIMU CTaHAAPTHOTO
¢dopmarta B koaupoBke ASCII. HT TP-coo0uieHust ObIBatOT ABYX THUIIOB — 3aIPOCHI
U otBeThl. OHM MMEIOT €MHYI0 O0O0OIEHHYI0 CTPYKTYPY, COCTOSIIYIO M3 Tpex
yacTel: 00s3aTeIbHON CTAPTOBOM CTPOKH, a TaK)Ke HeoOs3aTelIbHBIX 3aroJOBKOB
U Tela COOOIIeHHUSI.

7.2 IouToBas ciry:kda

CeteBasi mouToBasi CJy:k0a — 3TO paclpeleNIcHHOE MPUIOKEHHUE, KOTOPOe
MPEeOCTaBIIET BO3MOKHOCTD I10OJIb30BATEISIM CETH OOMEHUBATHCS JIEKTPOHHBI-
MH COOOIIEHHUAMH.

ITouTOBBINM KIMEHT, KOTOPBIN BCErJa PacloaracTcss Ha KOMIIBIOTEPE MOJIb30-
BaTelsl, — 9TO MporpaMMa, IperHa3HadeHHas Ul MOJJICP)KaHUs TI0Ib30BaTEb-
cKoro wMHTepdeiica, a TaKkKe UL NPEJOCTaBICHHS IOJB30BATENI0 IIHPOKOTO
HaOopa yCIIyT MO YIPaBIICHUIO M MEPECHIIKE IEKTPOHHBIX coodmeHnid. [Touro-
BBIH CepBep NMPUHIUMAET COOOIIEHHS OT KIMEHTOB, [UIS YeTrO IIOCTOSHHO HAXOIUT-
csl B aKTHUBHOM COCTOSIHWH, BEHITIONHSET Oydepmsanuto cooOIeHui, pacipeaene-
HHUE MOCTYNMBIINX COOOLICHUH 110 MHANBUAYAIbHBIM IOYTOBBIM SIIMKAM KIIHEH-
TOB U T. TI.

[outoBas ciayx0a omepupyeT JIeKTPOHHBIMH COOOIIEHUAMH — HH(OpMa-
LIMOHHBIMHU CTPYKTYPaMH ONpPEAEeICHHOr0 CTaHAAPTHOrO (opmara, KOTOPBIE CO-
CTOSIT U3 IBYX YacTel: 3arojIOBKa M Tella COOOIICHHS.

BaxxHyI0 posb B pacmmMpeHny BO3MOKHOCTH 3JIEKTPOHHON MOYTHI 10 Mepeia-
4Ye MyJbTHUMEINHHOW MH(OPMALUK CHITpaj CTaHAAPT MHOIOLEJEeBOro paciiu-
penusi moutsl Murepuera (Multipurpose Internet Mail Extensions, MIME),
KOTOpBII OIMCHIBAET CTPYKTYPY COOOIIEHMS, COCTOSIIET0 W3 HECKOJIBKUX dYa-
CTeH, KaX/1asi U3 KOTOPBIX IMEET CBOH 3ar0JIOBOK M TEJO.
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B 3aronoBke kaxnoil yactu cooOmieHnst uMeercsi HHpopMaIys 0 TOM, KaKuM
00pa3oM MMOYTOBBIN KIMEHT JODKEH 00pabaThiBaTh TEJIO JAHHOM dacT (oTobpa-
KaTh ee HEMEIUIEHHO IPU OTKPBITHH COOOIIECHMS MJIM CUHUTATh ATO TEJIO BIIOXKE-
HHEM, KOTOpOE€ II0jb30BaTeNnb Oyaer obOpabarbiBath cam). Crerudukariys
SIMIME (Security MIME) otHocHTCsI K pacIIMpeHHsM 0e30MacHOCTH U MOXKET
BKIIIoUaTh mr¢poBanue nHGopManuu U 1U(PPOBYIO MOINHCH, KOTOPHIE UCTIONb-
3yroTcs I 00ecTieueHrsl ayTeHTHYHOCTH, [IEIOCTHOCTH ¥ KOH(OUACHIIMAIEHOCTH
JJIEKTPOHHOTO ITHCHMa.

B kagectBe cpencrBa mepenaud cooOmieHusl mourtoBasi ciyxOa MHTepHera
HCTIONB3YeT MPOCTOil MPOTOKOJA mepexauyu mouthl (Simple Mail Transfer
Protocol, SMTP). SMTP-knueHT paboTaeT Ha CETEBOM YCTPONCTBE OTIPAaBUTE-
51, a SMTP-cepBep, KOTOpBI MOCTOSIHHO OKHUIACT 3apPOCcoB co cTopoHsl SMTP-
KJIMEHTa, — Ha CTOpOHE MojydaTens (B JaHHOM cllydae TOuTOBOro cepeepa). Pa-
6ota nporokoiaa SMTP cocTouT u3 clienyonumx Tarnos:

1) Ipu otnpaBke 3MeKTPOHHOTO coobienust SMTP-KIHEHT MOoChLIaeT 3ammpoc
Ha ycraHoBnenue TCP-coenquuenus va nmopt 25 SMTP-cepBepa.

2) Ecnu cepBep He rOTOB MPHHATH COOOIICHHE, TO OH MOCHUIAET COOTBET-
CTBYIOIIIEE COOONICHUE KIMEHTY, KOTOPBIA TOMBITAETCS YCTaHOBUTH IOBTOPHOE
COEIMHEHHUE, €CIIM TOTOB — CBOM WACHTH(UKALMOHHbIC AaHHbIe. [lonyduB uneH-
TU(UKALMOHHBIE JaHHBIE OT cepBepa KIMEHT IepelaeTr eMy IOYTOBBIE ajxpeca
OTIpaBUTENS U mony4atesns. Eciiu uMs momyuartens COOTBETCTBYET (GpopMary, TO
cepBep aeT corjacue Ha yctaHoBieHne SMTP-coeanneHus, u B paMKax 3TOro
JIOTMYECKOr0 KaHajla MPOUCXOIUT Mepeada COOOIeHus.

3) Ecin mocie mpuema Tena COOOIISHHs CepBEp OTBEYACT KOMAHIOW IIOM-
TBEP)KAEHHUS, TO 3TO O3HAYAET, YTO CepBep MPUHSI Ha ce0sl OTBETCTBEHHOCTH IO
JanbHeleln nepeaade cooOIEH s TTOTyIaTelto.

Ucnone3ys omno TCP-coeanHenne, KINEHT MOXET IMepeaaTh HECKOIBKO CO-
o0LIeHnH, IpeABapss KaKaoe U3 HUX YKa3aHHeM IOYTOBBIX alpecoB OTIPaBHTE-
s u nomydarens. Ilocme 3aBepmienus mepenaun coobmenns TCP- u SMTP-
COEMHEeHUS Pa3phIBAIOTCS.

Jast TOoro, 4TO0BI MONYYHUTH DIEKTPOHHOE COOOIICHHE OT CepBepa HUCIIONb3Y-
I0TCSl TIPOTOKOJIBI JOCTYIIa K TIOYTOBOMY CEpBEPY: MPOTOKOJ MOYTOBOrO OT/e-
senus Bepeuu 3 (Post Office Protocol v.3, POP3) win mpoTokoJ goctyna K
anekTponnoii moure Murepuera (Internet Mail Access Protocol, IMAP). O6a
9TUX MPOTOKOJA OTHOCATCS K MPOTOKOJAaM, OPHEHTHPOBAHHBIM Ha NPHEM JaH-
HBIX. VHHIMATOpOM miepeayn COOOLIEHHWI OT MOYTOBOrO CepBepa MOYTOBOMY
kiueHTty o npotokony POP3 mwin IMAP sBnsiercs ximeHT. [lodToBEIit cepBep
oXuaaer 3anpoc Ha ycraHoBienne TCP-coequnenns no nporokony POP3 uwepes
nopt 110, a mo mporokomy IMAP — uepe3 mopt 143

Pazmmunsa mexny nporokonamu POP3 u IMAP cocrout B ToM, uTO momydas
JOCTYTI K ITOYTOBOMY cepBepy Mo mpoTtokoiny POP3 mponcxonur mepemernenne
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JJIEKTPOHHBIX COOOIIEHUH B MaMsTh KOMIBIOTEPA, a MPU JOCTYIIE MO MPOTOKOIY
IMAP B maMsTh KOMIbIOTEpa MEpeNaroTcs TONBKO KOMWU COOOIICHHH, XpaHs-
mMXcsl Ha TO4YTOBOM cepBepe. [Ipu pabore monp3oBartens co CBOEH MOYTOH U3
Pa3HBIX CETEBBIX YCTPOMCTB HCIOIb30BaHue mpoTokona POP3 BEI3oBeT psin 3a-
TpyAHEHUIL.

7.3 CeTteBasn (ailsioBasi Ciry:x0a

CeteBasi (paiiioBast ciry»0a 1MpeaocTaBIseT MM0JIb30BATEISIM CETH YCIYTH 110
COBMECTHOMY HCIIOJIb30BaHUIO (hailIoB, XpaHSIIMXCS HA CETEBBIX YCTPOWCTBaX.
Knuentsr cereBoii (aiinoBoii ciyObl yCTaHOBJICHBI HA KOMITBIOTEPAX, MOAKIIIO-
YEHHBIX K CETH. M OOCIY)KUBAIOT 3arpochkl MPUIOKEHUH Ha JIOCTYI K CETEBHIM
¢atinam. Kaxaplii KIIMEHT MepenaeT 1Mo CeTH 3ampochkl CepBepy ceTeBoi (daio-
BOM ciyxObl, paboTarolieMy Ha yAaJeHHOM ceTeBoM ycTpoictBe. CepBep, momy-
YHB 3aIpPOC, MOXKET OOCIYKHUTh €ro JIMOO CaMOCTOATENBHO, JH00 INepenaTh 3a-
npoc Juisi 0OCITY>KUBaHUS JOKaIbHOHU (aitnoBoii cucteme. [locne nmomydenus: ot-
BETa OT JIOKaJbHOHU (hailJIOBON CHCTEMBI CEpBEp IEepeIaeT ero 1o CeTr KIUEeHTY, a
TOT — TIPUIIOKEHHIO, OOPATUBILEMYCS C 3AIIPOCOM.

[punoxkeHus: 0OpamaOTCsl K KIMEHTY ceTeBOM (ailioBOW CiyKObl, UCTIONb-
3ysl IPOTrpaMMHbII nHTepdeic, KOTOPhIN Yallle BCero Moxox Ha uHrepdeiic jo-
KaJbHOW (paillIoBO CITy)KOBI, 4TOOBI COOJIFOCTH TPUHIUIT IPO3PAYHOCTH.

KimeHT u cepBep B3aUMOIEHCTBYIOT APYT C APYIOM 4Yepe3 CETh 10 IIPOTOKOTY
cereBol (aitnoBoii cucrembl. Eciin MHTEpdelichl TOKabHOM U ceTeBoil daiiio-
BBIX CUCTEM COBIAJAIOT, HAIPUMep, NIPU UCIOJIB30BAaHUH HA CEPBEPE JIOKATBHON
¢aiinoBoit cucreMsl — Tabauubl pasmemenus ¢aiiios (File Allocation Table,
FAT), To QyHKIMH MPOTOKOJA 3aKIFOYAIOTCSA B PETPAHCISIIAKM CEPBEPY 3aIpo-
COB, IIPHHATHIX KIUEHTOM OT IPHIOKEHHUH, ¢ KOTOPBIMH TOT 3aTeM Oyner obpa-
IIATHCS K JIOKAJIBHOH (haiiiIoBoii crucTeMe.

IIporokon mig ymaméHHOro mocTyia K daiiinaM, IpUHTEpaM W IPYTUM CETe-
BBIM pecypcaM, a Takke [UIsi MEXIPOLECCHOro B3ammomeiicTeus (Server
Message Block, SMB) u ero mnepsast Bepcus — enunasi paiiioBas cuctema UH-
teprera (Common Internet File System, CIFS) sBistroTcsi OCHOBO# ceTeBOi
¢aiinoBoit Ccayx0bl B omeparoHHbIx cucremax Microsoft Windows. Pabora
MPOTOKOJIA HAYMHAETCS C TOrO, YTO KIHMEHT OTIPABISIET CepBEpYy CIIEHUaIBHOE
coo0lIeHre C 3alpocoOM Ha YCTAHOBIICHWE coenuHeHWs. Ecim cepBep roroB k
YCTaHOBJICHHIO COSAMHEHHMS, OH OTBEYaeT cOooOIIeHMeM-TionTBepxacHueM. [lo-
Clle YCTaHOBJICHHS COCAMHEHHS KIIMEHT MOXKET 00pamiaThesi K cepBepy, nepena-
Basg eMy B SMB-coo0mieHnsx KoMaHAbl MAHATYTHPOBAaHUS (aiilaMu U Katajo-
ramu. B cpenme omepammonnoi cuctembl UNiX Hawmbolblee pacnpoCTpaHeHHE
MOJTYYHII JIBE CeTeBble (haillIoBble CHCTEMBI M COOTBETCTBEHHO JIBA MPOTOKONA
KIHEHT-CepBep — MpoToKosa mepexaun dainos mo ceru (File Transfer
Protocol, FTP) u nporokon cereBoro pocrymna K daiimoBsim cucremam (Network
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File System, NFS).

[porokon FTP nenukom nepememaer Gaii ¢ yaaaeHHOTO CETEBOIO YCTPO-
CTBa HA JIOKAJIbHOE W HA00OPOT, MOIIECPKUBAET HECKOJIBKO KOMAaHJ IPOCMOTpa
yOAJICHHOTO KaTajora W IepeMeleHus 10 KaTajloraM ylaJeHHOH (aiioBol cu-
cTeMbl. B TaHHBIH TPOTOKOJI BCTPOEHBI MPUMHUTUBHBIE CPEICTBA ayTEHTU(HKA-
LMK yAaJEeHHBIX IO0JIb30BaTENe Ha OCHOBE IEpeiadr 110 CETH I1apoiisi B OTKPHI-
TOoM BHJle. Taroke moiepKUBaeTcsi aHOHUMHBIN JIOCTYII, KOTOPBIA HE MOJBEpraer
TIapoJIx yrpo3e mepexpara.

FTP-kmuent u FTP-cepBep momnmepXMBarOT MapajjiebHO JBa CeaHca —
YIIPaBJISFOLIMN CeaHC W CeaHC Iepeiaud JAHHBIX. YTPaBIAIONINI CeaHC OTKpPbI-
BaeTcsl IpH YCTAaHOBJIEHUH NepBoHadanbHOro FTP-coenuHenus KieHTa ¢ cepBe-
POM, MIPUYEM B T€UEHHE OJHOI'0 YIPABJISIONIEr0 ceaHca MOXKET MOCIIEA0BATENbEHO
MIPOXOANTH HECKOJIBKO CEaHCOB Tepeayul JaHHBIX, B paMKaxX KOTOPBIX TepeaaeT-
Csl WJIM IPUHUMAETCS HECKOJIBKO (haiiioB.

Cxema B3aMMOZICHCTBYSI KJIMEHTA U CEpBEpa COCTOUT U3 CIIETYIOIINX ITATIOB.

1) FTP-cepBep Bcerma otkpeiBaer yrnpasisttoruit TCP-tiopt 21 st mpociy-
LIMBaHUs, OXHUJas INPUXOAA 3alpoca Ha yCTaHOBIEHUE ympasisitomero FTP-
ceaHca OT yAaJeHHOr o KIIMEHTa.

2) Iocne ycTaHOBJIEHHUS YIPABISIOLIETO COSIMHECHHS KJIMSHT OTIPABILICT Ha
cepBep KOMaH/Ibl, KOTOPBIE YTOUHSIOT ITapaMeTpbl COSIMHEHHUS.

3) IMocne cornacoBaHus MapaMeTpOB MACCHBHBIA yJaCTHUK COCAMHCHUS ITe-
PEXOAUT B PEKUM OXKUJAHHS OTKPBITUSI COCANHEHUS Ha MOPT Iepeaayn JaHHBIX.
AXTHBHBIN yJaCTHUK MHULMHUPYET OTKPBITHE COSOUHEHMS M HAYMHACT Mepefavy
JAHHBIX.

4) Tlocne OKOHYAHUS TEpeavn JaHHBIX COSOUHEHHE MO HOPTaM AAHHBIX 3a-
KpBIBACTCsI, a YIPaBJISIOIIEE COEIMHEHHE OCTaeTcs OTKPBIThIM. [loib3oBaTens
MOXET I10 YIPABIAIOIEMY COSIMHEHNIO aKTHBU3UPOBATh HOBBII CEaHC Mepenadn
JIAHHBIX.

7.4 Ciyx0a ynpaBJieHHS CeTbIO

Cucrema ynpasienusi cetbto (Network Management System, NMS) — ato
CJIOHBIN MTPOrpaMMHO-aNNaPaTHBIM KOMIUIEKC, KOTOPBI KOHTPOJIUPYET CETEBOU
TpauK M ympaBisieT KOMMYHHKAIMOHHBIM OOOPYZIOBAHHEM KPYIHOH KOMIIBIO-
TepHO# ceTr. CHCTEMBI yIPaBIICHNS CEThIO pabOoTaroT, KaK MPaBwio, B aBTOMATH-
3WPOBAHHOM PEXNME, BHINOIHS HauOoJee MpocThie AEHCTBHS aBTOMATHUECKH 1
OCTaBIISISl YETIOBEKY NMPHHSTHE CIOKHBIX PEIICHWH Ha OCHOBE ITOATOTOBJICHHOM
cucteMor HH(pOpMAaIHH.

Cucrema ympaBiieHHS! CEThIO TpeIHAa3HAa4YeHa /Ul PeIIeHUs CIEIYIONINX Oc-
HOBHBIX TPYII 3aa4:

— ynpaBieHne KOH(Hrypamued ceTd — KOH(QUrypanusi mapaMeTpoB Kak OT-
JICTTBHBIX SJIEMEHTOB CETH, TaK U CETH B IIEJIOM;
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—00paboTka OIMOOK — ONpe/elIeHHe M YCTpaHEHHE IOCIeNCTBUI cOOeB U
OTKa30B;

—aHaJ U3 ITPOM3BOAUTEIHHOCTH M HAJAEKHOCTH — OIIEHKA CTAaTHCTHYECKOU
nH(pOopManuK 0 MPOITYCKHOW CIIOCOOHOCTH KaHAJIOB U MHTEHCHBHOCTH TpaduKa,;

— ynpaBjeHue 0€30I1aCHOCTBIO — KOHTPOIIb JIOCTYIIA K pecypcaM CeTH u obec-
TIeYeHNE LIEIIOCTHOCTH XPaHUMBbIX HA HUX JJaHHBIX;

— y4eT pabOoThI CEeTH — PErucTpanusi BPEMEHU UCIIONB30BaHMS PA3INIHBIX pe-
CYpPCOB CETH.

st penieHus NaHHBIX 337a4 HEOOXOIUMO YIPABISATH KaXKIBIM OTIEIbHBIM
YCTPOWCTBOM, TPEOYIOUIMM JOCTATOYHO CIIOXKHOTO KoH(purypupoBanus. WHmau-
BUAYaJbHBIH MPOrPaMMHBIA TPOAYKT, KOTOPHIH BCTPAaMBAaThCS B YIPABISIEMOE
o0opy/noBaHue Ui €ro KOH(QUTypUpPOBaHHMS, HA3bIBAIOT areHToM. 3-3a MHOro-
00pa3usi TUIOB YIPABISIEMBIX YCTPOWCTB HEBO3MO)KHO CTaHIAPTH30BATh CIIOCO0
B3aMMOJEHCTBUS areHTa ¢ yCTPOHCTBOM, MMOATOMY JaHHAs 3ajaya pelaercs pas-
paboTuMKamMM WHIMBHIYaJbHO TPU BCTPaMBaHMM areHTOB B 0O0OpYAOBaHUE.
ATEHT MOXXET BBINOIHATH CICAYIOMNE (DYHKIIH:

— XpaHUTb, U3BJIEKATh U MepeAaBaTh 0 3anpocaM MHPOPMAIMIO O TeXHHYe-
CKHMX U KOH(UTypallMOHHBIX NTapaMeTpax yCTPOHCTBa;

— BBIIOJIHAT W3MEPEHHS XapaKTEePUCTHK (DYHKIMOHMPOBAHUS YCTPOMCTBA,
XPaHUTh U IIepellaBaTh UX PE3YIbTATHI II0 3aIPOCY;

—M3MEHATH 110 KOMaHAaM, MOJy4eHHBIM H3BHE, KOH(PUIypalllOHHBIC Hapa-
METPBI.

ATeHT WrpaeT polib cepBepa, K KOTOPOMY € 3alpocaMH oOpalaercss KIHEHT
(ammunanCTpaTop). OHUM U3 MPOTOKOJIOB, KOTOPHIA MOXET MPHMEHSTHCSI B Ka-
YecTBE IPOTOKOJNA B3aWMOICHCTBHS KIIMEHTa M cepBepa, SBISETCS NMPOTOKOJ
yaaseHHoro ynpasienusi telnet, kimeHTCKas 4acTh KOTOPOrO IODKHA OBITH
YCTAaHOBJICHa HA CETEBOM YCTPOWCTBE aJMUHUCTPATOPa, a CepBEpHAs — HA YIPaB-
nsieMoM yctpoiicTBe. CepBepHast 4acTh telnet JOJDKHA Takke MOIIEPKUBATH WH-
Tepdelic ¢ areHTOM, OT KOTOPOro OyIeT MOCTymaTh WHPOPMAIHA O COCTOSHHU
YIIPaBIIIEMOr0 00BEKTa ¥ 3HAYCHUH €TI0 XapaKTePHUCTHK.

[Ipotokon telnet obecrieunBaeT IMyIALNIO anhaBUTHO-IH(YPOBOrO TEPMHUHA-
Jla U OTpaHWUYMBAET IONB30BATENs PEKMMOM KOMAaHIHOH CTpOKH. {1 ayreHTH-
(uKaIy TONB30BaTENIeld B TEXHOJIOIHH telnet MPUMEHSIOTCS apoiiy, IepeaaBa-
eMBIe Yepe3 CeTh B OTKPHITOM BHAE. DTO OrPaHHYHMBACT HCIOJIB30BAaHUE MPOTO-
Kona telnet mpemenamMu OIHOW JOKambHOM ceTu. s ymaJeHHOro yIpaBICHUS
y3mamu 4epe3 WHTepHEeT BMecTo telnet 0OBIYHO MpUMEHSIETCS MPOTOKOJ 0e3-
onacHoi obosrouku (Secure Shell, SSH), koropsrii, kak u telnet mepenaer Habu-
paeMble Ha TEpMHHAJIE ITOTH30BATENsI CHMBOJIBI Ha yJaCHHBINH y3en 0e3 WHTep-
npetayn ux cojepxxanua. B SSH nmpexycMoTpeHs! Mepsl 1o 3amure nepenaBa-
eMBIX ayTeHTU()UKAIMOHHBIX ¥ MOJIb30BATELCKHUX JAHHBIX.

B Hacrosiiee BpeMsi OCHOBHO# 00J1aCThi0 IPUMEHEHHsI mpoTokoioB telnet u
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SSH sBnsiercst ynpaBiieHre HE KOMITBIOTEPaMH, a TAKIMH KOMMYHHKAIIOHHBIMA
YCTpOHCTBaMH, KaK MapIpyTU3aTOpbl, KOMMYTATODBI.

IIpocToii mpoToKoJ ceTeBoro axMmuaucTpupoBanus (Simple Management
Network Protocol, SNMP) ucrnionbs3yetcst B kauecTBe CTAaHIAPTHOTO MPOTOKOJA
B3auMojeiicTBus MeHemkepa U areHta. SNMP — 3to mporokon Tuma «3ampoc-
OTBET», KOTOPBIH JJIsl TPAHCIIOPTHPOBKU CBOMX COOOIIEHUH HCIHOJNB3YET MPOTO-
koit UDP. SNMP-coo0mienre cocToUT U3 TpeX OCHOBHBIX YaCTEH:

— BepCHs POTOKOJIA;

—o0mas CTpoka, KOTOpas WCHOJIB3YETCs U TPYIIIUPOBAHUS YCTPOWCTB,
YIIPaBJSIEMBIX ONpPEETICHHBIM MEHEIKEPOM,;

— 00JacTh IaHHBIX, B KOTOPOH CO/Iep»KaTcsl KOMaH bl IPOTOKOJIA, UMEHa 00b-
€KTOB M UX 3HAYCHHUSL.

Ornuune mexxay nporokonamu telnet (SSH) u SNMP npunnmnuansso. Ipo-
TokoJbl telnet u SSH npenycMaTpuBaroT 00s13aTeIbHOE yUacTHE YeIOBEKa B MPO-
1ecce aJMUHUCTPUPOBAHUS — OHU TPAHCIUPYIOT KOMAaH/bI, KOTOPbIE BBOIUT aJl-
MHUHHUCTPATOP TPH KOHPUTYPUPOBAHWUK WM MOHUTOPHHI€ CETEBOI'0 YCTPOWCTBA.
[Tporokon SNMP paccuntan Ha aBTOMaTH4YeCKHE MPOIETYpPHl MOHUTOPHHIA U
YIpaBJICHUA, XOTd W HE HCKIIOYACT BO3MOXHOCTHU YYaCTUA aJMHUHUCTpATOpa B
9TOM Tpouecce. i1 3ammTsl HHGOpPMAIMU IPUMEHSETCS] MHOTOYPOBHEBAsL CXe-
Ma JIOCTYIIa, COIJIACHO KOTOPOH Iapoiib, NepeaaBaeMblil B OTKPHITOM BHUIE, JaeT
BO3MOXKHOCTH TOJIKO YTEHHS OA30BBIX XapaKTEPHCTUK KOH(MUrypaluu yCTpOM-
CTBa, a JOCTYI K CPEACTBaM M3MEHEHHUsI KOH(pUIypauuu TpedyeT mapois, nepe-
JIaBaeMoro B 3alIM()POBAHHOM BHIIE.

7.5 3ammTa ceTeBBIX COeTUHEHHH

JU71st 3aIIUTHI CETEBBIX COSIMHEHMI HCIIONIB3YIOT 3AIUIICHHbBIE KaHAIbI, KOTO-
pble MOXHO IOCTPOHUTH C HMOMOIIBIO CHCTEMHBIX CPEICTB, PEANM30BAHHBIX Ha
pa3HbIX ypoBHsX Moxenu OSI. Ha kaHanmbHOM ypoBHE 3alIHIIEHHBIE KaHAJIBI MO-
ryT GOPMHPOBATHCS MPOTOKOJIOM IBYXTO4YeYHOro TynHempoBanus (Point-to-
Point Tunneling Protocol, PPTP), KoTOpbIii 3ammuimaeT Kaapsl MPOTOKOJA
AByxToyeuHoro coemunenus (Point-to-Point Protocol, PPP) kanamgbHOrO
YPOBHS, YIIAKOBBIBast UX B |P-miakeTsl.

Ha cereBoM ypoBHe 3a 0e30macHyIO Iepeiady JaHHBIX OTBEYAET PaccMOT-
peHHbIi panee Habop cranmaptoB IPSec. CpeacTBa 3aliMIIEHHOrO KaHaa SBJIsi-
I0TCS IPO3PAYHBIMHU JIIS IPUIIOKEHUH B TEX CiIydasx, korna 6e30macHoCTb obec-
NeYHBaETCS Ha CETEBOM U KaHAJBHOM YPOBHSIX.

3amuMINeHHBI KaHa, Peali30BaHHBIA Ha MPUKIAJHOM YPOBHE, 3al[HINACT
TOJIBKO OIPENEICHHYI0 CETeBYIO Cityx0y, Hanpumep, npotokon S/IMIME 3amm-
[IaeT cooOUIeHHs 3JIEKTPOHHON MmodThl. [Ipr TakoM moxxone A KaXkIo CIyx-
OBl HEOOXOAMMO pa3padaThiBaTh COOCTBEHHYIO 3allIMICHHYIO BEPCHIO TPOTOKO-
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na. Pabota mpoToKoNa 3alMIIeHHOr0 KaHaua Ha YpOBHE MPEICTABICHUS JeaeT
ero OoJee yHHBEPCAJIbHBIM CPEACTBOM, Ye€M MPOTOKOJ OS30MaCHOCTH MPUKIIAJI-
HOT'O YPOBHSL.

Ha ypoBHe mpencraBieHusi pabotacT MPOTOKOJ $€30MACHOCTH TPAHCIOPT-
Horo yposusi (Transport Layer Security, TLS), 3amMeHuBIIHii POTOKOJ 3a-
mMeHHbIX cokeroB (Secure Socket Layer, SSL), koTopslii B HacTosIee Bpe-
Ml IPU3HAH YS3BUMBIM M HE PEKOMEHYETCS JJIsl UCTIONB30BaHHSL.

IIpotokon SSL ObuT pa3paboTaH I 3aIIUTHI JAHHBIX, TIEPEIaBACMBIX MEXKITY
BeO-cepBepoM M BeO-Opay3epoM, HO TaK)Ke MOT OBITh MCIOJIB30BAH W JIFOOBIMU
JPYTUMH TIPHIIOKEHUSIMU. J[Jsl yCTAaHOBICHHS 3aIMIIIEHHOrO KaHala MPOTOKOIbI
SSL u TLS ucnonb3yroT cieayronpe TeEXHOIOrHH 0€30MacHOCTH:

— B3aMMHas ayTCHTU(UKAIMS MPUIOKESHHHA HA 000X KOHIIAX 3aIIUIICHHOrO
KaHaJIa BBITIOJHACTCS MyTeM oOMeHa I(POBBIMHU MOMUCIMHE C UCTIOIb30BaAHHEM
ACUMMETPUYHOT0 mH(poBaHus;

— JUTS KOHTPOJISI [EIOCTHOCTH TEPENaBaeMbIX TaHHBIX HCIONB3YIOTCS XOII-
KOJIBI,

— CEKPETHOCTh 00ECIIeunBAETCSl CHMMETPUYHBIM IMU(QPOBAHHEM C HCIIONIB30-
BAHMEM CEAHCOBBIX KIIFOYEH.

7.6 Be30onacHOCTD ceTeBBIX CJIYKO

B Hacrosee Bpems BeG-Opaysep ¢ ero rpaduueckum uHTepdeiicom sABiseTcs
OCHOBHBIM CPEJICTBOM JIOCTYIa IOJb30BaTENsl K OONBIIMHCTBY CEPBUCOB CETU
Wnreprer. Oco0EHHOCTHIO 3aLIUTHI BeO-CIY)KObI ABIAETCS TO, YTO TaKas 3allnTa
TpeOyeT peureHns ABYX 3aJad: oOecliedeHne 0e30MacHOCTH MPOTrpaMMHBIX H all-
MapaTHBIX CPEJCTB CETEBOTO YCTPONUCTBA, HA KOTOPOM 3Ta CIIY:KOa BBINOIHSAETCH,
u obecriedeHre NPHUBAaTHOCTU TOTO JIMIA, KOTOPOE 3TOH CIyxkOOH Mmonb3yercs.
Paccmotpum nepByro u3 3a1a4 (BTopast 3a1a4a OyJeT paccMOTpEHa B CIIEYIOIEM
pasmene).

Be6-0Opaysep s B3anMOIEHCTBUS ¢ BEO-cepBEPOM IO YMOITYAHHUIO HUCTIONb-
3yer mportokon HTTP 6e3 momomHUTENBHBIX Mep MO 00ECIeYeHHIO OCHOBHBIX
CBOWCTB 0€30mMacHbIX KOMMYHHKauid. OCHOBHBIM criocoboMm obecriedeHust 0e3-
OIIACHOCTH IIE€PEelaBacMbIX MEXIy Opay3epoM M CalTOM [IaHHBIX SBISIETCA HC-
MOIb30BaHHE 0e30MacHOro MpPOTOKoJa mepeaaun rumeprexcra (Hypertext
Transfer Protocol Secure, HTTPS), koTopblii Ha camMoM jele moapa3yMeBacT
coBMecTHYIO paboty nporokonioB HTTP u TSL. B HTTPS-coenunenuu cam mpo-
tokon HTTP, paboratommmii moBepx mportokoma TSL, ocraeTcs HEHM3MEHHBIM.
Sammra wuHbOpManmu obecreunBaroTcs nporokomom 1SL. B HTTPS-
COEIMHEHUH 10 YMOITYAHUIO HCIONb3YeTcs mopT 443.

[Tpn obpamiennu O6paysepa k BeO-cepBepy no npotokony HTTPS kaxnmas u3
CTOpPOH JIOJKHA UMETh BBIIAHHYIO IIEHTPOM CepTU(HUKAIUHU U(POBYIO MOAINCE,
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JIOCTOBEPHOCTh KOTOPOI MOYKHO HPOBEPUTH MO LEIOYKE J0BEpHUs, BEayllel K
OHOMY M3 JOBEPEHHBIX KOPHEBBIX LEHTPOB cepTudukanmu. /s OpaysepoB Ta-
KYI0O BCTPOCHHYIO HU(POBYIO MOINMCH IOCTABISIET NPOWU3BOIUTEND C KaXKIOU
Koruel Opaysepa. Jta nuQpoBas MOANUCH HE ayTeHTH(QHUIUPYET MOITb30BaTENs,
paboraromero ¢ Opay3epoM, a CIy)KHUT TOJBKO JJIsl CO3JIaHMs 3aIlIUIIEHHOrO Ka-
HaJIa TIpY Tiepeave JaHHBIX MEX Ty Opay3epoM U BeO-CepBEPOM.

Ayrentudukanusa cepepa npu ycranoBieHnd HTTPS-coenunennst Bcerna
BBITIOJTHACTCS Ha OCHOBE ITM(POBOH MOMITHCH CepBepa, MOTydacMOi BiIaIelIbIeM
cepBepa. Ota nudpoBas MOANHCH MOATBEPKIACT, UTO JaHHBIH BeO-cepBep UMeEeT
orpe/ieJIeHHbIE JOMEHHbIE HMEHa.

Jlist 3a1UTHl IOYTOBOTO CEpBHCAa HEOOXOIUMO ayTEHTU(HIIMPOBATH TOJIB30-
BaTesield, KOTOpBIE IMOJB3YIOTCSI JAHHOH CITy»K00i. J{i1st 5TOro MOryT IpHUMeHSThCS
CpeICTBa MpoBaiiiepa ycayr, KOTOPBIA OyAeT MpUHUMATh 0 mpoTokony SMTP
TOJIBKO T€ MUCbMa, KOTOpPbIE OTHPABIISIIOTCS KJIMEHTaMH 3TOro IpoBaiiaepa, ycra-
HOBJIEHHBIMU TI0 Tiyny IP-anpecoB. Takxke 11t 3TOro MOXKET MPUMEHSTHCS pac-
mmpenne nporokona SMTP — SMTP AUTH, kotopoe onuchIBaeT mpouenypy
ayTeHTH(UKAIMHU T0JIb30BATENS TIPH OTIIPABKE COOOIEHHSI areHTOM T0JIb30BaTe-
JI cepBepy NpoBaiifiepa NOYTOBBIX YCIYTr. B COOTBETCTBUU C 3TUM pacLIMpEHUEM
TIOYTOBBINA CEpBEP U areHT Hosb30BatTels B Hadajge SMTP-ceaHnca noroBapuBaroT-
csl 0 MeToAe ayTeHTU(DHKAIMU. AyTeHTH(HKAIMS MOJIB30BATENs MOXET MPOU3-
BOJIUTHCSI HA OCHOBE €ro JIMYHOHU HU(poBoi moanucu. Bo3MOXHOCTh BKITIOUEHHS
(poBOH MOANNCH B KauyecTBE YacTH COOOIIEHUS OIMCaHa B PACIIMPEHHH
S/IMIME.

Ayrentudurkanus Ha OCHOBE IU(PPOBOW MOANUCH OTIPABUTENS pEIIaeT He-
CKOJIBKO 33/1a4:

— IIOJTy4yaTeslb MOXKET IPOBEPUTH ayTEHTUIHOCTh OTIPABHUTENS U LIEIIOCTHOCTD
COOOIIEHNS,;

— OTIIPaBHUTEH HE MOXKET OTKa3aThCs OT (pakTa OTIPABKH MHCHMA,;

—IOAIUCh KBUTAHIMU O MOJYYEHWH/YTCHUH IHChMa JETaeT HEBO3MOXKHBIM
OTKa3 MOJIy4aTens oT (pakra MoaydeHHs IHchMa.

udposas noamuck B pacmupennu S/MIME 3annmaer aBe dactu cooOiie-
HUSL:

— B MIEPBOM YaCTH OMUCHIBAETCS UCTIONB3yEeMBIH CTAHAAPT HU(PPOBON TTOITUCH
(TIpOTOKOIT) ¥ IPUMEHEHHAS X eI~ YHKITHS,;

—BO BTOpOH 4YacTH, KOTOpast SABIAETCS MPHIOKECHHEM, HAXOIUTCS cama -
pOBast TMOANNCH, OXBATHIBAIOIAS BCE YACTH COOOIIEHHUS BMECTE C MX 3arojoBKa-
MH.

[IndpoBanne copepKUMOro MUCbMa MOXKET MPOUCXOINTh KaK «HM3 KOHIA B
KOHEI», TaK U OTJEIBHO MEXJy arecHTOM II0JIb30BATENs U TIOYTOBBIM CEPBEPOM,
MIPUHAMAIOIIMM OT Hero muchMa. IlIndpoBanue comepkUMOro micbMa U3 KOHIA
B KOHeII npexycMoTpeno crermdukanueiit S/IMIME. [IudpoBatue Ha OTASIBHBIX
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y4JacTKax yallle BCETO OCYIIECTBIIIETCS CPECTBAMH 3aIIMIIEHHOI0 KaHalla U Op-
ranusyercs ¢ nomorbio IPSec nmm TLS.

st mepenaun mWMppOBaHHOTO COOOIIEHNsT TPEOYIOTCSI JIBE YacTH. B IEPBOU
YaCTH OMHUCHIBAETCS CIIOCO0 MU(POBAHMS, @ BO BTOPO HAXOJUTCS 3aIIU(pPOBAH-
Hasl ICXOHAS YacTh COOOIICHHSL.

KonTposbnbie Bonpochl

1 Yro Takoe cereas ciryxba?

2 Kakue rpynmsl CeTeBbIX CIYKO BBIICISIOT B 3aBHCHMOCTH OT THIA IPEIOCTaBIIsiC-
MBIX yCIyr?

3 Jlns xakux 1esneit ucromib3yercs BeO-ciyxba?

4 Yro takoe URL?

5 Jlns xaxux neneit cyxut HTTP?

6 1151 KaKuX LeJiei UCIOb3yeTcs ceTeBas OYTOBas CIIyxoa?

7 Jlns kakux ueneit cyxur SMTP?

8 Ommmmure cxeMy B3aMMOJICHCTBHS KIIMEHTA U cepBepa rnpu padore SMTP.

9 Ins xakux neneit cryxut POP3?

10 HazoBute ocHoBHBIE oTiinunst IMAP.

11 Ins xakux mene ucrnosib3yeTcs cereBas daiinosas ciayx6a?

12 ns xakux ueneit coyxut FTP?

13 Onuuure cxemy B3aUMOJICHCTBUSI KIIMEHTa U cepBepa npu padore FTP.

14 JIng kakux 1enel UCrosb3yeTcs Ciryk0a yrpaBlIeHHUs CeThio?

15 JInst kakux uenei ciy:xut nporokon telnet?

16 B 4em ocHOBHOE oTiinume mpoTokosioB SSH u telnet?

17 Ins xakux uesnei ucrnoibzyercs SNMP?

18 Kaxkwue cpencTBa UCHONB3YIOTCS IS 3aLUTHI CETEBBIX COSIUHEHUIT?

19 Kakue TexHoIoruu 0€30MacHOCTH HCIONB3YIOTCs mporokoidamu TSL u SSL st
YCTAQHOBJICHHUS 3aILHIIEHHBIX KaHAJIOB?

20 Kakue mpoTOKONBI HCIOJB3YIOTCS Ui oOecredeHHs: Oe30MacHOCTH CETEeBBIX
ciyx6?
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8 OBECIIEYEHUE WH®OPMAIIMOHHON BE3OIIACHOCTHA
ITPU PABOTE B CETU UHTEPHET

8.1 O630p nHIMIEHTOB B chepe HHPOPMAIIMOHHOH 0€30TACHOCTH

HNuuunent ungopmMannonHoii 6e30MacHOCTH — 3TO JII000E HENPEIBUICHHOE
WIN HEXeNaTeJIbHOE COOBITHE, KOTOPOE MOXKET HAPYIIUTh JEATENHHOCTh ((QyHK-
LIMOHUPOBaHNE) MH(POPMAIIOHHONW CHCTEMBI WM Oe3omacHocTh o0pabaThiBae-
MOH €10 UH(OpPMALIUH.

AHanu3 UHIUJIEHTOB MOCIEIHUX JIET ITO3BOJISIET OOBEKTHBHO OIIEHUBAThH TEH-
JCHIIMA KHOepyrpo3 M METONOB, KOTOPHIE HCIIONB3YIOT 3JIOYMBIIUIEHHUKH. B
Ka4yecTBe MCTOYHHMKA MHIMICHTOB B chepe NHPOPMAIIMOHHOW O€30MacHOCTH BbI-
OpaHbl TaHHBIC, IPEAOCTABIISIEMbBIC B ©XKEroHbIX OroutereHsx 3A0 «Jlaboparo-
pust Kacnepckoro». AHTUBUpPYCHbIE HPOrpaMMHBIE MPOAYKTHI 3TOW KOMIAHHUU
ceprudunmpoBanbl B Pecriyonuke bemapyck u Moryt ouMIManbHO HCIONB30-
BaTbCs B NIOZPA3JEIICHUAX benopycckoil kene3Hon 10poru.

OO1rast ctaTUCTUKA HHIUACHTOB B cepe nHpOpMAIMOHHOI 0€30IacHOCTH 32
MOCJIEHME YEThIPE rofia MpeacTaBiicHa B Tabmuie 14.

He cmotpst Ha To, uto B 2020 romy OONBLIMHCTBO 3HAYEHH IOKa3zaTenen
YMEHBIIMIOCH 110 CPABHEHUIO C MPEIBIAYIIMMHU T'OJaMHU, ONAaceHHE JOJDKHO BbI-
3bIBaTh YBEJINUCHUE KOJIUYECTBA YHUKAIBHBIX BPEJOHOCHBIX O0BEKTOB 3a(hUKCH-
pOBaHHBIX BeO-aHTHBUpYCcOM «JlaGopatopun Kacnepckoro».

Peiitunr HauOonee ys3BUMBIX TPWIOKEHHH, NPEICTABICHHBIA Ha PHCYH-
ke 46, ocHOBBIBaeTca Ha cratuctuke «Jlabopatopun Kacnepckoroy» mo 3a6moku-
POBaHHBIM YSI3BUMOCTSIM, UCIIOIb3yEeMbIM KHOEPIIPECTYITHUKAMH.

80
%

60 / Adobe Flash
50 / ===-=Android
40 ~- = - Browser
....... Java
30 *
"‘/(..___\ . — Office
20 / Nl

nmw -+ ====
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2017 2018 2019 2020

Pucynok 46 — Pactipenienenue ya3BUMOCTEH, UCTIONB30BaHHBIX B aTaKax
37I0yMBIIUIEHHUKOB, [0 TUIAM aTaKyeMbIX IPHIOKESHUH
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Tabnuya 14 — Obwas cmamucmuxa uHYUOeHmMos8 8 cepe uHpopmayuorHol 6e30nacHo-
cmu

Ton

ITokasarenb CTaTHCTHKH 2017 2018 2019 2020

Jlonst KOMIBIOTEPOB HHTEP-
HeT-TI0Nb30BaTeIel B MUpE
XOTs1 OBbI OJIMH Pa3 MOABEPT- 29,4 30,01 19,8 10,18
nHch BeG-aTaKe Kiacca
Malware, %

KonumyecrBo arak ¢ MuTep-

HET"PECYPCOB, OTPBKCEHHMIX | 1 188 798 338 | 1 876998 691 | 975491 360 | 666 809 967

peweHusmu «Jlaboparopun
Kacnepckoro»

KosnuecTBO yHHKaIbHBIX
URL, Ha KOTOpBIX NpOKC-
XOZIIIO cpabaTbiBaHKe BeO- 199 455 606 554159621 | 273782113 | 173 335902
aHTUBHpYCa «JlabopaTopuu
Kacnepckoro»

KonyecTBo yHUKaTbHBIX
BPEJIOHOCHBIX 00BEKTOB
3a(pMKCHPOBaHHBIX BEO- 15714700 21 643 946 24610126 | 33412568
aHTUBHpYCcOoM «Jlabopato-
pun Kacriepckoro»

KosuecTBO KOMITBIOTEPOB,

Ha KOTOPBIX OTaKCHBL 939 722 765 538 755 485 549 301

aTaku 1M GpoBaIbIIMKOB-
BbIMOTraTesnen

KonuecTBo ycTpoiicTB, Ha
KOTOPBIX OTPA’KCHBI ITONBIT-
KH 3aI1yCKa BPEIOHOCHOTO
NpOrpaMMHOro obecriede- 1126 701 830 135 766 728 668 619
HUA I KPpaXKu JCHECKHBIX
CPEACTB Yepe3 OHJIAalH-
JIOCTYII K OaHKOBCKUM Cye-
TaM

KonmaectBo monb3oBate-
JIeii, aTAKOBAHHBIX MaiiHe- Her naHHbBIX 5638 828 2259038 1523148

pamu

He cmotpst Ha To, uto ¢ 2021 roga npoaykr Adobe Flash nepecran momuep-
JKUBATHCSI, MHTEPEC 3JIOYMBIIUICHHUKOB K HeMy He ociabeBaer. Hesznaumrenn-
HYIO JONIO VS3BUMOCTEH COXpaHSIOT Tarke Java-ruratdpopmsel m PDF. Be6-
6paysepsr 1 Android B mocieiHIEe TOBI HECKOIBKO CHH3MIIA CBOW TTOKa3aTelH,
HO BCE PaBHO OCTArOTCS OJHMM M3 OCHOBHBIX CIIOCOOOB 3apaskKCHHMs HE3aIIUIICH-
HBIX KOMITBIOTEPOB. JIMIUPYIOIee MECTO 110 J0JE YA3BUMOCTEH 3aHUMAIOT MPH-
noxenust Microsoft Office u mons sta yBenuumBaercst us rofa B roa. OCHOBHas
OpPHYUHA 3aKITI0YaeTCs B TOMY/SIPHOCTH JAHHBIX TPHIOKEHUM PU BEACHUH [0-
KyMEHTAllUH, PACUYETOB W OTYCTHOCTH. TarKe MOKYMEHTBI 3THX MPUIOKEHHII

155




Yare BCero MEepPEChUIAlOTCS MO AJIEKTPOHHOM MOYTE M MOIb30BATEIH TOTOBHI HX
MIPUHAMATh U IPOCMATPUBATH 0€3 TOMOIHUTENEHOTO aHANIN3a.

B nocnennne romsl PecrryOnuka bemapyck B cOOTBETCTBHHM CO CTaTHCTHKOM
3A0 «Jlaboparopust Kacriepckoro» BXomuia B YUCIO CTpaH, B KOTOPBIX TOJIB30-
BaTeNH IIOJBEPTaNCh HAWOONBIIEMY PUCKY 3apakeHHs dyepe3 ceThb MHTepHer
(Tabnuma 15).

Tabauya 15 — Ionoocenue Pecnydnuxu Berapyco cpedu cmpan, noiv3ogamenu KOmMopvix
noodgepeanucs HauUboIbLUEMy PUCKY 3apadiceHus yepes cemv Hnmeprem

l'on
2017 2018 2019 2020

Jlons yHHMKAJIbHBIX MOJIb30BATENIEH, TTOBEPT-
mHXcst BeG-aTakaM BPeJOHOCHBIX 00BEKTOB
kiacca Malware, OT BceX YHUKaIbHbIX M0OJTb- 38,39 43,00 24,52 12,54
3oBarenelt npoayktos «Jlaboparopun Kacnep-
ckoro» B Pecniybnuke benapych, %
[Tonoxenne Peciy6mikn benapycs cpenn
CTpaH, MOJb30BaTEIN KOTOPHIX MOABEPraiich 2
HanOONbIIIEMY PUCKY 3apPaXKEHHUS Yepe3 CeTh
NurtepHer

CrpaHa-nuzep 1 101 yHUKAIbHBIX [OJIb30Ba-
TeJieH, OABEPrnXcsl BeG-aTakaM BPEIOHOC- Amxup | Amxup | AmKup Tynuc
HBIX 00BEKTOB Kiacca Malware, B 3Toi (44,06) (43,31) (33,02 (18,27)

crpaune, %

2 9 19

IpencraBneHHble JaHHBIE arPECCUBHOCTH CPEABl, B KOTOPOil paboTaloT cere-
BbIE YCTPOWCTBA I1OIb30BATENEH, TO3BOMISAIOT OLIEHUTh CTEIEHb PHUCKA 3apaKEHUs
BPEJOHOCHBIMHU IIpOrpaMMaMi 4epe3 ceThb MHTepHeT, KOTOpOMY MOJBEprarTcs
ceTeBbIe YCTpoiicTBa mojib3oBareneii B Pecriyonuke benapyce.

«Jlugupytomee» nonoxxenne Pecriyonuku benapych B crirckax cpaH, B KOTO-
PBIX MONB30BATENN MOABEPrajich HAHOOIBLIEMY PUCKY 3apakKeHHUs depe3 CeTh
WHTepHeT 3a mOCHenHUEe TOIbI, BBI3BIBAET CEPHE3HOE ONACEHHE M OJHO3HAYHO
yKa3bIBaeT Ha HEOOXOJUMOCTh HCIIOIB30BAHUS CPENCTB 3AIUTHI HH)OPMAIIUH.

ITomuMo pucka 3apakeHHs: BPEJOHOCHBIM TIPOTPAMMHBIM 00ECTIEUEHHEM MPU
YZIaJIEHHOM JOCTYyIIe K CeTH VMHTEpHET KOpIIOpaTUBHbIEC MOIb30BATENN KOMIIbIO-
TEPHBIX CUCTEM U CETEH KEJIE3HOJOPO’KHOI0 TPAHCIIOPTA MOIBEPTAIOTCSI OMACHO-
CTH JIOKJIHOTO 3apaKEHHs, HallpHMep, PH UCIIOIb30BAHNH 3aPAKEHHBIX HOCH-
tened mHGOpManuu. YUTOOBI OIEHWTH CTETIEHb PHCKA 3apaXKEHHS CETEBOTO
ycTpoiicTBa Ha Tepputopun Pecybnmke benapych, He0OXOIMMO CpPaBHUTD JIOTIO
YCTPOWCTB, Ha KOTOPBIX B TEUEHUH T'0J[a XOTS ObI pa3 MpOM30ILIO cpabaThIBaHUE
¢attmoBoro anTuBupyca «Jlabopatopun Kacmepckoroy. Ilpu 3TOM yduTHIBaIHCH
JICTEeKTHpYyeMble OOBEKTHI, HAll/ICHHBIE HETOCPENCTBEHHO Ha CETEBBIX YCTPOH-
CTBax MOJb30BATENIEH WIIH YK€ HA MOAKIIOYEHHBIX K HUIM ChbEMHBIX HOCUTEIISX.

3a mocnexHue 4erblpe roga PecnyOnmka bemapych enuHOXABI momana B
TOII-20 crpan (17-1 nosumms B 2018 romy), B KOTOPBIX MOIB30BATENN MOIBEP-
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rajiich HanOOJBIIEMY PUCKY JIOKAIBHOTO 3apakeHus. Jloyisi yCTpOHCTB, HA KOTO-
PBIX B TEYEHUH T'Ofia XOTsl OBl pa3 MpOHM30ILIO cpabaThiBaHKe (aiiioBOro aHTH-
Bupyca «Jlaboparopun Kacrepckoro», cocraBuna 52,38 % (JIuaepoM B 3TOM To-
ny Obu1 BeetHam ¢ moneit 62,29 %). Ha pucynke 47 mpencraBiieHa reorpadus
JIOKAJIFHBIX 3apaKCHUN BPEJOHOCHBIM IPOrpaMMHBIM oOecrieueHueM B 2020 ro-
ny, B3aras u3 OrosmiereHs 3AO «JlaGopatopust Kacmepckoro». Ilperom Ha pu-
cyHKe 00O3Ha4eHa JOJISl YCTPOWCTB, Ha KOTOPHIX OBbUIM OOHApy)KEHBI HMOIBITKH
3apaXKeHUsL.

0% 10% 20% 30% 40% 50% 60% 70%

Pucynok 47 — Pactipeenenue ys3BUMOCTEH, HCIOIb30BAHHBIX B aTaKaxX
3JI0YMBIIICHHUKOB, 10 THIIAM aTaKyeMbIX IPUJIOKEHUH

[pencraBneHHble DaHHBIE TAKKe YKa3bIBAIOT HA HEOOXOMMMOCTH 3aIlUTHI
HHGOPMAIUKA — MPAKTHIECKH KaXkKJ0e BTOPOE CETEBOE YCTPOMCTBO Ha TEPPHUTO-
pun Pecniy6nukn benmapych, Ha KOTOpOM ycTaHOBIICH aHTHBUpYC «JlabopaTtopuu
Kacniepckoro», xots 661 pa3 B 2020 roxy monsepraics arake. Taroke ciemayer
00paTHTh BHUMAHME HA TO, YTO B CTATUCTUKE YJIACTBYIOT TOJIBKO OOHAPY)KEHHBIE
AHTHBUPYCOM aTaKH.

Hawnbosnee omacHBIMU AJIS1 KOMITBIOTEPHBIX CHCTEM M CETEH JKEJIE3HOTO0POXK-
HOT'O TPAHCIIOPTA B HACTOSINEE BPEMs SIBISIIOTCS: MPOrpaMMbI-IIH()POBATBIIUKH
U IPOrpaMMBbI-MaiHEpPBHI.
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Taxke aKTyaJlbHBIMU Kak JUIsi paOOTHHUKOB JKEJIE3HOIOPOIKHOTO TPAHCIIOpPTa,
TaK ¥ JPYTUX OTPACIel SBISIOTCS aTAKU C UCIIONB30BAaHUEM OAHKOBCKOTO BPEIO-
HOCHOT'O MMPOrPAMMHOTO 00ECTIICYCHHSI.

KonmuectBo momnp3oBatesnell aHtuBupyc «Jlaboparopun Kacnepckoro» B
MHpE, aTaKOBAHHBIX BPEIOHOCHBIMH MIM(PPOBATBIIMKAMH-BBIMOTATENISIMA B Tie-
puoxn ¢ HostOpst 2016 roxa no okTa0ps 2020 rona, npeacTaBiIeHo Ha pUcyHKe 48.
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PI/ICYHOK 48 — KonnyectBo HOHLSOBaTeHeﬁ, ATaKOBaHHBIX BPEIOHOCHBIMU
I.I.II/I(l)pOBaJ'ILH_[I/IKaMI/I'BI:IMOFaTeJ'ISIMI/I

C 2019 roma HaMeTwiCS CIlag KOJIHMYECTBA IOJIL30BATEIEH, aTaKOBAaHHBIX
mu(poBaIbIIMKaMU-BBIMOIaTeSIMH, OIHAKO HMX BCE €lle AOCTATOYHO MHOTO.
IIpu aToM Tonbko 3a oauH HOsO0pb 2019 roxma mosiBwiiock 8660 momudukaimii
BPEZOHOCHOT'O MPOrpaMMHOr0 o0ecredeHus Takoro pona. OCHOBHEIM CIIOCOOOM
pacnpocTpaHeHHs! OZOOHOTO BPEIOHOCHOTO MPOrPaMMHOTO OOECIieYeHHs SB-
JISIFOTCSL BIIOXKEHHS B DJIEKTPOHHBIE MIIChMa U COOOIIEHHUSI B MECCEHKepax. Bax-
HO 0o0paIaTh BHUMaHUe Ha (ailiibl, MPUKPEILIsieMbIe K AIEKTPOHHBIM COOOIIECHH-
SIM M Ha IOCTOBEPHOCTb UX HCTOYHUKOB.

3apakeHHe CETEBOrO YCTPOMCTBA MPOrpaMMoOi, KOTOpas 3aHUMAaeTcs Mai-
HUHTOM KpPHUIITOBAJIFOTHI, HE SBIsIeTCs OOJBLION MPOOIeMOil, MO CPaBHEHHIO C
uppoBanueM (HaiyoB, OAHAKO MOXET BBI3bIBATH 3ATPYIHEHUS ¢ PabOTOil Ha
9TOM YCTpPOICTBE, €ro «3aBucaHue» U neperpes. PecryOmmka bemapych sBissercst
OJIHOH W3 CTpaH MHUpa, HAa TEPPUTOPUH KOTOPOH aTaKh TAKOI'O POJA SBISIOTCS
BeCbMa PacrpoCTPaHEHHBIMU.

Jnst KaKA0ro aKTHBHOTO ITOJIb30BaTeNsl ceTH MHTepHET ONHUMH M3 CaMBIX
OIMacHBIX yTpo3 B cdepe WHPOPMAIMOHHOW OE30MaCHOCTU SIBISIFOTCS YIPO3HI B
(bMHAHCOBOM CEKTOpEe, KOTOpbIe OJIOKHPYIOT MM IepeXBaThIBAIOT TPAaH3aKIUH, a
TaKKe MOT'YT OITYCTOIIATh CPENICTBA, XPAHUMBIE Ha KapT-CUeTax IOJIb30BaTeNeH.

KomnmdecTBo monb3oBateneil BO BCeM MHpPE, aTaKOBAHHBIX BPEJOHOCHBIMHU
NporpaMMaMy IS KPaKH JICHEKHBIX CPENCTB ¢ OAHKOBCKHX CUETOB B MEPUOJ C
Hos10pst 2016 roxa no okTs16ps 2020 rona npencraBieHo Ha pucyHke 49.
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PI/ICyHOK 49 — KonuuectBo 1'[0.]'[])3OB{:lTeJ'IeI‘/'I7 ATAaKOBAHHBIX BPEJOHOCHBIMHU IIPOrpaMMaMiu
JUTA KpaXKu JICHEXKHBIX CPEACTB C 0aHKOBCKHX CUETOB

Besi mpuBeneHHas BBIIIE CTATUCTHKA YKa3blBaeT Ha KPAHIOW HEO0O0XO1u-
MOCTh B HCIOJIb30BaHUH 3(P(PEKTUBHBIX METOMOB M CPEICTB 3alUThl HH(OPMA-
I[UM B KOMITBIOTEPHBIX CHCTEMAaX M CETSX JKEIC3HOMOPOKHOIO TPAHCIIOpTa.

8.2 CucreMbl aBTOMATH3MPOBAHHOTO cO0pa M yueTa (paKkTOB HAPYIIEHHSI
HH(popManoHHOIi 6e30nacHOCTH 00bEKTOB HH(pOPMAaTH3aNHMH

MOHHUTOPUHI CeTeBOro Tpapuka — 3TO HENPEPHIBHBIN MPOLIECC UHCTPYMEH-
TaJIbHOTO aBTOMATH3MPOBAHHOIO HAOIIOAEHMS 32 OTACIbHBIMU IapaMeTpamMH
Tpaduka B CETH C I NPOBEPKH COOIIONCHUS CcOrNameHuid 00 ypoBHE 00CTyKH-
BaHUs, IPEJOTBPAILCHUS] TEXHUIECKUX aBapuil, BBIIBICHUS pealu3allid YyIpo3 U
aTaK 3J0yMBIIITIEHHUKOB.

CyIecTByYIOT CleyIoNHe CPeACTBa MOHUTOPHHTA CETEBOro TpaduKa:

— aHAJIU3ATOPBI MPOTOKOJIOB, WX ceTeBble CHH(epbl, KOTOpPbIE TO3BOIAIOT
3aXBaThIBAaTh TPa(QUK JIOKAIBHBIX CETeH U MPENCTaBIATh €0 B yIOOHOM IS aHa-
JM3a BUJE;

— MapUIpyTU3aTOPHI, moaepkuBatoniie nporokoa NetFlow, koroprsie cobu-
patoT 000OIIeHHbIE HaHHBIE O Tpaduke TI0OATBHBIX CETeH, meperaBasi ero s
aHanm3a nporpaMmMmHbM cucremam NetFlow;

—cucTeMbl o0Hapyskenusi Brop:kenmii (Intrusion Detection Systems, IDS),
KOTOpBIE CHEUATU3UPYIOTCS HA ABTOMATHYECKOM PACIIO3HABAHUU BTOPIKEHHI U
yrpo3 B MPOCIYIIUBAEMOM Tpa(HUKe JTOKAIbHBIX CETeH.

AHanu3aTop NpOTOKOJIOB MPEACTABISAET COOOM CAMOCTOATENBHOE CIIEIUATHN-
3UPOBAHHOE YCTPOUCTBO, JUOO MPOrpaMMHOE OOECIEUEHHE CETEBOr0 YCTPOM-
CTBa. B cOCTaB aHAIIM3ATOPOB MOXET BXOIHThH DKCIIEPTHAS CHCTEMA, CIIOCOOHAS
BBIIaBATh IOJIH30BATEII0 PEKOMEH/IAIMU O TOM, KaK IIPOBOAUTH aHAIH3 Tpaduka
B KOHKPETHOW CHTyallH, KaK YCTPAHHUTh HEKOTOPBIC BHIbI HEHCIIPABHOCTEH B
CeTH U T. II.

Cucrema monuropunra NetFlow (IOTOK AaHHBIX, EPEAOIIUXCS MO CETH)
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SIBIISIETCS. B HACTOSIIIEE BpeMs OCHOBHBIM CPEACTBOM ydeTa U aHanm3a Tpaduka,
MIPOXOMAIIETO Yepe3 MapHIpyTH3aTOpbl M KOMMYTAaTOpBl CeTH. BONbIIMHCTBO
TIPOU3BOJIUTENEH CETEBOro 00OpynoBaHMS MoiepxkuBaoT npotokon NetFlow,
Onaromapst 4eMy CeTeBBIE Y3JIbI COOMPAIOT CTATUCTHUKY O MPOXOIAIINX Yepe3 HUX
MOTOKaX JaHHBIX M TEPHOAWYECKH OTIPABISIIOT COOpaHHYIO WH(OPMAIHMIO B
KOJUIEKTOPBI JUIsl XpaHEHUsI 1 00paOOTKH.

NetFlow cobupaer cTaTUCTHKY HEe 00 OTACIBHBIX MaKeTax, a O MOTOKaxX IaKe-
TOB, OMpeeNsis MOTOK KaK I0CIIe0BAaTEIbHOCTh AKETOB, 00bETMHEHHBIX HA0O0-
POM 00LIMX TPU3HAKOB, B YUCJIO KOTOPHIX Halle Bcero Bxoast: |P-anpeca ncrou-
HUKa 1 npuemMHUKa, nopTel TCP/UDP ucroyHrka n npueMHHUKa, TUIT IPOTOKOJIA,
nepeHocumoro IP-makerom u T. m. Kpome toro NetFlow cobupaer pasnoobOpas-
HYIO CTaTHCTHKY O TIOTOKE: BpeMsI €ro Hadajia U OKOHYaHHUs, 00beM MepeaaHHbIX
JIAHHBIX, CPEIHssT CKOpOCTh Iepenaun naHHbIX. [Ipm atom Net Flow cobupaer
TOJIBKO ME€TaZJaHHBIC O Tpa(bm(e, HE 3arjis1bIBasd B I10JIs1 JaHHBIX ITAKETOB.

Hannbie NetFlow ciayxaT Ui moucka aHOMaluil B XapakTepe MeTaJaHHbIX,
KOTOPLIC MPOABIAIOTCA B OTIHMYHAX OT 6a3030r0 YPOBHS XapaKTCPUCTUK CCTH.
Cucrema monutopuHra tpaduka Ha 6a3ze NetFlow BkiodaeT cnenyromue GpyHK-
WM OHAJIbHBIC KOMIIOHCHTHI:

— JKCIIOPTEP MOTOKa (CEHCOp) — MapIIPyTH3aTOp, KOTOPBIN arperupyer make-
TBI B IOTOKU ¥ IIEPEAAET CTATHCTHYECKHE JaHHbIE 00 STUX MOTOKaX B OIWH WIH
HECKOJIBKO KOJJIEKTOPOB;

— KOJUIEKTOp — CepBep, KOTOPBIA OTBEYaeT 3a MPUEM, XpaHEeHHEe U MpeABapu-
TeNbHYI0 00pabOTKy JaHHBIX O IIOTOKaX, MMOTYYEHHBIX OT 3KCIOpTepa IOTOKa;

— IporpaMMa-aHaJHu3aTop — aHAIM3HPYET MONTyYeHHbIe JaHHBIE O IOTOKAX ¢
LIETIbI0 Paclo3HaBAHUS BO3MOXKHBIX aTaK MM BO3HUKHOBEHHS IEPErpy30K CETH,
YCTAHOBJICHUS COCTaBa U TeHACHLUH H3MEHEHNS TpaHKa B CETH.

Cucrema oOHapyXXeHHs BTOP)KEHUH 3TO IIPOrpaMMHOE HIIH allllapaTHOE Cpejl-
CTBO, KOTOPOE BBIIIOJHAET HENPEPHIBHOE HAOIIONCHHE 3a CETEBBIM TpaduKoM H
JeSATENEHOCThIO CYOBEKTOB CHCTEMBI C LETbIO NPEAYIPEKICHHS, BBIABICHUS H
NPOTOKONUPOBaHKS atak. OHH YYHTHIBAIOT B CBOCH paboTe pa3IHM4HBIE ITOI03PH-
TeNbHBIE COOBITHS, POUCXOAsIIe B cucteMe. Crucrema oOHapyKeHHUSI BTOPIKE-
HHUH HCIIONb3YeT areHTOB, BCTPOSHHBIX BO MHOTHE TOYKU ceTH. C HX IOMOIIBIO
OHA CIEAUT 3a TPAPHKOM CETH W BCEMH OOpAILCHUSIMH K KPUTHUECKH BayKHBIM
pecypcaM OTHENBHBIX CETEBBIX ycTpoicTB. [Ipu 3TOM OHa He OJIOKHpYeT Momo-
3pHUTEIBHBIA TpadUK, a TONBKO MpEeayNpekIaeT aJAMHHHCTPATopa CeTH O ero
HaJIMYMH U IPOTOKOIHUPYET MOAO3PUTENBHBIC TAKETHI.

Cucrema IDS Brumtouaer cnenyromniue () yHKIIHOHATBHBIE JIEMEHTHI:

—VICTOYHUKH JJAHHBIX — MapIIpyTH3aTOPbl, KOMMYTAaTOPHl M NPOYHE CETEBHIE
YCTpOWCTBa JIOKAIBHOM CETH, KOTOpBIE IEpeNaroT, TeHEPUPYIOT M MPUHUMAIOT
TpaduK;

— IaTYUKH — OTACNbHBIE CETEBbIE YCTPONUCTBA MM IPOrPaMMHBIC KOMITOHEH-
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TBl MapIIPyTH3aTOPOB, KOTOPBIC KOMUPYET MAKEThl, IUPKYIUPYIOLIAE B CETH,
GWIBTPYIOT M MEPEAAOT aHAJIM3aTOPY UL BBISBJICHHUS MOJO3PUTEIBHON aKTHB-
HOCTH;

—ananmzatop — sapo IDS, koropoe mony4yaer naHHbBIE OT JATYUKOB U, B COOT-
BETCTBUH C TMPAaBHJIAMH, COCTABICHHBIMU aJMHUHUCTPATOPOM, MPOBEPSACT HX Ha
HaJM4YKe Yrpo3 U TOJO3PHUTEIBHON aKTHBHOCTH B CETH, a 3aTeM HUH(POPMHUPYET
CHTHAJIOM TPEBOTH MeHemkepa cucteMsl |1DS;

— a/IMUHUCTPATOp — OTBETCTBEHHOE JIMIO, KoTopoe KoHpurypupyer IDS u
COCTaBIISICT TIPaBUIa ee paboThl B COOTBETCTBUH C MOJUTHUKON 0€30MacHOCTH Op-
raHU3aIHN;

— MEHe/Kep — MPOrPaMMHbBIH KOMITOHEHT, KOTOPBIA XPaHUT KOH(DUTYpaIHIO
IDS u nonnepxuBaer ynooHsid nHTEpdeiic ¢ onepatopoMm |IDS, ¢ momonipio ko-
TOporo omoseraer orneparopa IDS o TpeBore B Buje 3ByKOBOTO MIIM CBETOBOI'O
YBEIOMJICHUS;

— OMepaTop — OTBETCTBEHHOE JIUIIO0, KOTOPOE B PE3yIIbTATE MOCTYIUICHUS CUT-
Hajla TPEBOTH OT MEHE/Kepa MPUHAMAET PEIIeHHe O PEaKI[UK CEeTH Ha TIOM03PH-
TEJIbHYIO aKTUBHOCTb.

B mMuHuManbHOM BapuaHTte Bce pyHKIMU [DS MOryT OBITH COCPEIOTOYCHBI B
[POrPaMMHOM O0ECIICUEHUH EIMHCTBEHHOTO CETEBOrO YCTPOWMCTBA, CETEBOM
ajanTep KOTOPOro MCIOJHAET POJb JAaTYMKA 33 CYET TOrO, YTO NPHCOSIUHEH K
3epKaJIM30BaHHOMY IOPTY KOMMYyTaTopa MM Mapupyrusaropa. bonee macmira-
Oupyemotii siBisiercs peanuzanusi IDS ¢ HECKONBKMMU IaTYMKaMK B BUJIE JOIOJI-
HHUTEIBHOTO MPOrpaMMHOr0 O0ecleyeHHs MapLIpyTH3aTopa WM KOMMYTaTopa,
MOAKJIIOYEHHBIMH K Pa3JIMYHBIM CETMEHTaM CETH M MOCHUIAIOIIUMH 3aXBaueHHbBIH
Tpa¥K HEHTPAITEHOMY aHAIU3aTopy.

IMomumo IDS cymecTBylOT cHcTeMbl MpeaylpeskIeHHs] BTOP:KeHUit
(Intrusion Prevention Systems, IPS), koTopble BBIMONHIIOT aBTOMATHYCCKUE
JefCTBHS 110 NPEKPALICHHIO aTaKH B CITydae ee OOHApy)KEHHS.

8.3 MeToabI 1 cpeicTBA 3alIMTHI HH(OPMAIIMH OT YIAJIEHHBIX aTaK

JUTst 321U THl OT YAAIEHHBIX aTaK JIOKAJIbHBIE CETH OpraHH3alliy 3aIlHIIA0T-
Csl C IIOMOIIBI0 METOAOB (QMIBTpaLlK TpadHKa, HCIOIb30BAHUS MEKCETEBBIX
9KpaHOB, a Takxke ¢ nomoripio cucreM IDS u IPS, xoropeie ObUTH paccMOTpEHbI
BEILIIE.

[on ¢puasTpanuei Tpadpuka nonmmaercs oopadboTtka [P-makeTroB mMapmipy-
THU3aTOPAaMH, NPU KOTOPOW YacTh MAaKETOB OTOpAcHIBACTCS HJIM M3MEHSET CBOM
MapipyTbl. OunbTpanus Tpaduka MO3BOIAET HPEIOTBPATHTH aTaKky Ha CETh,
OJIOKUPYS AOCTYT K HeW JJIs 3apaHee U3BECTHBIX BHEITHUX CETeH WM OTJENbHBIX
CEeTEBBIX yCTpoicTB. Ecii MCTOUHMK aTaky 3apaHee HEM3BECTCH, TO (PHIBTPALIH
TpaduKa IO3BOJISET ONEPATHBHO OCTAHOBUTH aTaKy.
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CrangapTHble npaBmwia (QUIBTPAIUN ONPENENSIOTCS OCOOCHHOCTSIMHU (YHK-
LIMOHUPOBAHMSI CETEBBIX YCTpOMCTB. Hampumep, KomMmyraTtop mepenmaer Kaip
TOJIBKO Ha TOT HHTEp(eiic, K KOTOPOMY IOAKITIOYEeHA TT0/ICETh, MMEIOIasi B CBOEM
COCTaBe y3eJ C aipecoM Ha3HaueHHs Kajpa. AHAIOTHYHO MOCTYMAeT U MapIpy-
TH3aTOp ¢ MakeTamu. Ecnu komMmmyTarop He oOnamaer nHpopmarueil o0 agpece
Ha3HauYeHWs Kajpa, TO OH IepesiaeT ero Ha Bce nHTep(deiickl KpoMe TOoro, U3 Ko-
TOPOTrO OH INOCTYNWJI. B aHamorn4yHo# cUTyallMu ¢ MakeTaMH MapIipyTH3aTop
0TOpAaCHIBACT ITAKET.

JlononHuTenbHple NpaBuiia QUIBTPALMH, WM TMONB30BATENbCKHE (UIBTPHI,
3a[1a0TCSl CETEBBIMHM aJMHHHCTPATOPaMH, HUCXOAS M3 TOJIUTHKU OE30MacHOCTH
700 C 1eTbI0 U3MEHEHUS CTaHIaPTHBIX MapUIpyToB. [lONONHUTENbHBIE TIpaBHIa
($UIBTpanMK MapUIpyTU3aTOPOB MOTyT yunThiBath |P- 1 MAC-anpeca ucrounu-
Ka M NpHEMHHUKA, THIIBI MIPOTOKOJIOB, COOOLICHUsS] KOTOPBIX HecyT IP-maxersi,
Homepa noptoB TCP/UDP. C ucnonb30BaHHEM CTaHAAPTHBIX U AOTOIHUTEIBHBIX
npaBui (QUIBTPAlMU OpPraHU3yeTCs TEXHOJNOTWsl pa3rpaHUyYeHUst AOCTyNa II0
cnuckam koHTpons nocryna (ACL), paccMorpenHas paHee.

Me:xceteBoii 3kpaH (daiiepBoJi, GpaHIMAayIp) — 3TO KOMIUIEKC POrpaMM-
HO-aMmnapaTHbIX CPEJCTB, OCYIIECTBISIOMINI UH()OPMAIMOHHYIO 3aIlUTY OJIHOM
YacTU KOMIIBIOTEPHOW CETH OT APYroi IyTeM aHaiu3a W (QUIbTPaLU IIPOXOAs-
Iero Mexay HumH Tpaduka. [Ipn 5ToM OHM OCYLIECTBIAIOT SKPAaHUPOBAHHUE 3a-
MIaeMoro oobekra u GOpMUPYIOT ero BHelHee npexacrasinenue. s addex-
THUBHOT'O BBIIIOJTHEHHSI MEXKCETEBBIM 3KPaHOM ero (yHKIHil HeoOXOAUMO, 4TOOBI
4epe3 Hero NpoXoaui Bech Tpaduk, KOTOPEIM OOMEHUBAIOTCA 3allUIaeMast CeTh
C BHEIIHUMH CETSIMU.

OCHOBHBIMH (DYHKIMSIMH MEXCETEBOTO 3KpaHa SBIAIOTCS (DUIBTpAIMS Tpa-
¢uKa B 1eNAX 3aLIUTHl BHYTPEHHUX PECYPCOB CETH M ayIUT, KOTOPHIA 3aKiIro4a-
ercsi B OOHapyXEHUU U OJIOKHPOBKH TOJO3PHUTENBHBIX MakeToB. [lomuMo sToro
Ha MEXCETEeBOH 3KpaH MOI'YT ObITh BO3JIOXKEHBI M JpPYrHe€ BCIOMOraTelbHbIE
(YHKIMM 3aI0UTHI, HApHMeEp, aHTUBHPYCHAs 3aIluTa, IHppoBaHue Tpaduka
mp.

Ha pucynke 50 npencraBiieHa KinaccuUKamus MeKCETEBBIX YKPAHOB UCXOST
u3 ypoBHeil Mozmenu OSI, KOTOPBIM COOTBETCTBYIOT NPOTOKOJIBHBIC €IWHHIIBI
nmarabiX (PDU), necnonbp3yeMbie MEXKCETEBBIM IKPAaHOM ISl CBOEro (hyHKIIMOHH-
pOBaHHS.

YnpagJjisieMble KOMMYTATOPbI 00JIa1al0T BO3MOKHOCTBIO (pHIIbTpanyy Kaj-
POB KaHAJIFHOTO YPOBHS Ha OCHOBE 33J]aBaEMBIX aJMHUHHUCTPATOPOM CITHCKOB J0-
cTyna.

IMakeTHble GUIBTPHI PEHIAOT 3a1ady (HUIBTpALK NakeToB no [P-anpecam
WCTOYHMKA M NPHUEMHHKA, a TaKke IO 3HAYCHHUIO MO IPOTOKOJIA BEPXHETO
ypoBHs. Kpome Toro paboraroT 1 Ha TpaHCIIOPTHOM YPOBHE Ha OCHOBE CTaTHYe-
CKHUX TPABHII, C IOMOIIBIO KOTOPBIX MOXKHO 3aIIPETHTh MPOXOXKICHHE ITaKETOB C
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onpeneneHHsIMU HoMepamu 1opToB TCP mnu UDP. OtoMy THIy MeKCETeBBIX
9KPAaHOB COOTBETCTBYIOT MapIIPYTH3aTOPBl, NOAEPKUBAIOIIUE I0JIb30BaTENb-
CKHe (QUIBTPHI, a TAKXKE IPOrpaMMHBIE MEKCETEBbIE SKPAaHbI ONEPAMOHHBIX CH-
CTEM.

Ipukaagnoii
YPOBEHb
Yposennb

npeJcTaBJIeHHs
CeaHcoBblii HHcnekKTophI
YPOBeHb COCTOSTHUS
TpaHcnopTHBIH
YPOBEHb INakeTHbIC
CeteBoii GuabTpHI
YPOBEHb
KananbHbIit |
YPOBeHb
duznyecKkui
YPOBeHb

IMocpenHMKH NPUKJIATHOTO YPOBHS

110361 —
CEMHCOBOI0
— YPOBHSI — —

YnpasisieMble KOMMYTATOPbI

Pucynok 50 — Kiraccudukanus MexceTeBbIX 3KpaHoB 1o ypoBHsIM Mozenu OS|

IIn103bI CEAHCOBOT0 YPOBHSI SIBJSIIOTCH MEKCETEBBIMHM 3KpPaHAMH C 3aIlo-
MUHAaHHEM COCTOSIHUM COEAMHEHUI Ha ypPOBHSAX HIDKE MPHKJIAIHOIO — NPUHUMA-
10T pellieHHne O HAJIMYUU YIpO3bl AUHAMHUYECKH, C YUE€TOM TEKYILIErOo COCTOSHUSA
CeaHca U €ro NpeabICTOpHU. Takue MeXCeTeBble SKpaHbl HCIOIB3YIOTCS IS 3a-
LIUTHL U OT aTakK, JJIs paclO3HABAHUS KOTOPBIX TPEOYETCsl aHAIU3 He OTACIbHBIX
[IAKeTOB, a UX IOociefoBaTenbHOCTH. Hampumep, oHn 3¢ ¢eKTHBHO MpOTUBOALH-
CTBYIOT TeM BujaM atak Ha mporokon TCP, B KoTOpbIX HapyIIaeTcsl CTaHAapTHAS
MIPOLIEIypa YCTAHOBIICHUS COEIMH CHHUS.

IMocpeaHnKH NMPUKJIATHOIO YPOBHSI — 3TO NPHIOKECHUSI-ITOCPEIHUKH, KaX-
JI0€ M3 KOTOPBIX OOCTYXKMBaeT CBOW MPHUKIATHON MPOTOKOMN. s KaXkmoro mpo-
TOKOJIA MIPUKJIAJHOTO YPOBHS CHELHATN3MPOBAaHHBINA TOCPEIHIK MOXKET OMperie-
JISATH THI TIEpEeJaBacMbIX JaHHBIX U MX COAEPKMMOE, BBIMOJIHATH ayTeHTH(UKa-
LU0 TIOJIB30BATENSI M MPOBEPATh MX SJIEKTPOHHYIO HU(POBYIO moamuck. Hemo-
CTaTKaMH JAaHHOTO THIIA MEXCETEBBIX SKPaHOB SIBIISIOTCS OONbIINE 3aTPaThI Bpe-
MEHHM U PECYpPCOB Ha aHAIN3 KaXJIOTO TTaKeTa, B PE3yJIbTaTe YE€ro OHU HE IOIXO0-
JSIT 7Ts1 TIPYIJIOXKEHUH PeabHOrO BPEMEHH.

HMHcnexkTopsl COCTOSIHUSI CIIOCOOHBI MHTEPIPETHPOBATH, AHAIU3UPOBATH U
KOHTPOJIMPOBATh COAEPKUMOE COOOIIEHUH, KOTOPHIMH OOMEHMBAIOTCS MPHIIO-
xenust. OHU Taroke paboTaroT Ha OCHOBE (PMIIBTPAIMM C 3aTIOMUHAHUEM COCTOS-
HUS, HO aHAJTU3UPYIOT COCTOSIHUS HE TONBKO MPOTOKOJIOB HIDKHUX YPOBHEH, HO U
MIPUKIIAHOTO ypoBHS, Hanpumep, SSH, HTTP, SMTP u mp.
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Jnist 3ammMThl KOPIIOPATUBHOM CETH MOXET TakKe HMCIOJIb30BATHCS MPOKCH-
cepBep — 0COOBII THIT IPUIOKEHHSI, KOTOPOE BBIMOIHAET (QYHKIMU ITOCPEIHHKA
MEXIY KIMEHTCKUMH U CEPBEPHBIMH YacCTSIMU pacIpeAeleHHBIX CETEBBIX IpH-
noxeHni. KiIMeHThI 3TOro npuiokeHus MpruHaUIekKaT 3allUiaeMon CeTH, a cep-
BEpbI — MOTEHI[MAJILHO ONMAcHOW ceTH. Haxojsick Mexy 3aluinaeMoi M MoTeH-
IIAJIEHO OIACHOM CEThbIO MPOKCU-CEPBEp JIOTUUECKU Pa3phbIBaeT MPSAMOE COequ-
HEHHe MeXy KIUEHTOM U CEpPBEpOM C LeIbI0 KOHTPOI Iporecca oOMeHa co-
OOIIEHNUSIMH MEXIY HHMH, TIPH YCIIOBHH, YTO BECh KOHTPOJIMPYEMBIH Tpaduk
MIPOXOAUT Yepe3 Hero.

Korpa kiaueHTy HEOOXOIUMO MONYYHUTh PECYPC OT Kakoro-iubo cepsepa, OH
MIOCBIIAET CBOM 3alIpoc COOTBETCTBYIOIIEMY IPOKCHU-CEPBEPY, KOTOPBIH ero aHa-
JU3UPYET U HA OCHOBAHUM 3aJ[aHHBIX €My aJMHUHHCTPATOPOM NPaBWII peEIlaer,
KakuM o0pa3oM OH JOJKeH ObITh 00paboTaH. [ToMHMO OCHOBHBIX (YHKIHH,
MPOKCH-CEPBEPHI MOT'YT BBIIOIHATH IPYTUE ONEpaluy, HanpuMep, OOHapyXKU-
BaTh BUPYCHI €€ /IO TOr0, KAK OHU MOMNAJN BO BHYTPEHHIOIO CETb.

8.4 3ammuTa ceTeBBIX YCTPOWCTB NMpH padore B ceTu UHTepHET

Ilon npuBaTHOCTHIO (HU3MYECKOTO JHIA MOIpa3yMeBaeTcsi TpeOoBaHHE
HETPUKOCHOBEHHOCTH MH(OPMALK O YaCTHOU >KM3HHU ITOro Jiuna 6e3 ero cormia-
cust. B crarbe 18 3akona Pecnyonuku benapych «O0 nnpopmanu, nahopmartu-
3allUy | 3a10UTe HHGOpMaum» cKa3aHo, YTO HUKTO HE BIpaBe TpeOoBaTh OT (u-
3MYECKOr0 JIMLAa MPEAOCTaBICHN HHPOPMALMK O €r0 YacTHOW JKU3HU M Hepco-
HaJIbHBIX JIaHHBIX, BKJIOYas CBEICHUS, COCTABILIIONIME JINYHYIO U CEMEHHYIO
TaliHy, TaliHy TeJe(OHHBIX MEPEroBOPOB, MOYTOBBIX M MHBIX COOOIIEHHH, Kaca-
IOIIMECs] COCTOSHUS €ro 3I0pOBbs, JIMOO MONy4YaTh TaKyld HH(OPMAIUIO HHBIM
00pa3oM IMOMHUMO BOJH JaHHOTO (HM3HYECKOTo JIHIA, KPOME CIIyd4aeB, YCTaHOB-
JICHHBIX 3aKOHOZATeNbHBIMU akTamMu PecriyOnuku benapyce.

[NonmynsipHocTs MHTEpHETA HEraTWBHO IOBJIHSUIA HAa NPUBATHOCTH (H3MUe-
CKHX JIML, KOTOpBIE UM NONb3yloTcsa. Bee neiictBus nonb3oBatens B IHTepHETE
MOTEHIHAIILHO MOTYT OBITh 3a()MKCUPOBAHBI M IIPOAHAIN3UPOBaHEL. Beb-cepBeprl
u Opay3epbl BeIyT >KYpHAJIBI IOCEIICHUH CAalTOB W CTpaHUII, 3armoMuHaioT [P-
aapeca. Yrpo3a IPUBATHOCTH HCXOIHT Tarke OT cookies (TEKCTOBBIE NaHHEIE,
KOTOPBEIMH OOMEHHMBAIOTCSI BeO-cepBep M Opaysep), KOTOphIe comepikaT WHQOp-
MAaIMi0 O COCTOSHHHM CEAaHCOB CBSI3M, ayTCHTHU(HKATOPHI, MEPCOHAIBHBIC
HACTPOWKH ¥ JaHHBIE, HOMEpA KapT  T. II.

CortacHO peKOMEHIAIWsIM, IPUBEICHHBIM B IOOMICHHOM M3TaHUH ydeOHMKA
«Kommreroteprsie cetn» Bukropa m Hatamsu Onudep, momb3oBaTeni, 0OMeHH-
Baromyecss COOOIMIEHUSIMU 3JIEKTPOHHOM MOYTH Yepe3 ceTh MHTepHeT, HOIKHBI
MIPUHAMATh BO BHIMaHHE HAJIHYIHE CIETYIOIINX Yrpo3:

— criyuHr (TTOIMeHa) UMEHH OTIPaBHUTENS — CITy4dai, KOr/ia 3JI0YMBIIUICHHAK
BBIJIaeT ceds 3a APYroro rnojab30BaTENs;
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— cIypUHT TIOYTOBBIX CEPBEPOB — CEPBEP NMPEABSBISET MPU Tepegade cood-
LIEHUS JIOKHOE MM JIOMEHa;

—Moandukanus (M3MEHEHHE COAEPKMMOro) COOOIICHUSI — HCKaKEHUE WIIH
orOpachkiBaHNe COOOIIEHHs (HapylIeHHe LEIOCTHOCTH COOOIEHU cepBuca, YTOo
MOYKET CTaTh MPUYNHONW HAPYIICHHS TOCTYITHOCTH CEPBHCA);

— yTeuka nH(popManuy — MOTEeHINAIbHOE 03HAKOMIICHHE 3JI0YMBIIUICHHUKA C
COJIEp’)KUMBIM nH(popManuy (HapyleHne KOH(QUIEHIHATEHOCTH);

— HapyIlIEHHeE 10CIIeJ0BAaTEIbHOCTH COOOIIEHNIH;

— HapyllleHHe CBOKMCTBA HEOTKa3yeMOCTU — OTKa3 OTIpaBHTelNs OT (akra OT-
MIPaBKU COOOIIEHHs, OTKa3 MOYTOBOIO CEpPBEPa WIIM IMONydaTens oT (akTa mpue-
Ma COOOILEHU;

—craM — 3aCOpPEHHUE TTOYTOBBIX SIIIUKOB MOJIB30BATENEH COOOIIEHUSIMH, KOTO-
pBI€ TIOJIL30BATENM HE TPOCHIIM MM K€ HE OXHJIANK MONYy4UTh (OOBIYHO criam
COCTOMT M3 PEKJIAMHBIX COOOIEHHH);

— HapyllleHHe TIPUBATHOCTHU OJIB30BATENIS 33 CUET cOOpa MEeTaaHHbIX MOYTO-
BOT'O CEPBHUCA;

— GUIIMHT — 3JIEKTPOHHOE MUCHMO OOBIYHO SIBJISIETCS MEPBBIM 3TarnoM (u-
muHra (1enblo QUIIMHIOBOW aTak SIBISETCS 3aBIaJCHHE YYETHBIMHU JaHHBIMU
MOJIb30BATEI).

Peanmzanus Bcex 3TUX yrpo3 AOCTYNHA 3JI0YMBIIUICHHHKY H3-3a TOTO, 4TO
M3HAYAIBHO TIOuTOBas cinyx0a MHTepHera, ocHOBaHHas Ha rporokose SMTP, He
MOAJIEP)KMBAJIa HUKAKUX MEXaHH3MOB 3alllUThl MMOYTOBOro obmena. B SMTP-
MaKeTax TEeKCT COOOIICHUS NepemaBaliCss B OTKPHITOM BHJE, ayTCHTH(HKALUL
OTIpaBUTEN He ObLIa MpenyCMOTpeHa, NPOBEPUTh MOMIWHHOCTE aBTOpa CO00-
LIEHUS HE NPECTaBIIIOCh BO3ZMOKHBIM.

JlocTaToOdHO 4acTo JIEKTpOHHAs ModuTa VIHTepHeTa HCIONB3yeTcs B CBOEM
NIePBO3JaHHOM BHJE, YTO CTABHUT B YA3BHMOE IIOJIOXKEHHE IepefaBaeMble ¢ ee
MIOMOIIBIO JAHHBIE, a TaKoKe, HalpUMep, W3-3a (GHUIIMHra, HHPOPMALHIO, XpaHHU-
MYIO B IAMSITH CETEBBIX YCTPOMCTB, UCIIONB3YIOIUX TAKYIO IOYTOBYIO CITYXOY.

OmacHOCTh TaKXe MPENCTABISAIOT COLHAIBHBIE CETH, KOTOpPBIE B HACTOSILCE
BpeMsl SIBILFOTCS OMYJISIPHOM IUTaTGOpMON Il OOLICHUS, pa3MeleHHsT Wi 00-
MeHa nH}opMalmen, pa3BUTHs OH3HEca.

[pu paboTte B COLUATBHBIX CETAX HEOOXOAUMO CIIENOBATh HECKOIBKHM IPO-
CTBIM IPaBHJIaM, KOTOPBIE ITO3BOJISIT COXPAHUTH CBOKO MEPCOHANBHYIO HH(pOpMa-
LHIO:

1) BaxHO MpeACTaBIATh KEM SIBJISETCS CyOBEKT, KOTOPBIA MPOCUT 100aBHUTH
ce0s B «Ipy3bs» B conuaibHOM cetd. CTaB «Ipyrom», 30YMBIIUICHHHKY OyIeT
ropas/io MpOIIe PeaTn30BaTh CBOIO aTaKy.

2) PexoMeHIyeTCst [UIsl PETHCTPALMH B COLMANBHBIX CETSIX 3aBECTH U YKA3bl-
BaTh OTAEIBHYIO AJIEKTPOHHYIO MOYTY, HE CBSI3aHHYIO C PabOTOM.

3) Crnenyer m3beraTp MOCEIICHHUS COLMAIBHBIX CETeH C CETEBBIX YCTPOMCTB
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OpraHU3aliH, eCITH ATO HE BXOAUT B 00S3aHHOCTH COTPYIHHKA.

4) HeoOxonuMo yaansTh HEHYXXHbIC aKKaAyHTBI COLMATBHBIX ceTeld. OcTaBHB
aKKayHT 0e3 BHUMaHHs Ha JUTUTEIBHBIA CPOK MOXKHO YITyCTHTh MOMEHT, KOTJIa OH
Oy/IeT B3JIOMaH 3JIOYMBIIUICHHUKOM U CTAHET UCIIONB30BaThCSA UM B MPUCTYITHBIX
LETAX.

5) Cneayer UCTIONB30BATh CIIOXKHBIC MAPOIH sl AyTEHTU(DUKAIMH, KOTOPBIE
JIOJDKHBI COJIEpKaTh CHMBOJIBI HECKONBKHX aji(aBUTOB, HUGPHI U CIyKeOHbIC
3HaKH. PeKoMeHIyeTcsl MepHOMIeCKH MEHSTh MApOi Ha HOBBIC, IOTHYECKU HE
CBSI3aHHBIE CO CTApBIMU MapoysiMU. He pexoMeHryeTcst Uil HECKOJIbKUX aKKayH-
TOB MCIOJIB30BAaTh OJIMHAKOBBIE MApPOJIH, a TAKXKE MO3BOJIATH Opay3epaM aBTOMa-
THYECKHU X 3ATIOMUHATb.

6) PexomeHIyeTCsl MCMOIB30BaTh JBYX(DAKTOPHYIO ayTEHTH(HKAIIUIO, KOTO-
past IpUBS3BIBAET aKKAYHT I10JIb30BATENS K €ro JIMYHOMY (PU3UUECKOMY YCTPOH-
CTBY, Hanpumep, cMapthoHy win aiidony. [Ipu 3ToM 1715 momydeHus: JOCTyna K
AKKayHTY COIIMAJBHOM CETH C HEU3BECTHOTO YCTPOMCTBA IMOTPEOYeTCsl BBECTH
KOJI, KOTOPBIi OY/IET TOCTaBJIEH Ha 3TO YCTPOUCTBO.

7) Cneayer MUHUMH3HUPOBATH KOIMYECTBO KOHMUICHIIMALHON HH(POpMAIIHH,
pasMeniaemMoil B coLUManbHBIX ceTsiX. Henp3s pasmemarb Qororpadum Kakux-
1100 KOH(UACHIMANBHBIX JOKYMEHTOB WM HEpechulaTh MX C MOMOIIBIO COLM-
aJbHBIX CETEH.

8) Hy B xoeM ciy4ae He ClIeAyeT HCIONb30BaTh COLMABHBIC CETH B KAYECTBE
OCHOBHOI'O XpaHWJIMINA MepcoHalbHOi MHpopMauuu u ¢Gororpaduii. Couunans-
Has CeTb — 3TO PECYPC, KOTOPHIH He NPHHAIIEKHUT M0Ib30BATEII0, 1 MOXET HE
o0ecrevynBaTh pe3epBHOE XPaHEeHHE JAHHBIX.

OCHOBHYIO OIIACHOCTB IS ITOJIb30BATENsI KOPIIOPATHBHOM CETH MPEACTABIIS-
10T BPEAOHOCHBIE HPOTrpPaMMBbI, KOTOpPBIE TEM MM MHBIM CIHOCOOOM MOTYT IIO-
[acTb Ha €ro CeTeBoe YCTPOicTBO. BpemoHocHasi mporpamma — mporpamma,
NpeqHa3HaYeHHas I OCYLIECTBICHHS HECAaHKIHOHUPOBAHHOTO JOCTYNA K HH-
¢dbopmaryu u (Win) Bo3ecTBHS Ha MH()OPMALIUMIO WK PeCcypchl HH(OPMAIHOH-
HOH cucreMbl. [1o1p30BaTeIb MOXKET IPHUHECTH €€ Ha CBOEM HOCHUTEIE, ITOTYYHTh
B KayecTBE BJIOXKECHUA B DJIEKTPOHHOM IMCbME WM COOOIICHHH B KaKOM-JTHOO
MecceHkepe. K BpeIOHOCHBIM OTHOCATCS TaKHe NPOrPaMMBbl, KaK TPOSHCKHE
NPOrPaMMBI, CETEBBIE YEPBH, BUPYCHI, IPOrPaMMBI-3aKIaIKU, IPOrPaMMBI-00THI
UT. IL

TposiHckasi mporpaMMa — 3TO BPEIOHOCHAs MPOrpamMma, KOTOpas MOXKET
HaHEeCTH yHiepO OMepalMoOHHOW CHCTeMe W MH(pOPMAaIHH IOJIb30BaTENs, MaCcKHU-
pydCh TOX Kakoe-IHOO TMONIE3HOe WMIIM 3HAKOMOE MOJIB30BATENI0 MPHIOKEHHUE.
Taxkast mporpamMMa MOXKET YHHUYTOXATh HIIA HCKaXaTh HHPOPMAIHIO Ha KECTKOM
JIMCKe, TiepeiaBaTh NaHHBIC Ha yJAJCHHBIA cepBep, HapylmaTh (yHKIMOHHPOBA-
HHE YCTAHOBJICHHOTO MPOrPaMMHOIO OOECIICUeHHsI, Y4aCTBOBATh B NMPOBEIACHHU
DDoS-araxk.
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CeTeBoii YepBb — 13TO BPEIOHOCHAs MPOrpaMMa, CIIOCOOHAast K CaMoCTOsI-
TEJIFHOMY PaclpOCTPaHEHUIO CBOMX KOTHWII B Mpeiesiax JIOKAIbHON CETH, a TaKXKe
TI0 TTI00aJIbHBIM CBSI35IM, TIEPEMEIIasch OT OJHOTO CETEBOIO YCTPOWCTBA K JIPY-
romy 0e3 BCSKOrO yJacTHusl B 3TOM IIpOIIEecce Mojib30oBareneil cetu. [1aBHas nenb
U pe3yJbTaT JEATeIbHOCTH YEPBsI — 3TO PaclpoCTpaHEeHHWE CBOMX KOIMHMW Ha Mak-
CHUMaJbHO BO3MOXKHOE YHCJIO CETEBBIX YCTPOWCTB — HOBBIX ITOTEHIIMAIBHBIX
xepTB. UepBb MOXKET pacchuIaTh CBOM KOIMH IT0 CETH B BUJIE BJIOXKEHHUH B CO00-
LIEHHs DJICKTPOHHOM IMOYTHI WJIM IIYTEM pPa3MEIleHHUs] CCHIJIOK Ha 3apakKeHHBIH
(aiin Ha kKakoM-TH00 BeO-caiiTe. OH HE ynaisieT U He ucKaxaeT (aiiibl, He Tepe-
XBaThIBaeT U HEe MOJU(UIMPYET 3JIEKTPOHHBIE COOOIICHHS, a HAHOCHT BpeJ 3a
CYeT TOTPeOJIEHHsI PECYPCOB CBOMX KEPTB ISl PACCHUIKU CIIaMa, TPOSTHCKUX WA
JPYrUX BPEJOHOCHBIX MPOrPaMM.

Bupyc — 5T0 BpeJOHOCHBIH MPOrpaMMHBIN KOJI, KOTOPBIH MOXKET BHEAPSTHCS
B Jpyrue (aiibl pa3HBIX THUIOB, BKIIOYas (aiiibl UCMOIHSIEMBIX MporpamMm. B
OTJIMYME OT YepBeil BUPYCHl HE CoJiepiKaT B ceOe BCTPOSHHOI'0 MEXaHU3Ma ak-
TUBHOI'O PACIpPOCTPAHCHUA MO CETH U CHOCO6HI)I Pa3MHOXKATbCA CBOUMH CHJIIaMH
TOJIBKO B MPEJIeax OJHOr0 KOMIIBIOTEpa.

IlporpamMmmHasi 3aKi1ajika — 3TO BCTPOCHHBII B MPOrpaMMHOe olecrieueHne
O0BEKT, KOTOPBII MpPU ONPEIENECHHBIX YCIOBUSAX MHULUHMPYET BBIIOJIHCHUE HE
OIIMCaHHBIX B JAOKYMEHTalWH (YHKIHH, MO3BOISIOMINX OCYLIECTBIATh HECAHK-
LIMOHUPOBaHHbIE BO3AEHCTBUA HA MH(pOpManuio. OYHKINH, ONHCAHNE KOTOPBIX
OTCYTCTBYET B HOKYMEHTalIUH K IPOrpaMMHOMY O0€CIICUEHHUIO, HAa3bIBAIOT He/le-
KJIAPUPOBAHHBIMU BO3MOKHOCTSIMHM. [IporpaMMmHbIe 3aKIafKd MOTYT IIIHO-
HUTbH 32 JEHCTBHUAMH I10JIb30BATENS M IIepefaBaTh 3Ty HH(POPMALHMIO HA OIpese-
JICHHBIH CcepBep, MONy4aTh JOCTYN K KOH(MISHIMaNbHOH MH(pOpMAaIUH, HCKa-
KAaTh U pa3pyllaTh JaHHBIE.

Bor — nmporpamma, KOoTOpast BBIIOMHAET HEKOTOPbIE IEHCTBUS MO KOMaHIaM,
MOCTYNAIOMIUM OT YIAJEHHOTrO MCTOYHHUKA (LeHTpa yrpasienus). boT Haxoqutes
B CIEMAIIEM pPEeXHMe, aHAIU3HPYS COOOIICHUS W OXHIas KOMaHIbl U3 LEHTpa
YIIpaBJICHUS WM BO3HUKHOBEHUS 3apaHee ONpeneleHHol cutyanun. Ha cereBoe
YCTPOICTBO HONBb30BaTelNsi OOTHI MPOHUKAIOT HENETabHO M CKPBITHO. 3apakeH-
HOMY CETEBOMY YCTPOHCTBY, KOTOpOE Ha3bIBaeTcsi 30MOH, OOT HE NpPUYHHSIET
Bpea — ero IeNM HaxomsaTcs rae-T1o B MHTepHere. ['pynmna cornmacoBaHHO pabo-
TaloIMX OOTOB Ha3bIBaeTCs HOTHETOM FUTH CEeThI0 00TOB. JiIst ynpaBieHus 60Ta-
MU IIEHTP YIPABJICHUS HCIONB3YeT pasInuHble MPOTOKOIBI, HAIpUMeEp, MPOTO-
K0JI mepenavu MrHOBeHHBIX coobmmenuii (Internet Relay Chat, IRC).

Jst 3aIIMTBl CETEBBIX YCTPOMCTB OT BPENOHOCHOTO NPOTrpaMMHOro obecre-
YEeHUsT HEOOXOANMO HCITOIb30BaTh AHTUBUPYCHBIE MporpaMMel. Ha wacTHBIX ce-
TEBBIX YCTPOMCTBaX — MHIMBUIYyaJIbHBIC MAKEThl aHTUBHPYCHOM 3alllMTHI, a Ha
TIPEANIPUATHAX — KOPIIOPATHBHBIE MTAKETHI, COCTOAIINE U3 KIMEHTCKOH Mporpam-
MBI U CepBepa, pacChUIAIOIEro OOHOBIICHNSI.

167



AHTUBHUpYCHBIE MIPOTPaMMBbl HCHOJIB3YIOT Pa3IMYHBIE METONBI JJIsl OOHapy-
JKEHUSI CUTHATYphl BUPYCOB — XapaKTEPHBIX MOCIEN0BATENBHOCTEH IPOrpaMM-
HBIX KOJIOB, KOTOpPBIE MX C KaKOH-TO CTENEHBIO BEPOSTHOCTH WACHTU(UIHPYIOT.
UroObl 00HapYKUTh BHPYC, aHTHBUPYCHAs MporpamMma JIOJDKHAa UMeTh OnOIIno-
TEKy CUTHATYyp, KOTOpas JOJDKHA ObITh aKTYaJIbHOM M MepuoJuYecKd OOHOBIISATH-
col.

Meroj cUrHaTyp SIBJISIETCS OCHOBHBIM METOJIOM OOHApyXXEHHSI BUPYCOB, HO
o0J1aiaeT MPUHIMIHAIBHBIM HEIOCTATKOM — HECIIOCOOHOCTBIO OOHAPYKUTh HO-
BBII THUI BUpYCa WJIM BUPYCa C 3aMacKHpPOBAHHOW CUTHAaTypoH. AHTHBUPYCHbBIE
MIPOrpaMMBbl HCIOIB3YIOT TaKKe BPUCTUYECKHE METOMBI, KOTOPHIE MBITAIOTCS
BBISIBUTH BUPYC Ha OCHOBE CTPYKTYpPBI €ro KoJa WM €ro MOBEJCHUs, He UMes
TOYHOHW CHTHATYpBI KOJa, HO UCIIOJIb3Ysl HEKOTOPble 0000IIeHHbIE TPU3HAKH T10-
JIO3PUTENBHOM CTPYKTYpPHI KOJa MU MO03PUTEIILHOIO TOBEICHHUS.

B Hacrosiiiee BpeMsi B KOPIIOPATHBHBIX CETSIX BCE 4allle MCIONB3YIOTCS 00-
JIJAYHBIC CCPBUCHI. Ecmn CEPBHUCHI p€AIU30BaHbl BHYTPU OpraHusanuu, TO 3TO HE
HeceT CYIIECTBEHHOro Bpeaa. B Tom ciydae, korga MCHONB3YIOTCS YCIyrH 00-
JIAYHOTO IpoBaiiepa, MepcoHaNbHbIE JAHHBIE MMOJB30BaTEICH XpaHATCS B CIIpa-
BOYHOH city:x0e mpoBaiiziepa. [Ipy 3ToM ¢ MOMOIIBI0 MEXaHU3MOB BHPTYyasH3a-
MM MPOUCXOAUT pa3zAelieHue MHPPACTPYKTYpHI 3alUIIAeMOH CETH C APYTHUMHU
apeHJaTopaMy, YTO II03BOJISIET 3JIOYMBIIUICHHUKY IONBITAThCS IOJYYUTh He-
CaHKIMOHUPOBAHHBIA TOCTYN K KOH(HICHIMaIbHOH nHpopmanmu. Kpome Toro,
HeJb3s UCKIII0YaTh OLIMOKM IIepcoHala MpoBaiiiepa, B pe3ysbTaTe KOTOPBIX BUP-
TyaJIbHbIe Oapbepbl MeXy apeHIaTOPaMH MOT'YT ObITh HapyIIEHBI.

Hecmotpst Ha TO 4TO 00Ia4YHBIE CEPBHUCHI IPUHATO PacCMaTPUBATh KaK HCTOY-
HHK HOBBIX yIpo3 0€30IacHOCTH, OHH MOTYT CYLIECTBEHHO YIy4IINTh HH(OpMa-
LIMOHHYIO 0e30IacHOCTh opraHu3anuy. C IOMOIIBIO OOTaYHBIX CEPBHCOB MOXKHO
OpraHU30BaTh pe3epBUPOBaHUE HHPOpMauH, 3amuTy oT DD0S-atak u T. 1.

KOHTPO.]'I])HLIB BOIIPOCHI

1 Yro Takoe MHIMICHT HH(POPMAIIMOHHON Oe30macHoCTH?

2 Kakue cpeacTBa UCHOIb3YIOTCS 111 MOHUTOPHHTA CETEBOr0O Tpaduka?

3 Kakue QpyHKIMH BBIIOIHSIET CHCTEMa O0HAPY)KEHUST BTOPIKSHUIT?

4 Jlnst yero ucnonb3yeTcs: GpuiabTpanus tpapuka?

5 Kaxkue yHKIIMHU BBITIONHSIET MEXKCETEBOI dKpaH?

6 [TpuBeauTe KnaccHHUKALNIO MEKCETEBBIX IKPAHOB 1O ypoBHsiM Mozenu OSI.

7 Kaxkwue yrpo3bl Harboliee OMacHbI 1S oNib3oBateneii mpu padore B cetu Unrepuet?

8 Mlaiite moHsTHE BPEIOHOCHOMY IPOrPAMMHOMY OOECIICUCHHIO.

9 Jlns kaKkux 1esneil UCIoIb3YIOTCS TPOSHCKHE POrpaMMbl?

10 Yto Takoe mporpaMMHasi 3aKiaaKa’?

11 Yo Takoe 60THET?

12 Kakue MeTo/pl HCTIONb3YIOTCS. aHTHBHPYCHBIMH HIPHIIOKEHUSIMH JUTsl OOHApYKESHHS
CUTHATYp BHUpPYCOB?



9 KOMILUIEKCHBII ITOIXO/1 ITPU OPT AHU3 AU
3AIUTHI THOOPMAIIMU

9.1 KomMmuiekcHbIH MOAX0A MPH o0ecnedeHnN 3alMThl HHGopManuu

KomrmekcHast cucrema 3aiiuThl MHQOPMAIMU CO3AAETCS JUIS 3allUTHl OT
HaunOoJiee BEPOSITHBIX YIPO3 M OXBATBHIBAET CIIETYIOIINE BOIIPOCHI:

— pa3paboTKa MPaBOBOro 0OECTICUCHHUS 3alIUTHI HHPOPMAIINH;

— ompe/ieNieHHe TOTEHIIMAIBHBIX Yrpo3 0€30MacHOCTH HH(pOPMAIIHH;

— COCTaBJIEHHE TIEPEYHS IAHHBIX, MTOJIEKAIINX 3aIUTE;

— CO31aHKE TIO/Ipa3/IelieHNs], OTBETCTBEHHOTO 32 BOIPOCHI 3aIIUTHI MH(OpMa-
1Y

— OmpeJielieHHe OCHOBHBIX HaIlpaBjieHHH obOecriedeHus HHGOPMAIMOHHON
0€30IacHOCTH.

Bce MerToapl 3amuThl MHGOPMAIMU 10 XapakTepy MPOBOJUMBIX AEHCTBUI
MOYKHO Pa3JIeIHTh:

— Ha 3aKOHOJIaTeNIbHbIE (TIPaBOBbIE);

— OpTaHU3aIIOHHEIC;

— TeXHHYECKUE;

— KOMITJICKCHBIE, BKIIIOYAIOIINE 3JIEMEHTHI BCEX MPEABITYIINX.

B cunmy MHOroo0pasus yrpo3 sl 3allUThl KOMITBIOTEPHOW CUCTEMBI MIIA CETH
HEOOXOMMO HCIONB30BaTh OOUIMPHBIA apCeHall TEXHUUECKUX CPEACTB 3alUTHI,
OTHAKO MMEHHO OpPTaHM3alMOHHBIE METOIBI SABJISIOTCS CTEP)KHEM KOMIUIEKCHOM
CHCTEMBI 3alUThl UH)OPMAIIMHA B KOMITBIOTEPHBIX CUCTEMax M CeTsX. TOJbKO ¢
MOMOIIIBI0 ATHX METOJOB BO3MOXKHO OOBEAMHEHHE Ha TPABOBOM OCHOBE BCEX
TEXHUYECKHUX CPEJICTB 3aIUTHI HH(OOPMAIIUH B €IUHYIO KOMIUIEKCHYIO CUCTEMY.

KoMriekcHble CHCTeMBbI 3alUThl MHGOPMALIUKA BCErIa JOMKHBI UMETh LIEH-
TpalM30BaHHOE ympaBieHue. LleHTpanm3anus ympaBieHHs 3amuTol mH(OpMa-
IUH OOBSICHAETCS HEOOXOIUMOCTBHIO MPOBENCHHS €AWHOW TOIUTHUKU B 00IacTH
0e30MacHOCTH MH(POPMAIMOHHBIX PECYPCOB B pamKax opranuzaimu. s ocy-
LIECTBJICHUS IIEHTPAIU30BAHHOIO YIPABJICHHS B CHCTEME 3allUThl HHPOPMAIU
JOJDKHBI OBITH MPEIYCMOTPEHBI CIIEHANbHBIE CPEACTBA AMCTAHIIMOHHOTO KOH-
TPOJIS, pacipereNeHns KIIoUeH, pa3rpaHHYeHUs JOCTyIa U TIp.

KommnekcHast cuctema 3amuThl HHQOPMAIIH JT0JKHA OBITH JPY)KECTBEHHOU
IO OTHOMICHHIO K ITOJIE30BATEISIM U 00CITy)KHBatomeMy nepcoHany. OHa JoImKHA
OBITh MAKCUMAIIFHO aBTOMATH3MPOBaHA M HE JTOJDKHA TPEOOBATH OT MOJIH30BATEINS
BEITIONTHATh 3HAYUTEIBHBIH 00BhEM JCHCTBHM, CBSI3aHHBIX C 3amIUTOd MH(OpMa-
nun. Bmecre ¢ TeM KOMIUIEKCHAs CHCTeMa 3alUThl MHPOpMAIUK He TOJKHA CO-
3/1aBaTh OTPaHUYCHUI B BBITIONHEHUH TIOJH30BATENIEM CBOMX (DYHKIIOHATBHBIX
00s13aHHOCTEH.
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B Pecnyomuku Benapyce Oblna BbeneHa ocobast KaTeropusi HHQOpMaIHOH-
HBIX CUCTEM — KPUTHYECKH BaskHbIe 00beKThI HH(popmaTuzanun (KBON).

B coorBerctBuu ¢ Ykazom IIpesunenta Pecryomuku ot 09.12.2019 Ne 449 «O
COBEPIICHCTBOBAHUU TOCYJapCTBEHHOTO PEryJIMPOBAaHUS B OOJACTH 3allUTHI HH-
¢dopmanum» KBOU — 00bekT nHpOpMAaTH3aIHK, KOTOPbIH Ha OCHOBAaHHU KPUTEPH-
€B OTHECEHUs] 0OBEKTOB MH(POPMATU3ALNH K KPUTHIECKH BaKHBIM OOBEKTaM WH-
(opMaTH3anMK ¥ MOKa3aTeNei YpPOBHsI BEPOSTHOTO yiiepOa HallMOHAILHBIM HHTE-
pecam PecryOnuku benapych B HOMUTHYECKOH, SKOHOMHYECKOM, COIMABHOM,
MH(OPMAIIOHHOM, YKOJIOTMYECKOH U MHBIX chepax BKIOUEH B ['ocyaapcTBEHHBIH
peecTp KpPHUTHYECKH BaKHBIX OO0BEKTOB HH(popMaTHzaimu. B 3ToM ke ykase
YTBEPXKICHO IIOJIOKEHHE O TOPSJIKE OTHECEHUS! OOBEKTOB HMH(pOpPMATH3alluHM K
KBOM u npezacTapiieH nepeyeHb COOTBETCTBYIOLINX KPUTEPUEB.

9.2 MeToasb! oneHKH 3¢ eKTHBHOCTH KOMIIJIEKCHBIX CPEJACTB 3aLUTHI
HH(popMaLUH

OueHka 3GPEeKTUBHOCTH (YHKIIMOHUPOBAHUS KOMIUIEKCHON CHCTEMBI 3allly-
ThI MH(OpPMALIUK NPEICTABISET cOOOM CIOXKHYIO 3a1auy. B nporecce pazpaboTku
TaKOH CHCTEMBI UCIOJIB3YETCsl METOJ] CHHTE3a ITyTeM COIJIACOBAHHOI'O OOBbEIMHE-
HUsI OJIOKOB, YCTPOMCTB, MOACUCTEM C MOCIEIYIOIINM aHaI30M 3()(HEeKTHBHOCTH
HOJIy4EHHOT'O pelIeHHs. AHAIU3 OCYIIECTBISAECTCA ¢ IMIOMOIIBIO MOJEIUPOBAaHMUS,
II0 pe3yJIbTaTaM KOTOPOTO U3 MHOXKECTBA CUHTE3UPOBaHHBIX CHCTEM BBIOMpaeTcs
nydmas. Peanusanys Monenu Mmo3BOJsIeT MONY4aTh M HCCIIEAOBATh XapaKTepu-
CTUKH PEAJIBHOM CUCTEMBI.

JU71st OLIEHKH CHCTEM HCIONB3YIOTCS aHAIUTHYECKUE M UMUTAIIMOHHBIE MOJe-
. B aHanuTHUeckuxX Monensax (yHKIMOHHPOBAaHHME HCCIENYeMOH CHCTEMBI 3a-
IIMCHIBAETCS B BHAE MaTeMAaTHYECKUX WIIHM JIOTHYECKHX cooTHomeHui. [Ipu nmu-
TaIlMOHHOM MOJIENIMPOBAHUM CHCTEMa IPENCTaBIseTCA B BUIE HEKOTOPOTO aHa-
Jiora peajbHON cucTeMbl. Takke MOENH JeNsITcs Ha IeTepMHHHPOBaHHbIE (B3a-
HUMOJICHCTBYIOT C 3aKOHOMEPHBIMU (DAKTOpaMM) U CTOXacTHUYecKue (B3auMozeii-
CTBYIOT CO CilydaiiHbiMH (hakTopamu). B CBsI3M ¢ TeM, 94TO Ha HPOLECCHI 3aLIUTHI
nH(OpPMAlUK OCHOBHOE BIIMSHHE OKA3bIBAIOT CIydaiiHbIe (aKTOPBI, TO MOMAECIH
CHCTEM 3aIIUTHI SBISIOTCS CTOXaCTHIECKUMH.

O¢ddexTuBHOCTH CHCTEM OICHWBAETCS C TOMOIIBIO TMOKa3areneld dh(eKkTuB-
HOCTH, KOTOpBIE XapaKTEpU3yeT CTENeHb COOTBETCTBHS OLICHHBAEMOH CHUCTEMBI
CBOEMY Ha3HaueHHI0. B oneHke 3p(heKTHBHOCTH KOMIUICKCHOH CHCTEMBI 3alUTHI
WHPOPMAIINH, B 3aBECHMOCTH OT UCIOIB3yeMBIX TIOKa3aTene 3((eKTHBHOCTH U
CIIOCOOOB X ITOJYYSHHS, BBIICISIOT KIACCHYECKU, OQHIUAIBHBIA U dKCIEepH-
MEHTAJIbHBIA TOIXOJIbI.

INon kJaccu4YecKHM MOAXOAOM K OLEeHKe 3()(EKTUBHOCTH MOHMMAETCS WC-
MOJIB30BaHUE KpUTEpUEB 3(D(PEKTHBHOCTH, MONYYEHHBIX C MOMOLIBIO MOKa3aTe-
nel 3¢ pexTrBHOCTH. 3HAUEHHs IMoKa3aTeneil 3gpdekTuBHOCTH MomydaroTcs Imy-
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TeM MOJCIUPOBAHUS WM BBIYHCIISIOTCS TI0 XapaKTEPHCTHKAaM pPeajbHON CHUCTe-
MBbI. BpICOKasi cTemeHp HEONPENeeHHOCTH MCXOMHBIX MapaMeTPOB, CIOKHOCTh
(bopManuzanyu NporeccoB (HYHKIMOHUPOBAHHS, OTCYTCTBHE OOLICTIPU3HAHHBIX
METOJIMK pacyera mokasaTenei 3pQeKTHBHOCTH U BHIOOpA KPUTEPUEB ONTHMAIb-
HOCTH CO3JIQI0T 3HAYHUTEIbHBIC TPYIHOCTH Ul NPHMCHEHHS TAKUX METOJIOB
OLeHKH 3P PEKTUBHOCTH.

O¢pummanbHBIi MOAX0X K OnpeneieHio 3P(GEeKTHBHOCTH KOMILICKCHBIX CH-
CTeM 3aluThl HH)OPMAIMH ONMPAETCS] HA HOPMATHBHBIC aKThl, B KOTOPBIX OTpe-
JieneHbl TpeboBaHus mo 3amute uHpopmaiuu. TpeGoBaHUS MOTYT 3a1aBaThCs
nepevyHeM MEXaHU3MOB 3alUThl HHQOPMAIIMH, KOTOPbIe HEOOXOJMMO UMETh HITH
peann30BaTh B KOMIIBIOTEPHON CHCTeMe, YTOOBI OHA COOTBETCTBOBAJIA OIpEJe-
JICHHOMY Kiaccy 3amuthl. KputepueM 3G ¢eKTHBHOCTH KOMIUICKCHOH CHCTEMBI
3alUThl HHOPMAIIUK MPH OPUIIHATEHOM TIOIXO0/IC SBISETCS e KIace 3allUIleH-
HOCTH. JIOCTOMHCTBOM 3TOr0O MOAXOJa SIBISETCS MPOCTOTAa €r0 HMCIOIb30BAHHUS,
HCAOCTAaTKOM — KOHCTaTalus d)aKT HaJIM4uA U OTCYTCTBUA KOHKPETHOI'O MEXa-
HH3Ma 3alIUThl, a HC KA4CCTBO €10 UCITOJIb30BaHU.

B Hacrosiee Bpemst B Pecriyonuke benapycs oduipanbHbeIi MOAXO0A K OLEH-
Ke A(PPEKTUBHOCTA CHCTEMBI 3aIIUTHl WH(OpPMALMK PErJIaMeHTHPYETCs MpHKa-
3om OrmnepaTuBHO-aHANUTHYECKOro neHTpa npu [Ipesunenre PecnyOnuku bena-
pycb Ne 66 or 20 despans 2020 roga «O mepax mo peanusauuu Ykasza [Ipesu-
nenta Pecriyonuku benapych ot 9 nexadpst 2019 r. Ne 449y, B KOTOpOM ONHUCAHBI
KJIaCChl TUIIOBBIX MH(OPMAIMOHHBIX CHCTEM, IIPUBEAEH IepedeHb TpeOOBaHUH K
CHCTEME 3alUThl HH(OPMAIHY, MOJIEKAIINX BKIIOYCHHIO B TEXHUYECKOE 3aa-
HHE, a TAKKe NpecTaBleHbl TPeOOBAaHMSA K OpraHM3alUM B3aHMMOICHCTBUS HH-
¢opmanmonHbIx cucteM. Camu Kiaccel ycraHaBiuBarotca cranmaptom CTb
34.101.30-2017 «MHdpopmanmoHHbIe TeXHOIOTHH. MeTo/Ibl U cpeacTBa Oe3omnac-
Hocth. MHpopMarmonHbie cucremMbl. Knaccudukarsn.

INox ’KkcrnepHMeHTATBHBIM MOAXO0A0M MOHHMMAETCsl OpraHU3aLus Mporecca
onpeneneHus dP(GEKTHBHOCTH CYLISCTBYIOIINX KOMIUIGKCHBIX CHCTEM 3allUThI
UHGOPMAMK MYTEM IIONMBITOK IPEOJOJICHUS 3alIUTHBIX MEXaHH3MOB CHCTEMBI
CIIEIMATICTaMH, BBICTYNAIOMIMMU B POJIM 3JI0yMBIIUICHHUKOB. Takol Ioaxox K
OLIeHKE 3((PEKTHBHOCTH ITO3BOJISIET MOIy4aTh OOBEKTUBHBIC TaHHBIE O BO3MOX-
HOCTSIX CYHICCTBYIOIIMX CHCTEM 3alIUTHL, HO TpeOyeT BBHICOKOW KBaJIH(pHKALIMU
UCIIONHUTENEH 1 OOJBIINX MaTePHUATbHBIX U BPEMEHHBIX 3aTpaT.

9.3 MonuTHKa 6e30NaCHOCTH HH(POPMAIMOHHBIX CHCTEM

Jnst onucaHUs TEXHOJIOTHH 3alUThl HH(QOpPMAaIM KOHKPETHOW MH(pOpMaIu-
OHHOW CHCTEMBI OOBIYHO CTPOWTCS TaK Ha3bIBaeMasi IOJHMTHKA 0E30MacHOCTH
nH}popmMannoHHOH cucteMbl. COrflacHO TOCyAapCcTBEHHOMY cTaHmapTy Pecmy6-
mukn benmapycs 50922-2006 «3amura mHpOpManmu. OCHOBHBIE TEPMHHBI U
OIIpEZICTICHUs» MOJUTHKA Oe3omacHocTH (MH(poOpManuU B OpPraHU3alUU) —
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COBOKYIHOCTH JIOKYMEHTHPOBAHHBIX TIPAaBHII, POLIENYP, TPAKTUUECKUX ITPHEMOB
WJIN PYKOBOJIIIMX TIPHHIMIIOB B 001acTH 0€301MacHOCTH MH(OpPMANNH, KOTOPHIM
PYKOBOJICTBYETCSI OpTaHU3aIMs B CBOSH eI TEIIHOCTH.

Pazpaborka u peanm3zanys MOIUTHKH MH(OOPMAIMOHHON 0€30IacHOCTH opra-
HU3AIUU OCYIIECTBIISIETCS! BBICHIMM PYKOBOJICTBOM ITyTEM BBIPAOOTKH YETKOM
TIO3UIIMY B PEIICHUH BOIIPOCOB MH(OpMannoHHOM Oe3onacHocTH. [lonmuTuka nH-
(opMarionHOl 0e30MacHOCTH JO/DKHA OBITH yTBEP)KACHA, M3JaHa W HaJIekKa-
M 00pa3oM JIOBENIEHA JI0 CBEJICHHUS BCEX COTPYIHUKOB OpraHU3aINH.

Cormnacao CTB ISO/IEC 27001-2016 «HpopMaIOHHbIE TEXHONTOHMH. Me-
ToABl oOecrieyeHnsi OezomnacHocT. CHCTEMBbI MEHEIKMEHTa WH()OPMALMOHHON
6e3omacHocti. TpeOoBaHMs BBICIIEE PYKOBOACTBO JIOJDKHO YCTAHOBHUTH TOJIH-
TUKY MH()OPMAILMOHHOW 0€30MacHOCTH, KOTopasi:

— COOTBETCTBYET Ha3HAYCHHUIO OPTraHU3aLNH;

— BKJIFOYAET LieNH (3a/1a4M) B 00JacTi MH(OPMALMOHHOM 0€30MacHOCTH, WITH
CIIY)KUT OCHOBOM TS 3a[IaHMs TaKUX IeJeH (3a1a4);

— BKJIFOYAET 00s53aTeNbCTBO COOTBETCTBOBATH JEHCTBYIOIIUM TpPEOOBaHHMSIM,
CBSI3aHHBIM C MH(OPMAIMOHHOM 0E30MaCHOCTHIO;

— BKJIIOYaeT 003aTeNbCTBO HENPEPHIBHOTO YIYUYIICHUS CHUCTEMBI MEHEMK-
MeHTa HH(POPMAIMOHHOI 6€3011aCHOCTH.

INonutuka 0€30MacHOCTH YCTaHABIMBAET MpPaBUIA, KOTOPBIE ONPENENSIOT
KOH(UI'YpaLIo CUCTEM, ACHCTBUS CIYKalUX OPTaHU3alUK B OOBIYHBIX yCIIOBH-
SX U B ClIydae HeIpeIBUAECHHbBIX 00cTosATeNbCTB. OHa JOIDKHA!

— OBITh O(hOpMIIEHA KaK JOKYMEHTHPOBAaHHAsT HH(OPMAITHS

— OBITH JOBE/IEHA 10 CBEICHUS COTPYAHUKOB B OpraHU3ALNY;

—OBITh OCTYITHOW B YCTaHOBJIIEHHOM MOPSJIKE IS 3aWHTEPECOBAHHBIX CTO-
POH.

dynnaMeHTOM IS CO3JAHMS CHCTEMBI 3aIUUTHl MH(OPMAaIWH SBISAETCS I0-
KYMEHT, B KOTOpOM (OPMYITUPYIOTCS MPUHIHUIIBI U OCHOBHBIE TIOJIOXKEHHUSI MOJIH-
THKH TPEIIPUATHS B 001acTH HH(OPMAIIMOHHOM Oe30macHOCTH. JJoKyMeHTaI o
TIOJIUTUKHA O€30IaCHOCTH Pa3leNsioT Ha OKYMEHTAIHIO BEPXHEro, CPEIHEro U
HIDKHETO ypoBHEH. JOKyMEHTHI BEPXHEro YpPOBHS MOJUTHKHN MH()OPMAIIMOHHON
0€30I1aCHOCTH OTPa)KaroT MO3HULMIO OPraHU3alMU K JIEATeIbHOCTH B 00JIacTH 3a-
IUTH HHOOPMAIHMH, €€ CTPEMIICHHE COOTBETCTBOBATH I'OCYNAPCTBEHHBIM, MEXkK-
JTyHAPOJIHBIM TPeOOBaHMUSAM U CTAaHAAPTAM B 3TOU OOJIACTH.

Cormacao 'OCT P UCO/M3K 17799-2005 «upopMannoHHAS TEXHOIOTHS.
[pakTnueckne mpaBmiIa YIpaBieHHS HH(POPMAIMOHHOW 0€30MacHOCTHIO» Ha
BEPXHEM YPOBHE IOJHUTHUKH HH(OPMAIOHHON OE€30MaCHOCTH IOIKHBI OBITH
oopmitensl cnexyromue HOKyMeHTHI: «KoHmenmms obecrieyeHns: MHGOpMAI-
OHHOH Oe3omacHOCTH», «IIpaBmia AOIMTyCTHMOrO HMCHOJIB30BAaHMA PECYPCOB HH-
(dopmMaronHol cuctemMb, «Ilnan obecrieyeHnsT HEMPEPHIBHOCTH OU3HECA».

K cpennemy ypoBHIO OTHOCST JTOKYMEHTHI, KacarolIHecs OTAEIBHBIX aCIHeK-
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TOB MH(OPMAIMOHHOH Oe30macHOCTH. DTO TpeOOBAaHUS HA CO3MAHUE U IKCILIya-
TallMI0 CPEJICTB 3alUThl HH()OPMAIMHK, OPraHU3alUI0 UHHOPMAIIMOHHBIX U OH3-
HEC-MPOLIECCOB OPTaHU3AIMHU 110 KOHKPETHOMY HAMPABJICHUIO 3AIUTHI HHPOpMa-
TN,

B nonutuky nH(OpMAIMOHHOW 0E30MACHOCTH HIDKHETO YPOBHS BXOMST pe-
[JIAMEHTHI PaboT, PYKOBOJACTBA MO aMHHHUCTPUPOBAHHUIO, MHCTPYKIUH MO 3KC-
TUTyaTaIM{ OTACIBHBIX CEPBUCOB MHPOPMAIIOHHOH 6€30MacHOCTH.

Kak MUHUMYM, MONUTHKA OE30MACHOCTH JTOMKHA BKIIFOYATH CIISAYIOICe:

— omnpenelieHue MHGOPMAIMOHHOM 0€30MacHOCTH, ee o0IuX 1enel u cheps
JICHCTBHSA, a TaKXKe PACKPBHITHE 3HAYMMOCTH OE30MacCHOCTH KaK HWHCTPYMEHTa,
00€eCIeUnBAaOIIEro BO3MOXHOCTH COBMECTHOT'O HCIIOIb30BaHHUsI HH(POPMAIINHL;

— U3JIOKCHUE T U TPUHIUIIOB WH(POPMAIIMOHHOW 0e30MacHOCTH, cdop-
MYJTUPOBAHHBIX PYKOBOJCTBOM;

—KpaTKoe W3JIOKeHHEe Haudosee CYIIECTBEHHBIX Uil OPraHU3alluK MOJUTUK
0€30MacHOCTH, PUHIIUIIOB, TPABUII ¥ TPeOOBaHUIA;

— ompeienieHre O0IIMX U KOHKPETHBIX OOS3aHHOCTEH COTPYIHHKOB B paMKax
yIpaBlieHUss HHOOPMAIMOHHOW 0e30MacHOCThIO, BKIOYas HHOOPMHUPOBaHHE 00
MHIUICHTaX HapylieHus UH()OPMALIMOHHOM 0€30MaCHOCTH;

— CCBUTIKH Ha JIOKYMEHTHI, JOIMONHSIONINE MOMUTUKY HH()OPMAIIMOHHOW 6e3-
OIMAaCHOCTH.

9.4 Konuenuusi HalMOHAJILHOM 6e3onacHocTH Pecnyonnku benapycen

JeiicTByromras B HacTosmiee BpeMs: KoHilenmus HarpoHaasHoH 6€30MacHOCTH
Pecniyonuku  bBenapych yrBepxknena Ykasom [Ipesumpenra PecnyOnuku ot
09.11.2010 Ne 575 «O6 yrBepxaerun KoHIenuu HallMOHANBHOM 0€30MacHOCTH
Pectiyonuku bBenapycs» u nmononHeHa Ykazamu Ilpesunmenra PecmyOnuku ot
30.12.2011 Ne 621 u ot 24.01.2014 Ne 49.

Konuernmus HannoHanpHOM Oe3omacHocTH PecryOmmku benapychk 3akperniser
COBOKYITHOCTb O(HMIMATBHBIX B3IJISIOB HAa CYLIHOCTD M COIEp)KaHUE IesTeIbHO-
ctu Pecmyonuku benmapyce mo obecriedernto 6anaHca HHTEPECOB JTHIHOCTH, 00-
IIECTBA, TOCYJAPCTBA U X 3aIIUTE OT BHYTPEHHUX M BHEUIHUX yrpo3. SIBISACH
6a3ucoM JUId KOHCONUAAIMN YCHINH JIMIHOCTH, OOIIECTBA U TOCYJapcTBa B Iie-
JAX peaNn3aly HAIMOHAIBHBIX WHTepecoB, KoHmenmws HamoHANbHON Oe3-
omacHOocTH Pecnydnmkn benapyck npusBaHa o0ecnednTs €ANHCTBO MOJAXOMOB K
(OPMHUPOBAHUIO M PEATU3aINU TOCYAAPCTBEHHON MOINTHKHA 00ECTIeYeHHs HallH-
OHAJIBHOH 0€30ITaCHOCTH, a TaK)K€ METOAOJIOTHYECKYIO OCHOBY COBEPIIEHCTBOBA-
HUSI aKTOB 3aKOHOZATENFCTBA B PA3IMYHBIX cpepax HAIMOHATIHHOW Oe30macHo-
CTH, pa3pabOTKH JTOKYMEHTOB CTPATErHn4eCcKOro IUIaHUpOBaHus. JlaHHas KOHIIET-
Ul OXBATHIBAIOT MNOJUTHUYECKYI0, SKOHOMUYECKYI0, HAYYHO-TEXHHYECKYIO, CO-
LUATBHYIO, JIeMOrpauuecKyro, HHPOPMAIMOHHYIO, BOGHHYIO U 3KOJIOTHYECKYIO
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cepbl JKU3HEEATETLHOCTH JIMYHOCTH, 00IIeCTBa ¥ roCyIapCTBa.

B koHnenuumu ykaszano, uto uH$popmannoHHas cepa IpeBpamaeTcsi B CUCTe-
MOoO0Opa3yromwi (hakTop KU3HU JII0JIeH, 00mecTB u rocyaapcTs. Mudopmarmon-
HBIE TEXHOJIOTHMH HAalUIM IIUPOKOE NMPUMEHEHHE B YIPABJICHWH Ba)KHEHITUMU
00bEKTaMH KH3HEO0OECIIEUeHHsI, KOTOPhIE CTAHOBATCS 0oJiee YS3BUMBIMH IEpes
CIIy4alHBIMH U TIPEAHAMEPEHHBIMH BO3JIEHCTBHSAMU. BMecTe ¢ TeM coxpaHsercs
orcraBanue PecrryOnuku Benapych oT Bemynux cTpaH Mupa 1o YpOBHIO HH(OP-
MaTH3alud. B yCIIOBHSX OTKPHITOCTH MH(OPMAIIOHHOTO IPOCTPAHCTBA CTPAHBI
1 KOHKYPEHIIMU CO CTOPOHBI MHOCTPAHHOTO MH(OPMAIIMOHHOTO MPOIYKTa HEN0-
CTaTOYHBIMHU OCTAIOTCSI KAYECTBO U IO ISIPHOCTD OENOPYCCKOro HaI OHAJIBHOI'O
KOHTEHTA.

OCHOBHBIMH HaIlIOHAJBHBIMU HHTEpPECAMH B MH(POPMAIMOHHOH cdepe, KoTo-
pBI€ KacaroTcsi BOMPOCOB HH(OPMAIMOHHOW 0€30TaCHOCTH, SIBIISTFOTCS:

—npeoOpa3oBaHue  MHGOPMALMOHHOM  HMHAYCTPUM B OKCIIOPTHO-
OpPHEHTHPOBAHHBIN CEKTOP IKOHOMHKH;

—obecrieyeHne HaJeKHOCTH M YCTOMYMBOCTH (DYHKIIMOHHUPOBAHUS KPUTHYE-
CKHU BaKHBIX 00BEKTOB MH(MOPMaTH3AIINH.

B undopmanmonHoii cdepe BHYTPEHHHMH UCTOYHMKAMHU Yrpo3 HallMOHAJb-
HOUM 0e30MacHOCTH, KOTOPbIE KacaloTCsl BOMPOCOB MH(OPMALMOHHOH Oe30macHo-
CTH, SBJIAIOTCS:

—3aBUCUMOCTh PecryOnuku benapych oT uMnopTta nHGOpPMAaIMOHHBIX TEXHO-
JIOTHH, cpeacTB MH(OpPMATH3ALMU U 3aIIUTHl HHYOPMAIUH, HEKOHTPOIUPYEMOe
UX UCIIONB30BAHUE B CHCTEMAaX, OTKA3 WM pa3pylleHHe KOTOPBIX MOXKET IIPUYH-
HHTbH ylIepO HaIMOHAIBEHOW 0€301acHOCTH;

— HEIOCTaTOYHOE PAa3BUTHE TOCYIapPCTBEHHOW CHUCTEMBI PEryIHpPOBAHHUS IPO-
ecca BHEAPEHUS U HCIOIb30BaHUs HHPOPMALMOHHBIX TEXHOJIOTH;

—pocrt NPECTYITHOCTH c UCTIOb30BaHHEM HUH(OPMAIMOHHO-
KOMMYHUKAaIIHOHHBIX TEXHOJIOTHH;

— HECOBEPLIEHCTBO CHUCTEMBI o0ecredeHHs] 0e30IacHOCTH KPUTHYECKH BaK-
HBIX 00BEKTOB HH()OPMATH3AIIUH.

B undopmanuonHoii chepe BHEUITHUMH HCTOYHHKAMH YIPO3 HAIIMOHAIBHOMN
0e30I1aCHOCTH, KOTOPBIE KAacaroTCs BOMPOCOB MH(OPMAIMOHHON 0e30macHOCTH,
SIBIISIOTCS:

— OTKPBITOCTh U YS3BUMOCTh WH(OPMAIIMOHHOTO IPOCTpaHCcTBa PecryOmukn
benapych OT BHEIIHETO BO3IEHCTBUS;

— HapacTaHue MH(POPMAMOHHOTO POTHBOOOPCTBA MEXKY BEAYLIUMH MHUPO-
BBIMH LIEHTPaMH CHJIBI, IIOArOTOBKA M BEJICHHE 3apyOeKHBIMH I'OCYHapCTBaMH
60pBrOBI B MH(YOPMAILIMOHHOM TPOCTPAHCTBE;

— IIOTBITKY HECAaHKIIMOHUPOBAHHOI'O JJOCTYIA W3BHE K MH()OPMAIMOHHBIM pe-
cypcam PecriyOnuku Benapych, mpuBoAsIIMe K NPUYUHEHUIO yiiepOa ee Haluo-
HaJIbHBIM HHTEPECaM.
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Cornacro Konnenunn HanmoHanmbHOM Oe3onacHocTH PecnyOnmkn bemapychk
MIPUOPUTETHBIM HAIPABJICHUEM SIBJSIETCS COBEPIICHCTBOBAHHUE HOPMATHBHOU
paBoBOW 0a3bl obecnedeHus MHGOPMAIMOHHOW OE30IAaCHOCTH W 3aBepIICHHE
(hopMHUpOBaHUS KOMIUIEKCHON IOCYJapCTBEHHOM CHCTeMbI oOecrieueHus: HH(Oop-
MAaIMOHHOI O€30IaCHOCTH, B TOM YHCJIE ITyTEM ONTUMH3AINK MEXaHH3MOB TOCY-
JapCTBEHHOI'O PEryIMPOBAaHUS AESATENBHOCTH B 3ToH cdepe. [Ipu 3ToM BakHOE
3HA4YE€HHE OTBOIMTCS HapalIMBaHHIO NESTEIBHOCTH MPABOOXPAHUTEIBHBIX Opra-
HOB TIO TPEXYNpPEXICHNIO, BBLIBICHUIO M MPECCUCHUIO NPECTYIUIEHHH MpOTUB
uH(OPMALMOHHON 0€30MacHOCTH, a TaKKe HaAeKHOMY obecreueHuto Oesomac-
HOCTH WH(]OpMaIWH, OXpaHIEMOH B COOTBETCTBHUHM C 3aKOHOJATEIHCTBOM. AK-
TUBHO MPOAOJDKUATCS pa3paboTka ¥ BHEAPEHHE COBPEMEHHBIX METOAOB M CPEICTB
3anMThl MHGOpPMaly B MH(POPMAIIMOHHBIX CHCTEMaX, UCIONb3YeMbIX B HH]pa-
CTPYKTYpE, SBIISIOIIEHCS )KN3HEHHO BaXKHOM ISl CTPAHBI, OTKa3 WM pa3pylIeHHe
KOTOPOI MOXET OKa3aTb CyLIECTBEHHOE OTPULIATENbHOE BO3JEHCTBUE HAa HALUO-
HaJIbHYIO 0€30MacHOCTb.

3amuTa OT BHEIIHMX YIPO3 HAIMOHAJIBHON 0€30MacHOCTH B MH(MOpMAalUOH-
HOI cepe ocymiecTBisieTcs: myteM ydactusi Peciyonuku benapych B MexmyHa-
POAHBIX JIOTOBOPAX, PEryJIUPYIOIINX Ha PaBHOIPABHOW OCHOBE MUPOBOW MH(OP-
MAalMOHHBI OOMEH, B CO3IaHUH M MCIOJIB30BAaHUH MEXIOCYJapPCTBEHHbIX, MEXK-
JIYHapOIHBIX TINIOOANBHBIX MH(GOPMAIMOHHBIX ceTei u cucteM. Jmg Henomymie-
HUsI TEXHOJOIMYECKOHW 3aBHCHUMOCTH TOCYIApCTBO COXPAHUT POJb pEryisTopa
IIpY BHEJPEHUH MHOCTPAHHBIX HH(OPMAIMOHHBIX TEXHOIOTHH.

9.5 Konuenuusi ungopmannonHoii 6ezonacHoctu Pecnyonnku benapycn

Konnenmust nadopmanmonnoii 6e3onacHoctu Pecniyonuku benapyck yrBep-
xnena IlocranoBnennem CoBera besomacnoctu Pecnyonuku —Benapych
18.03.2019 Ne 1 «O Konueniun nHpoOpMamoHHON Oe3omacHocTd Pecny0Omuku
Bbenapyce.

Konnenmust npeacrasiser coboil cucremy o(UIMANbHBIX B3IJIAI0B HA CYII-
HOCTB U conepKaHue oOecreueHns HallMOHABFHOH 6e30MacHOCT! B MH(OpMAaIIH-
OHHOH cepe, onpenenseT CTpaTerHuecKHe 3aJadd M MPUOPUTETHI B 0OIACTH
obecrieueHust HHPOPMALMOHHOM OE30MaCHOCTH.

Konmermus obecniednBaeT KOMIDIEKCHBIM MOAXOM K IMpobieme mH(OpMAIn-
OHHOHN 0€30MaCHOCTH, CO3/1a€T METOIOJIOTHIECKYIO OCHOBY AJISI COBEPILIECHCTBO-
BaHUS JCATEIBHOCTH 110 €€ YKPEIUICHHUIO, CIIY)XHT OCHOBaHMEM s (POPMHUpPOBa-
HUSI TOCYIApPCTBEHHON MONWTHKH, BBIPAOOTKH MEp MO COBEPIICHCTBOBAHUIO CH-
cTeMbl o0ecriedeHnsT HH()OPMAIIOHHON 0e30MacHOCTH, KOHCTPYKTHBHOTO B3au-
MOJICHCTBHS, KOHCOMUIAIMN YCHIMH M TIOBBIMICHHS 3()()EKTHBHOCTH 3allUTHI
HaIMOHAJILHBIX HHTEPECOB B MH(OPMAMOHHOH cdepe

Basupysice Ha KoHnenmmu HammoHanmsHOH Oe3omacuoctn Pecniyonuku bena-
pycb, Konnemnus nadopmMannoHHOH 6€301MacHOCTH:
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— MCXOJIUT W3 MOHMMAHHUsI OCHOBHBIX TCHICHIMH COBPEMEHHOTO MHUpa, OMpe-
JICTICHHBIX B HEW OCHOBHBIX HAI[MOHAIBHBIX HHTEPECOB B HH(POPMAIIMOHHOM ce-
pe, MOTCHIMABHBIX JIMOO peajbHO CYIICCTBYIONIMX YIPO3 HAlMOHAIBHON Oe3-
OITaCHOCTH;

— KOHKPETH3HUPYET LEH, 3aa4ll ¥ TPHUHIHUIBI 00ECIIeUeHUs HAIMOHAIBHON
0€30IacHOCTH B HHPOPMAIMOHHOM c(hepe, OCHOBHBIC HAINPABIICHHS HEUTpaIH3a-
MM BHYTPEHHUX MCTOYHHUKOB YIPO3 W 3AIIMTHI OT BHEIIHHX YIPO3 HAIMOHAb-
HOU 0€301I1aCHOCTH B JJaHHOH cdepe;

— IPEATNONAaraeT peann3alnio dTUX Iesell, 3a1a4 U IPUHIMIIOB KaK HEOThEeM-
JIEMYIO YacTh (QYHKIMOHUPOBAHUSI OOIIEH CHCTEMBI 00ECIeYEHUs HAIMOHATBHON
0e30IacHOCTH

B 1aHHOI KOHIIEMIMHA OTMEYEHO, YTO HAa HBIHEIIHEM 3Tarle MUPOBOT'O Pa3BH-
TUsl “HpOpMaloHHas cdepa MpuodpeTaeT KIrUeBOe 3HAUYSHHE /ISl COBPEMEH-
HOT'O YeJIOBeKa, OOLIEeCTBa, TOCYIapCTBa M OKa3bIBA€T BCEOOBEMIIIONIEE BIUSHUE
Ha MPpOUCXOAAIINE SKOHOMHUYCCKUEC, TOJIUTHYCCKUE U COIMAJIbHBIC MTPOLECCHI B
CTpaHax M pEruoHax. B PE3YIbTATE MOBBINICHHSA HACBINICHHOCTH W JAWMHAMHWKH
OOIIECTBEHHBIX OTHOUICHHH, MUPOBBIX M PErHOHAJIBHBIX COOBITHH, pocTa BCEOO-
OIeTO0 MHTEJUICKTYAJIbHOTO MOTCHIMAJIa 3HAYUTCIIbHO YBEINYUBAIOTCSA I/IHq)OpMa-
LMOHHBIE MTOTpeOHOCTH Jitoaed. dopMupyeMoe B T100a1bHOM MaciTabe nH(op-
MalMOHHOE OOLIECTBO MPEACTABIIACT COOOH HOBBII 3Tall Pa3BUTHS LIMBHIM3ALIMI
¢ mpeoOnajaHueM 3HaHMH W WHQOpMAaIMK, BO3ACHCTBHEM HH(POPMALMOHHBIX
TEXHOJIOTUH Ha Bce chephl 4enoBeueckor AesTenbHocTH. KapaunansHo moBbIma-
eTcs posib MH(POPMALMOHHBIX TEXHOJIOTHH B peaan3aliy IpaB U CBOOOA Ipax-
naH. UHAyCTpHs TeNeKOMMYHHKAIMU CTala OIHOW M3 Haubonee AMHAMHYHBIX
MEPCHEKTUBHBIX c(ep MHUPOBOI 3koHOMHKH. C mponeccaMy HHGOpMATH3ALUH
Bce OOJIbIIE CBA3BIBAIOTCSA HALMOHAIBHBIE Y KOHOMUYECKHUE HHTEPECH! U TIePCIeK-
THUBBI HHBECTHUIIUH.

Bmecre ¢ Tem TpaHcdopmanus conmyma B HHGOPMAIOHHOE OOIIECTBO TO0-
pPOKIaeT HOBBIE PHCKH, BBI3OBBI W YIPO3BI, KOTOPBIC HANPSIMYIO 3aTPardBaioT
BOIPOCHI OOecreyeHus HalOHAIBHOW 0e30IacHOCTH, B TOM YHCIIE 3allUILCH-
HOCTh MH(OPMAIMOHHOIO MPOCTPAHCTBA, UH(DOPMALMOHHON HH(PPACTPYKTYPHI,
UH(OPMAIMOHHBIX CHCTEM U PECYPCOB.

B pamkax 00ycIOBICHHOCTH Mep 10 0OECICUeHUI0 0e30MacHOCTH HHpOopMa-
nuoHHON WHpacTpyKTYpHl B KoHIenmuy nHpopManmonHoit 6e3onacHoctu Pec-
myonukn benapych ykaspiBaercs, 9to mudpoBasi TpaHCHOpPMAIHsI SKOHOMUKH H
WHHOBallMK B oOJacTH HWH(OPMAIMOHHO-KOMMYHUKALIMOHHBIX ~TEXHOJIOTHH
HapsIy ¢ MEPOBBIM Pa3BUTHEM W HApaIBAaHUEM TEXHOJIOIMYECKHX BO3MOXKHO-
CTeil BO B3aMMOJCHCTBUH JIIO/ICH, OU3HEca, TOCYJapCTBEHHBIX MHCTHTYTOB 00Y-
CIIABITUBAIOT HEOOXOAMMOCTh MPUHATHS OCOOBIX Mep, 00ECTICUHBAIOIIHMX JOBEPUE
1 O€30MacHOCTh MPH CO3JaHUM M HCIIOJb30BAHMU B COBPEMEHHOM HH(OpMAIlu-
OHHOM 00IIecTBe MH()OPMAIMOHHON HHPPACTPYKTYPHI M JAHHBIX B MH(POPMAIHU-

176



OHHBIX CHCTEMaX.

[NonuTHyeckas u conMaNbHO-KOHOMUYECKas cepsl, OOIIECTBEHHAs U BOCH-
Hast 6€30MaCHOCTh CTAHOBATCSI Bce OoJiee YA3BUMBIMU Tepell MpeTHaMEePEHHBIMH
WIN CIIyYaiHBIMH TEXHOJIIOTMYECKHMH BO3JEHCTBHAMH, (OPMHUPYIOIIUMHUCS B
TOM YHCJIE B YCJIOBUSX HEJOCTATOYHBIX INTOOABHBIX MEXaHU3MOB COTJIACOBAHHO-
IO U JIeWCTBEHHOT'O NPEAYIPEXICHUS U CAEPKUBaHUSI KNOSPHHIMACHTOB B CETH
HurepHer.

[ToBcemecTHOE (QYHKIIMOHMPOBAHUE OOBEKTOB MMPOMBIILICHHOCTH, TPAaHCIOP-
Ta, SHEPTeTUKH, DIIEKTPOCBSI3H, 3PABOOXPAHEHHS M CUCTEM KH3HE0OECTIeYeHUsI C
ABTOMATU3UPOBAHHBIMU CHCTEMaMH YIPABIIEHHS CTABUT B MPSMYIO 3aBUCHMOCTb
JKM3Hb U 3JI0POBbE HACENIECHHSI, SKOJIOTUUECKYIO0 U COIMANBHYIO 0€30MacHOCTh OT
UX HaJeXKHOCTH W 3anmuieHHoctu. Kubepatakn Ha MH(OpMalnMOHHYIO MH(Dpa-
CTPYKTYpY paccMaTpuBaIOTCS B MUpE Kak OfHA W3 HanOoJiee 3HAYUMBIX Yrpo3
0€30IacHOCTH.

Bo MHOrMX HallMOHAJBHBIX BOOPYXECHHBIX CHJIAaX CO3JIAIOTCS M Pa3BHBAIOTCS
KkuOepBoiicka, a TpoBeleHHne Kubeporepanyii npeaycMaTpuBaeTcss B JOKTpPHU-
HaJIbHBIX U CTPAaTErHuecKuX JOKyMeHTax. OTHOBPEMEHHO PacCMaTpUBAETCS BO3-
MOYKHOCTh pearupoBaHMsi Ha KUOepaTakyu Kak Ha BOOPY)KEHHYIO arpeccHio, 4To B
YCIIOBUSX MPAKTUYECKOH HEBO3MOXKHOCTH TOYHOH HMACHTH(UKALUH UX HUCTOYHH-
KOB (MHMLIMATOPOB) MOXET NPHUBECTH K O€3/10Ka3aTeNbHONM M IMPOU3BOJIBHOU
TPAaKTOBKE 0OOCHOBAHHOCTU BCTPEUYHBIX BOCHHBIX JICHCTBUIA.

HeyknonHo pacrer konu4ecTBo Kubdepnpecrymienuit. MTapopMaimontsie cu-
CTEMBI U PECYPCBI CTAHOBSTCS KaK MPEAMETOM MPECTYIUICHUH, TaK U CPEICTBOM
ux cosepureHus. Popmupyercs TOTanbHas 3aBUCUMOCTH (PMHAHCOBOT'O CEKTOPa U
HHBIX CEKTOPOB OT HAIEKHOCTH DJIEKTPOHHBIX CHCTEM XpaHEHHs, 0OpabOTKH H
oOMeHa TaHHBIMH.

OpnHako HY B I7100aJbHOM, HH B PETHOHANBHBIX MacmiTabax MOKa HE yIaeTCs
3 }eKTUBHO BOCHPENATCTBOBATH pa3pabOTKaM M PacIpOCTPAHEHHIO CPEICTB,
3aBeIOMO NpeJHAa3HAUCHHBIX ISl YHHUYTOXKEHHS, OJIOKUPOBAHMUS, MOTH(DUKALIIH,
MOXUIIEHHS MHPOPMAILMU B CETAX M pecypcax WIM HEeHTpaJHu3aldd Mep Io ee
3ammre. BpipaboTKa MPaBOBBIX, MPOLEAYPHBIX, TEXHUIECKUX M OpPTraHW3aIHOH-
HBIX MEp MPOTUB KHOEPBO3IEHCTBIH Ha MH(OPMAIMOHHBIE PECYPCHI OTCTACT OT
(OpMHUPOBAHUS PEATBHBIX U MTOTEHIMATIBHBIX YTPO3 HX OCYIIECTBICHHS.

Taxxe B Konmenmm mapopManuonHoi Oe3omacHoctn Pecnyonuku bena-
PYCh YKa3bIBalOTCS Hanbosiee BEPOSITHBIE MCTOYHUKH YIPO3 Ul MH(OpMAannoH-
HOHM MH(PaACTPYKTYphI HAaIIETO TOCYAapCTBa!

— OTKa3bl TEXHHUYECKHUX CPEJICTB M COOM MPOrpaMMHOTO OOECIICUEHHS B WH-
(OpPMaIIOHHBIX U TEIEKOMMYHHKAIMOHHBIX CHCTEMAX;

— IPOTHBOIIPABHAS IESITEIFHOCTD OTAEIBHBIX JIUI] M IPECTYITHBIX TPYIII;

—IpeHaMepeHHbIe EHCTBUS M OMMOKM TepcoHasa MH(GOPMAIMOHHBIX CH-
CTEM, BBIPaKAIOIINECS] B HAPYIICHHH YCTaHOBJICHHBIX PETTIAMEHTOB MX 3KCILTya-
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TaIMy ¥ IpaBuiI 00paboTKu HH(OPMALINIL;

—3aBucHUMOCTh PecnyOmnuku benapych OT Apyrux CTpaH — MpPOU3BOAUTEINCH
MPOrPaMMHBIX M alapaTHBIX CPEACTB MPU CO3JAHUH U Pa3BUTUH WHDOpMAIH-
OHHO# UH(PPACTPYKTYPHL.

Ilepen PecnyOmukoii benapych cTOMT cTpaTtermyeckast 1ellb Pa3BUTHS CHUCTE-
MBI 00ecIieueHUs KHOepOe30MacHOCTH, Oa3UPYIOMICHCS Ha TIEPEIOBBIX MEXKTyHa-
POMHBIX MOAXOMAX YIPABICHUS PUCKAMH W MPEIHA3HAYCHHOH JUIsS peanu3aliu
JIONICOCPOYHBIX MEp MO UX COKPALICHHIO 10 MPUEMIIEMOTO YPOBHSI.

HaronanpHas cucrema obecriedeHus KubepOe30nacHOCTH JODKHA peatn3o-
BBIBaTh BECh BO3MOXKHBI KOMIUICKC MPaBOBBIX, OPTaHU3AIMOHHBIX M TEXHHYE-
CKHX Mep MO OOeCleYeHHI0 0e30MacHOCTH HAIMOHAIBHOW HH(OPMAIMOHHON
HHOPACTPYKTYpPBI, B TOM YHCIe WHOOPMAIMOHHBIX CHCTEM, ODeCIeunBaTh KOH-
(bUICHIIMATBHOCTD, JOCTYIMHOCTh M LETOCTHOCTh WH(DOPMAIMH, a TaKKe JErko
TpaHC(hOPMHUPOBATHCSA M AANITUPOBATHCS B M3MEHSIONICICS 00CTaHOBKE 3a CUET
MOCTOSHHOTO aHajinM3a Ha MPEAMET COOTBETCTBUS aKTyalbHBIM PHCKaM KubOep-
0€30IacHOCTH.

B mepByto odepenp HEOOXOAMMO OOECIEYHTh KHOEPYCTOMYMBOCTH HAIMO-
HaJIbHOT'O CErMEHTa ceTH VIHTepHeT, KpUTHUECKH BaXKHBIX 00BbEKTOB HH(pOpMaTH-
3allid M TOCYAapPCTBEHHBIX MH(POPMAIMOHHBIX CUCTEM, d(P(EKTUBHOE MPOTUBO-
JeiicTBIE KHOePIIPECTyIUICHUSIM.

KOHTpOJILHLIe BOIIPOCHI

1 Kaxkue Bompocsl 0XBaThIBaeT KOMILICKCHAsI CUCTeMa 3alUThl nH(popMarmn?

2 YT0 Takoe KPUTHYECKH BaXKHbI 00beKT HHOpMaTH3aIMu ?

3 Kakue moaxozpl BBIICISIIOT NP OLeHKe P(EKTHBHOCTH KOMILIEKCHOW CHCTEMBI
3amuThl nHGOpMaHu?

4 B yem 3aKii04aeTcs CYLIHOCTh KJIACCHYECKOro MoAxona K oneHke 3((eKTUBHOCTH
KOMIUIEKCHOM CHUCTEMBI 3aIllUThl HHPOpMaLnH?

5 B dem 3akirouyaercsi CylmHOCTh OQHUIMATBHOIO MOAX0a K oueHKe 3 dexkTHBHOCTH
KOMIUIEKCHOM CHCTEMBbI 3alllUThl HHPOpManH?

6 YUro Takoe nonuTHka 6e3onacHocTu?

7 Kaxkue 31eMeHThI JO/DKHA BKJIIOYATh B CBOM COCTaB MOJIMTHKA Oe30macHoCTH?

8 Uto Takoe Konuenuus HannoHanbHo# 6e3omacHoctu Pecryonuku benapych?

9 KakoBbl OCHOBHBIC HAIIMOHAIBHBIC UHTEPEChl B MHPOPMALMOHHOM cdepe, KOTopbie
KacaroTcs BONPOCOB MH(OPMAIMOHHOH Oe30macHOCTH, B COOTBeTCTBHM ¢ KoHuemiuei
HalMOHANBHO 6e3omacHocty Pecybnuku benapycnh?

10 Yo takoe Konuemnmuus nadopmarmonHoii 6ezonacaoctu Pecrnyonuku benapycs?

11 Kakue Hauboiee BEepOSTHbIE HCTOYHUKH Yrpo3 i UH(MOpMAIMOHHOW HH(pa-
cTpykTypsl Pecnyonuku bemapych ykaspiBatorcs B Kouuernuuu uHdopMmaioHHoi 0e3-
onacHoctu Pecryonuku benapycs?
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